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a b s t r a c t 

Over the last few years, the explosive growth of Internet of Things (IoT) has revolutionized the way we 

live and interact with each other as well as with various types of systems and devices which form part 

of the Information Communication Technology (ICT) infrastructure. IoT is having a significant impact on 

various application domains including healthcare, smart home, transportation, energy, agriculture, man- 

ufacturing, and many others. We focus on the smart home environment which has attracted a lot of 

attention from both academia and industry recently. The smart home provides a lot of convenience to 

home users but it also opens up various risks that threaten both the security and privacy of the users. In 

contrast to previous works on smart home security and privacy, we present an overview of smart homes 

from both academic and industry perspectives. Next we discuss the security requirements, challenges 

and threats associated with smart homes. Finally, we discuss countermeasures that can be deployed to 

mitigate the identified threats. 

© 2022 Elsevier Ltd. All rights reserved. 
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. Introduction 

Internet of Things (IoT) has revolutionized humans’ lives. Actu- 

lly, IoT is pervasive in almost all fields of our daily lives ( Gafurov

nd Chung, 2019; Hammi et al., 2017a; Park et al., 2019b ). In this

ontext, the Smart Home (SH) is an important area among the IoT 

se cases and its market and smart home technologies are continu- 

usly growing ( Park et al., 2019a ), especially after the strong inter- 

st of giant electronics hardware manufacturers such as Samsung 

nd LG as well as famous IT companies such as Google and Apple 

 Withanage et al., 2014; Xu et al., 2016a ). Consequently, numerous 

ompanies in the world focused their research and development 

n the smart home area. For example, one of the french telecom- 

unications market leaders Free , has announced 

1 its new product, 

hich, in addition to Internet linking can also cooperate with nu- 

erous home’s devices such as Amazon Alexa products, Nest prod- 

cts, numerous smart apps, smart TVs, the management of a smart 

urveillance system and many others. 2 

A smart home system is a set of devices which aim to pro- 

ide security and comfort to its householders. However, the smart 
∗ Corresponding author. 

E-mail addresses: badis.hammi@epita.fr (B. Hammi), szeadally@uky.edu (S. 

eadally), rida.khatoun@telecom-paris.fr (R. Khatoun), j.nebhen@psau.edu.sa (J. Neb- 

en). 
1 https://www.youtube.com/watch?v=FKquxJ-610s . 
2 https://www.youtube.com/watch?v=bVPRe03AMco . 
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ome’s design can open up the door to numerous risks that range 

rom exposing the privacy of householders to facilitating tradi- 

ional crimes such as burglary by using video and audio feeds to 

dentify houses with expensive items and then unlocking doors 

r disabling home security, or even worse tampering with health- 

are appliances to physically harm people. In this context, in the 

018 Web Summit , researchers from Avast lab demonstrated how a 

acker can access and control any connected smart home device. 3 

In summary, the demand for IoT devices, especially in the 

ulti-billion-dollar residential consumer market has created a 

odern-day gold rush. Both new and established companies are 

rying to rush into the smart home market. However, it is more 

bout production and cost than pragmatic security practices. Thus, 

mart homes security threats are exponentially increasing and will 

ncrease more in the future as more Internet-connected devices 

ill be installed in the home. The security of smart homes is very 

mportant and more research is needed to protect the privacy and 

ecurity of smart home occupants. 

.1. Research contributions of this work 

Table 1 summarizes recently published surveys that have dis- 

ussed various aspects of smart home security. We note that al- 

ost half of the existing works dates back to 2016 or before. Thus, 
3 https://www.youtube.com/watch?v=iKBR18gxOKI . 

https://doi.org/10.1016/j.cose.2022.102677
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Table 1 

Comparison of existing surveys on smart home security. 

Survey Year Focus on smart 

homes only ? 

Considers smart 

homes from an 

industry 

perspective ? 

Discusses 

security of 

smart homes ? 

Analyses security 

solutions designed 

for smart homes ? 

Limitations 

Lee et al. (2014) 2014 Yes No Briefly No 6 pages long, does not cover all the existing 

threats 

Bugeja et al. (2016) 2016 Yes No Briefly No A 4 pages long survey does not cover security 

solutions, threats in depth 

Lin and Bergmann (2016) 2016 No No Partially Partially Does not cover all the recent works published 

in the past 4 years 

Chitnis et al. (2016) 2016 Yes Yes Briefly No 7 pages long, has focused only on operating 

system security 

Bastos et al. (2018) 2018 No No Briefly No Does not focus on smart homes and does not 

discuss security of smart homes 

Mocrii et al. (2018) 2018 Yes No Briefly No The security of smart homes is discussed only 

briefly (in only two paragraphs) 

Ali and Awad (2018) 2018 Yes No Partially Partially Does not cover the most recent security 

solutions and threats for smart homes 

reported in the last two years 

Alrawi et al. (2019) 2019 Yes Yes Yes Partially Does not cover recent threats and solutions 

reported in the last two years 

Shouran et al. (2019) 2019 Yes No Briefly Briefly 6 pages long, does not cover all recent threats 

identified for smart homes 

Edu et al. (2020) 2019 Yes Yes Yes No Studied Smart Personal Assistant only 

Panwar et al. (2019) 2019 Yes Yes Yes Partially Only focuses on the security of 

communication protocols 

Ahmed and 

Zeebaree (2021) 

2021 Yes No Yes Partially Only classifies the works and does not discuss 

security problems/solutions from a technical 

perspective 

Mohammad et al. (2021) 2021 Yes No Yes Partially Focuses on access control only 

Rastogi et al. (2021) 2021 No Yes Briefly No Focuses on physical layer and hardware 

design of devices only 

Our survey 2021 Yes Yes Yes Yes / 
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4 Home Automation Trends: http://www.diynetwork.com . 
hese works do not include many recent and current threats, issues 

nd security solutions. As for the remaining surveys, they do not 

iscuss the latest developments in smart home security in the last 

wo years during which most of the works on smart homes have 

een published. Moreover, most recent publications on the topic of 

mart home security are fairly brief (typically 6 pages long) with 

any of them covering only a few security and threat aspects and 

annot be considered to be extensive surveys. Finally, it is well- 

nown that many of the commercial products of the smart home 

arket are the origin of most well-known security flaws. There- 

ore, it is necessary to consider smart home system from an in- 

ustry perspective which we do in this survey but has not been 

ddressed by most related surveys published to date on the topic 

f smart home security. 

For this work, we have used various sources of information to 

dentify IoT vulnerabilities, threats, and other relevant security is- 

ues pertaining to smart homes. The sources used included many 

cholarly articles/papers, surveys, books, and case studies all of 

hich were published within the past six years. Moreover, in this 

aper, we have focused solely on the smart home use case in or- 

er to provide an in-depth and comprehensive survey that covers, 

o the best of our knowledge, almost all the works on smart home 

ecurity issues as well as the latest proposed solutions. We sum- 

arize the main contributions of this work as follows: 

• We present an overview of smart home architectures (from 

both industry and academic perspectives) and we analyze re- 

lated security threats. 

• We propose a network/threat model for future research in the 

smart home security area. 

• We discuss the security requirements and challenges associated 

with smart homes. 
2 
• We analyze the different security approaches applied to the 

smart home environment. 

• Finally, we outline some countermeasures to mitigate the 

threats we have identified. 

. Overview on smart home systems 

The smart home concept has evolved with the advances in 

ther fields such as electronics, new information communication 

echnologies, mobile applications, autonomous systems, virtualiza- 

ion, cloud computing, and so on. We define a smart home as a 

ouse equipped with a set of devices which are equipped with 

omputation capabilities and communication technologies and in- 

eract with each other in order to achieve security, comfort, and 

onvenience for home residents. These devices can also be con- 

rolled remotely by their users. 

The current state of smart homes is a little far from the perfect 

cenario as described by diynetwork.com 

4 ”Morning brings a gradu- 

ted alarm that plays some of your favorite music. The volume builds 

lowly and the bedroom curtains gently part until you react and tell 

he alarm. Meanwhile, the bathroom floors are already warming in 

nticipation of your arrival, and the coffee-maker starts brewing up”. 

ndeed, the current smart home systems represent a set of sub- 

ystems that are generally not fully autonomous and they focus on 

 specific task (e.g., smart vacuum, smart fridge, smart plant pot, 

ntelligent virtual assistants, etc.) and do not really ensure strong 

ooperation with each other or support even limited cooperation 

ue to the absence of a central autonomous control and command 

C&C) system. Fig. 1 describes the end user view of a smart home. 

http://www.diynetwork.com
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Fig. 1. End user view of a smart home Shea (July 2020 ). 
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.1. Smart home services 

There is a wide range of smart home services. We describe 

ome use case scenarios. 

Intelligent Virtual (Personal) Assistants (IVA): IVAs are hands- 

ree, voice controlled devices that can achieve numerous tasks 

uch as voice interaction, playing music, managing to-do lists, web 

rowsing, setting alarms, placing orders and even controlling other 

evices such as smart locks, light bulbs, thermostats, etc. Amazon 

lexa, Google assistant, Apple Siri and Microsoft Cortana are the most 

ommon and extensively used IVA systems ( López et al., 2017 ). 

For Alexa , the commands entry interface is a smart speaker 

alled Echo. Alexa is receiving a lot of attention from devices man- 

facturers and software developers, especially after the announce- 

ent of its convergence with various devices, such as connected 

ars, smart fridges, and many robots in the Consumer Electronics 

how (CES) 2017 ( Chung et al., 2017 ). Competitors such as Google, 

pple and Microsoft Cortana also developed their smart speaker 

alled Google Assistant, HomePod and Invoke respectively as a com- 

unication interface, which use natural language in addition to 

mart phones, pads or computers. Finally, in the same context, the 

hinese giant Xiaomi also developed its own product as well as the 

ussian Yandex which is called Alice . 5 

Smart energy management: Smart grid is a concept that in- 

egrates information communication technologies and grid energy 

ystems in order to achieve intelligent and efficient energy sup- 

ly and consumption ( Komninos et al., 2014; She et al., 2019; Sto- 

koska and Trivodaliev, 2017 ). In this context, the smart home sys- 

em plays a key role in the interaction between the grid provider 

nd the consumer ( Viani et al., 2013 ). Devices such as smart me-

ers can be deployed to monitor residents’ activities. Then, recom- 

endations can be provided in order to lower the energy cost (e.g., 

aking some greedy home tasks in the time slots where the en- 

rgy costs the less, lowering the power of some of the household 

ppliances such as the fridge, the washing machine, and so on). In 

uch a system, the information about energy consumption is auto- 

atically sent to the vendor. 

Other than the smart grid, the estimation of space (room) oc- 

upation is a useful way for saving energy. Indeed, several works 

ave investigated the possibility to make collaborate motion sen- 
5 https://market.yandex.ru/product- - multimedia- platforma- yandex- stantsiia/ 

971204201 . 

m

i

g

3 
ors and smart cameras with each other and electric devices such 

s light bulbs or heating systems in order to detect if persons are 

resent in some location or not and then taking actions such as 

eeping or not keeping the light or heating on Viani et al. (2013) ,

yun et al. (2012) . 

Smart health and elderly management: A smart home repre- 

ents a suitable environment for supporting healthcare services. It 

an be equipped with various sensors to enhance the detection of 

nomalies or behavioral changes ( Viani et al., 2013 ). This opportu- 

ity has numerous benefits such as (1) lowering costs in compar- 

son to institutional living or (2) keeping the patient with his/her 

amily in a better social environment instead of being alone. More- 

ver, this smart home setup brings numerous benefits for elderly 

ersons living alone. Smart speakers and screens can notify the el- 

erly person when to take his/her medicine or any other task, alert 

he hospital or the paramedics if the resident fell and needs im- 

ediate attention. An autonomous system can help the resident 

f he/she forgets to close doors, curtains, to turn off the light, the 

ven, the water, and so on. It also allows adult children who might 

ive elsewhere to participate in the care of their aging parent or to 

elp him or her by remotely controlling the smart home devices. 

Independent smart household appliances: There are many 

mart household devices which can be autonomous, programmable 

schedulable) or can be remotely controlled through software ap- 

lications. These devices provide household services such as com- 

ort, security, housework, and others. For instance, smart surveil- 

ance cameras integrate image processing and classification to dif- 

erentiate between people and animals before issuing an alarm. In 

he same context, smart alarms cooperate with motion sensors and 

mart surveillance cameras. There is another scenario called holi- 

ay mode that enables cooperation between smart alarms, sensors 

nd cameras to track any suspicious motion, making the locks in 

losed mode as well as making the lights turn on and off to sim- 

late a similar activity that occurs when the house residents are 

here. A smart home can also be equipped with a smart vacuum 

hich can be scheduled or triggered remotely, a smart fridge, pro- 

rammed to keep certain type of food in stock all the time. If this 

ood is consumed, it sends a message to add it to the shopping list 

r orders it. A smart washing machine monitors the level of wash- 

ng powder. If the level reaches a certain threshold, the washing 

achine sends a message to add it to the shopping list or orders 

t. A smart watering system for plants, can be scheduled or trig- 

ered remotely, and many other examples. 

https://market.yandex.ru/product�multimedia-platforma-yandex-stantsiia/1971204201
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Fig. 2. Cloud based smart home architecture ( Shea, July 2020 ). 
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6 https://www.smartthings.com . 
7 https://www.apple.com/ios/home/ . 
8 https://getvera.com/controllers/vera3/ . 
9 https://nest.com/weave/ . 

10 AllSeen members include Qualcomm, Microsoft, LG, Cisco, and AT&T. 
11 https://allseenalliance.org/framework . 
12 https://www.alibaba.com/showroom/smart- living- wireless.html . 
13 https://iot.open.qq.com . 
14 https://www.mi.com/global/list/ . 
.2. Smart home architectures 

.2.1. Academic perspective 

From an academic standpoint, there are two visions of smart 

ome architectures: 

1 - Centralized architecture: it requires the existence of a cen- 

ralized decision unit, that receives and correlates data from the 

ifferent sensors and devices. Then, according to the received in- 

ormation and/or the context, it takes decisions and triggers ac- 

ions through messages and instructions to the appropriate de- 

ices. This centralized controller can either be (1) a hardware spe- 

ific device which have adequate processing power, or (2) an ap- 

lication on the cloud. In both cases, the centralized device re- 

ponsible for the collection of raw/processed data then process- 

ng/sending it to the cloud is called the Hub ( She et al., 2019; Sto-

koska and Trivodaliev, 2017 ). 

Xu et al. (2016a) proposes a new architecture called Software 

efined Smart Home, which applies the core idea of Software De- 

ned Networks (SDN) (centralization, openness and virtualization) 

o the challenges (data aggregation, data processing, decision mak- 

ng, etc.) that smart homes face by dividing the ecosystem to three 

ayers: (1) the smart hardware layer which includes the smart 

evices and sensors; (2) the controller layer which represents a 

entralized management entity. The controller layer is designed to 

hield the hardware details from the smart hardware layer, receiv- 

ng and analyzing user demands, and managing the smart home 

utomatically and intelligently. Moreover, the controller layer en- 

apsulates all kinds of summary information and works with the 

xternal service layer; (3) The external service layer integrates the 

xisting home service resources, offering smart home users with 

ighly efficient, high-quality, and personalized services ( Xu et al., 

016a ). 

2 - Autonomous architecture: this solution considers that each 

evice is fully autonomous in sensing, collecting information, tak- 

ng decisions, communicating with other devices and acting. In or- 

er to have a larger view and understanding of the environment, a 

evice can cooperate with other devices. Autonomous devices can 

nsure the information processing locally if they have adequate re- 

ources locally or on the cloud if they do not. This solution does 

ot exclude the possibility of remotely controlling some devices by 

sers if they wish to do so. Fig. 2 describes a cloud based smart

ome architecture. 

.2.2. Industry perspective of the smart home 

From an industry standpoint, the majority of smart home de- 

ices are independent devices that focus on a specific task in 

ome pre-scheduled way (e.g., smart thermostat for heating, smart 
4 
acuum, and so on) or after being triggered remotely. However, 

eading information technology companies are developing newer 

ystems that aim to integrate smart home devices in a central- 

zed C&C environment. These systems are: easier to set up, cloud 

ased and they are able to provide a programming framework 

or third-party developers to build applications that interact with 

he smart home devices in order to provide smart home bene- 

ts ( Fernandes et al., 2016 ). As examples we cite Samsung’s Smart- 

hings 6 , Apples HomeKit 7 , Vera Controls Vera3 8 , Google Nest Weave 9 , 

llSeen Alliances 10 AllJoyn 11 , Alibaba Smart Living 12 , QQ IoT 13 and Xi- 

omi Mijia Aqara homekit 14 . Some of these products use an IVA (in 

ddition to a software application running on a smart phone or a 

omputer) as a communication interface such as Samsung’s Smart- 

hings which can be controlled via Alexa or Google home , or the Xi- 

omi Mijia Aqara devices that can be controlled through the Xiaomi 

mart speaker. However, these systems are not fully autonomous. 

ndeed, the centralized control system, whether it is an IVA or a 

oftware application, only serves as an interface between the user 

human) and the device. But, in the majority of cases, there are no 

utonomous reasoning and decision that take place. Fig. 3 depicts 

he generic architecture of current industrial smart home ecosys- 

ems. As described, we can note different independent and non co- 

perative home appliances (e.g., smart TV, smart thermostat, and 

o on) that mainly work in a prescheduled way and can be con- 

rolled through a user interface, which is generally a smart app. 

he appliances use the smart home gateway as an Internet access 

oint and in some cases they access some cloud services. 

. Threat model and challenges 

.1. Network model 

The goal of a security scheme is to allow multiple nodes to 

ommunicate in a trustworthy way over an untrusted network. For 

 smart home scenario, we consider a network that owns a set of 

evices which offer and use different services in a centralized or a 

istributed architecture. Each device can communicate with many 

ther devices. The messages exchanged are transmitted over an 

https://www.smartthings.com
https://www.apple.com/ios/home/
https://getvera.com/controllers/vera3/
https://nest.com/weave/
https://allseenalliance.org/framework
https://www.alibaba.com/showroom/smart-living-wireless.html
https://iot.open.qq.com
https://www.mi.com/global/list/
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Fig. 3. Generic architecture of current smart home systems from an industry per- 

spective ( Bugeja et al., 2016 ). 
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nreliable and potentially lossy communication network by using 

he communication technologies used in smart homes. These com- 

unications are performed using: long-range communication tech- 

ologies such as Wi-Fi and cellular technologies, and short-range 

ommunication technologies such as Bluetooth, Zigbee 15 , Z-Wave 16 , 

nOcean 17 , Insteon 18 , and Wavenis . 19 Some of the smart home ser- 

ices require some devices to access a cloud infrastructure through 

he Internet. Thus, an Internet access entry point such as a mo- 

em/router (commonly called the home Internet box) is required. 

oreover, we consider an ecosystem that provides a programming 

ramework for third party developers to build applications in or- 

er to provide smart home benefits such as the well-known smart 

ome system namely, the Samsung’s SmartThings platform. We also 

ssume that all participants cannot be trusted. Indeed, the high 

umber of smart home appliances in the network increases the 

isk of including compromised ones. Furthermore, the existing de- 

ices are of heterogeneous types and do not belong to the same 

se case. The network function only forwards packets and does 

ot provide any security guarantee such as authentication. Even if 

ome of the communication technologies we have cited earlier use 

dvanced security mechanisms, (e.g., Zigbee uses AES-CCM for en- 

ryption and its Message Authentication Code function for authenti- 

ation and integrity), numerous smart home devices such as sen- 

ors and motion detectors cannot apply them due to computation 

nd processing constraints. 

More precisely, the network model involves five basic entities, 

ensing devices, cluster heads, autonomous devices, user devices, 

nd the gateway as the Fig. 4 20 shows. 

• The sensing devices are tiny, and the most resource con- 

strained in the device hierarchy. These devices are highly lim- 
15 https://www.zigbee.org . 
16 https://z-wavealliance.org . 
17 https://www.enocean.com . 
18 https://www.insteon.com . 
19 http://www- coronis- com.dyn.elster.com/downloads/Wavenis _ Data _ Sheet _ A4 _ 

S5.pdf . 
20 The user interface (e.g., a smart app) can communicate with some of the de- 

ices through the local network and through the Internet. 

(

a

g

e

l

s

C

c
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5 
ited in terms of memory, transmission bandwidth, communi- 

cation range, computational capability, and power capability. 

Thus, the security operations performed by these devices must 

be both lightweight and efficient. 

• The cluster heads are devices that work as networking hubs 

that receive data from multiple sensing devices deployed in the 

network and forward this data to the nearby in range gateway 

device. 

• The user devices host end-user applications which execute user 

commands. 

• The autonomous devices also host end-user applications. How- 

ever, they work autonomously without human intervention, ex- 

cept for the configuration. They generally depend on a cloud- 

based application. 

• The gateway is a resource capable device that can perform 

complex cryptographic operations. It receives and forwards data 

to/from the sensing devices, the user devices, and autonomous 

devices to/from the Internet (based on the use-case) after com- 

pleting the verifications and data validation needed. Thus, the 

gateway device aggregates and forwards the data. For its im- 

plementation, two models exist: the uni gateway model and the 

multi-gateway model. In this work we focus on the uni gateway 

model as it is the most widely used. 

.2. Attacker model 

We assume that an attacker or malicious user has a certain 

ontrol over the smart home network through a remote attack or 

hysical compromise, i.e., he/she can selectively sniff, drop, replay, 

eorder, inject, delay, and modify messages arbitrarily with negligi- 

le delay. Thus, the devices can receive unaltered and altered mes- 

ages. However, no assumptions on the rate of the altered mes- 

ages are made. Besides, the attacker can be equipped with a com- 

utation power and storage larger than the implemented devices 

apacities, in order to execute the attacks efficiently. 

.2.1. Attacks 

Cyberattacks can target the different IoT stack layers of the 

mart home system. The Open Web Application Security Project 

OWASP) ( Rentz, 2019; Team, 2018 ) considers that weak, guess- 

ble, or hardcoded passwords, insecure network services, insecure 

cosystem interfaces, lack of secure update mechanism, use of in- 

ecure or outdated components, insufficient privacy protection, in- 

ecure data transfer and storage, lack of device management, poor 

hysical security, and insecure default settings as the top 10 IoT 

ecurity vulnerabilities. 

The vulnerabilities cited by the OWASP can be exploited by a 

ide range of attacks. Neshenko et al. (2019) proposed a more fine 

rained classification of vulnerabilities: deficient physical security, 

nsufficient energy harvesting, inadequate authentication, improper 

ncryption, unnecessary open ports, insufficient access control, im- 

roper patch management capabilities, weak programming prac- 

ices, and insufficient audit mechanisms. 

An attacker can have multiple goals, such as sending wrong in- 

ormation in order to modify system’s decisions or can cause the 

enial of service of the various devices. The majority of attacks 

e.g., message forging, Sybil, and others) and their modus operandi 

re common to IoT ecosystems. But in a smart home scenario, the 

oals of attacks and their consequences on humans are quite differ- 

nt. Some of these goals include: (1) Determining the locations of 

ucrative home burglary targets via camera feeds or the distinctive 

ignatures of multiple, expensive devices ( Denning et al., 2013 ), (2) 

hecking whether or not a home is occupied (and by whom) via 

ameras, microphones, motion sensors, logs for lights, thermostats, 

nd door locks, Heating, Ventilation and Air-Conditioning (HVAC), 

https://www.zigbee.org
https://z-wavealliance.org
https://www.enocean.com
https://www.insteon.com
http://www-coronis-com.dyn.elster.com/downloads/Wavenis_Data_Sheet_A4_CS5.pdf
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Fig. 4. Network model for a smart home. 
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21 https://nvd.nist.gov/vuln/detail/CVE- 2017- 5638 . 
22 
ir pressure sensors, (3) Remotely manipulating a washing ma- 

hine to cause flooding, (4) Targeting entire communities by coor- 

inating their devices to overload the power grid ( Denning et al., 

013 ), (5) remotely controlling faucets in order to waste water 

nd cause financial harm, or (6) eavesdropping video or conversa- 

ion records that may contain private content about the intimacy 

nd private life for extortion purposes. Thus, we describe these at- 

acks with a special focus on their consequences on a smart home 

cosystem. 

(1) Default/hardcoded passwords: currently, there exist mul- 

iple advanced authentication methods that rely on reliable and 

obust cryptographic algorithms ( El-Hajj et al., 2019; Zeadally 

t al., 2021 ) such as those that rely on IoT-adapted Transport 

ayer Security (TLS) or Datagram Transport Layer Security (DTLS) 

 Tiburski et al., 2017; Urien, 2015 ), One Time Password (OTP) 

 Hammi et al., 2020 ) and many others. However, for reasons of 

racticality, quality of service, and devices’ constraints, minimal 

nd more intuitive security mechanisms are used. Additionally, 

he username/password technique is the most predominant. Even 

orse, because of the lack of consumers’ sensitivity to cybersecu- 

ity issues, most of them do not even modify the default user- 

ame/password when they deploy these devices. In other cases, 

he devices are provided with hardcoded credentials, that cannot 

e modified by the users, even if they wish to do so. 

Default and hard coded passwords represent one of the main 

ecurity issues in IoT and smart home systems ( Singh Verma and 

handavarkar, 2019 ). Indeed, when consumers buy smart home 

roducts, they are often set up with default or hardcoded cre- 

entials, generally in the form of a username and a password. 

hese credentials are often available on the vendor’s website 

nd are frequently easily guessable, which facilitate unauthorized 

ccess to IoT devices and home network via different cyberat- 

acks such as data identity theft, social engineering, access to 

oT cshell service (reverse shell), insecure web services and more 

 Singh Verma and Chandavarkar, 2019 ). It also allows malware such 

s Mirai ( Marzano et al., 2018 ) to compromise home devices and 

xploit them for data exfiltration or to execute various attacks such 

s buffer overflows, Structured Query Language (SQL) injection, Re- 

ote Code Execution (RCE), remote code injection, Distributed De- 

ial of Service (DDoS), and so on Hamad et al. (2020) . 

For example, the password management company SplashData 

valuated more than five million passwords leaked on the Internet 

uring the previous years and compiled the top 100 worst pass- 

ords for 2018. Surprisingly, for the fifth straight year, the top 
6 
pots (#1 and #2) in the annual worst-of-the-worst list remain 

nchanged: "123456" and "password" ( Rentz, January 2019; Wor, 

020 ). 

(2) Malware/botnet: In the last few years, malware developers’ 

ave shown increasing interests in IoT devices. For example, the 

irai, Bashlite and Silex malware all aimed at IoT and smart home 

evices. Bashlite , also called Gafgyt , which is considered as Mirais 

redecessor exploited vulnerable IoT devices that used weak or de- 

ault credentials ( Marzano et al., 2018 ). More precisely, it exploited 

he CVE-2017-5638 21 Apache Struts vulnerability ( Osborne, 2018 ). 

owever, Mirai was much more sophisticated than Bashlite . Indeed, 

ccording to Gopal et al. (2018) as Bashlite, Mirai relies on default 

sername and passwords from vulnerable devices to attempt brute 

orce attacks and further add these devices to the botnet army. 

very bot that Mirai obtained, it would scan for nearby vulnera- 

le devices and report back to the Command and Control server 

C&C). Mirai is one of the most well-known botnet malware types 

ecause it was the source of the largest Distributed Denial of Ser- 

ice (DDoS) attack in history that reached a throughput of more 

han 1.7 Terabytes/second in 2018 ( Antonakakis et al., 2017; Kam- 

ourakis et al., 2017; Kolias et al., 2017; Seralathan et al., 2018 ). 

When a device is infected by Mirai , it disseminates the malware 

y scanning other random public addresses searching for TCP ports 

3 or 2323. Then, it attempts the following steps ( Wells, 2020 ): (1)

t executes a brute force attack on the scanned devices relying on 

 small dictionary of 62 possible username/password pairs that are 

ommon to IoT devices, (2) If the brute force is successful, it sends 

n administrative shell to the infected system and reports back to 

he report server using a different port. Meanwhile, the C&C server 

ontinuously scans for potential victims, (3) The botmaster issues 

n infect command which payload contains information such as IP 

ddress and hardware architecture, (4) The payload then logs into 

he infected device and instructs it to download and execute the 

orresponding binary version of malware. In addition, Mirai looks 

or any other type of malware and closes points of entry like Telnet 

nd Secure Shell (SSH) services. 

The efficiency of Mirai has increased the appetite of cyber crim- 

nals and variants of Mirai are discovered continuously. For ex- 

mple, the Mukashi botnet is a variant of Mirai that exploits the 

VE-2020-9024 22 on Zyxel Network Attached Storage (NAS) devices 
https://nvd.nist.gov/vuln/detail/CVE- 2020- 9024 . 

https://nvd.nist.gov/vuln/detail/CVE-2017-5638
https://nvd.nist.gov/vuln/detail/CVE-2020-9024
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unning firmware version 5.2.1 in order to gain access and take 

ontrol of the targeted devices ( Ken et al., 2019 ). According to 

almer (2020) the Mukashi malware scans TCP ports for potential 

ervices running on devices to execute a brute forcing attack to by- 

ass default credentials since March 12, 2020. 

The easiness of the brute force attack to access IoT devices en- 

bles hackers to create large botnets quickly instead of waiting sev- 

ral months as it is the case for traditional botnets ( Hammi et al.,

019 ). For example, a hacker called Anarchy enslaved 18,0 0 0 de- 

ices in only 24 hours by exploiting the CVE-2017-17215 23 vulner- 

bility from which suffered Huawei routers and smart home de- 

ices ( Osborne, 2018 ). Another consequence of this brute force eas- 

ness, is the increase in the number of devices’ infections. Indeed, 

aspersky Labs stated that they identified 24,610,126 unique ma- 

icious objects in 2019, 14% more than they identified the previ- 

us year ( Kaspersky, 2020 ). Also, according to Malwarebytes labs 

 Labs, 2020a ), a 42% increase in the category of hack tools was de-

ected. 

IoT botnets provide more options and advantages to cyber crim- 

nals and allow them to execute more severe attacks. For example, 

n 2016, hackers realized the biggest DDoS attack in history using 

irai botnet. LizardStresser is another example of an IoT based bot- 

et that uses default credentials to brute force devices and convert 

hem into bots. It was used to launch 400 Gbps attacks against 

argets such as the British Broadcasting Corporation (BBC) , two large 

razilian banks, two Brazilian telecommunications providers, two 

razilian government agencies and three large gaming companies 

n the United States ( Osborne, 2016 ). IoT based botnets are not lim-

ted to DDoS attacks. Indeed, a security team at Proofpoint discov- 

red a botnet which specializes in infecting home appliances, es- 

ecially televisions, routers, and fridges. The botnet involved over 

0 0,0 0 0 devices that were used to send at least 750,0 0 0 spam and

alicious emails ( Proofpoint, 2014a; 2014b ). Here again, the home 

ppliances were controlled through mis-configuration and the use 

f default passwords ( Osborne, 2014 ). 

Silex is another example of malware which runs on the In- 

ernet with a focus on rendering IoT devices inoperable. Silex fo- 

uses on Unix-based devices with default username and passwords 

 Hamad et al., 2020 ). When Silex finds a vulnerable device, it over-

rites all of the systems storage with random data, wipes out the 

rewall rules and network configuration, and then restarts the sys- 

em making the device inoperable to consumers ( O’Donnell, 2019; 

ells, 2020 ). It is reported ( Cimpanu, 2019 ) that this destructive 

alware was created by a 14-year-old teenager. Silex affected up 

o 40 0 0 vulnerable IoT devices before the creator shut down the 

ommand and control server. 

(3) Denial of Service: Compromised home appliances can be 

sed to launch Denial of Service attacks against targets over the 

nternet. But these appliances can also be the target of such at- 

acks. A Denial of Service (DoS) or a Distributed DoS (DDoS) attack 

s characterized by the explicit attempt by the attacker to prevent 

he legitimate use of a service. There are two methods to con- 

uct a DoS/DDoS attack (1) by exploiting a protocol flaw and (2) 

y flooding the target. DDoS and especially flooding attacks are 

mong the most dangerous cyber attacks ( Badis et al., 2014 ) and 

heir popularity is due to their high effectiveness against any type 

f service because they do not require identification and exploita- 

ion of protocols’ or services’ flaws, but only need to flood them 

 Hammi et al., 2014 ), which can be easily executed due to the lim-

ted memory and processing capacity of the smart home devices. 

n the smart home context, numerous DoS/DDoS scenarios are pos- 

ible on the home’s devices to prevent them from performing their 

asks such as sensing, monitoring or processing. In this case, the 
23 https://nvd.nist.gov/vuln/detail/CVE- 2017- 17215 . 

7 
onsequences of the attack can vary. Indeed, a DoS attack that tar- 

ets a motion sensor has a different consequence from a DoS at- 

ack that targets a smart fridge leading to food waste, which in 

urn have different consequences from a DoS/DDoS attack that tar- 

ets a healthcare system, that can have disastrous consequences 

n the patient’s life ( Denning et al., 2013 ). However, in some cases, 

he DoS/DDoS attack can paralyze the whole smart home system. 

uch cases include: (1) a DoS/DDoS on the C&C unit (in the case 

f a centralized architecture), (2) a DoS/DDoS attack that targets 

he Internet box which paralyzes all services (such as cloud-based 

pplications) that rely on the Internet, and (3) a DoS/DDoS attack 

hat targets the grid’s smart meter which cuts off electricity in the 

ouse which in turn disables all the services provided by the ma- 

ority of devices. 

(4) Scanning attack: Each cyberattack requires different phases. 

ne of the most important phases is the identification of the po- 

ential victims which is achieved through scanning. Unfortunately, 

t is easier for the hackers to find vulnerable IoT devices than 

ther non-IoT targets by diverting the use of existing tools. Indeed, 

here are different vulnerability scanning tools such as Zmap 24 or 

ensys 25 , and other online tools such as Thingful 26 that are used 

or gathering data from connected machines and IoT devices, but 

hodan 27 is currently the best due to the ease of use of its web

nterface and Application Programming Interface (API) ( Fernández- 

aramés and Fraga-Lamas, 2020; Genge and En ̆achescu, 2016 ). 

Shodan ( Matherly, 2016 ) is one of the most popular search en- 

ines available today, designed to crawl the Internet and to index 

iscovered services ( Genge and En ̆achescu, 2016 ). Thus, it includes 

nformation about systems and devices publicly facing the Internet. 

ith different types and categories of search queries, users can 

xtract information about those systems/devices. In many cases, 

sers of those systems may not be aware of the amount of in- 

ormation that is publicly exposed about their systems. Those sys- 

ems are usually installed according to the manufacturers installa- 

ion manuals, and in many cases, users may keep default settings 

esigned by manufacturers ( Albataineh and Alsmadi, 2019; Math- 

rly, 2016 ). For example, researchers from Bitdefender used Shodan 

o detect more than 10 0,0 0 0 Internet-connected security cameras 

hat contain a ”massive” security vulnerability that allows them to 

e accessed via the open web and used for surveillance, roped into 

 malicious botnet, or even exploited to hijack other devices on the 

ame network ( Bitdefender, 2015; Bugeja et al., 2018 ). Two cameras 

anufactured by Shenzhen Neo Electronics , China, were found to 

ermit attacks without even logging into the system to gain unau- 

horized access ( Bitdefender, 2015 ). 

(5) Compromised/over-privileged applications: as we have de- 

cribed earlier, there are new frameworks for third-party develop- 

rs to build applications that interact with the smart home devices. 

hese frameworks provide tangible benefits to their users, but, also 

xpose users to significant security risks ( Fernandes et al., 2016 ): 

1) If the user sets up a compromised application developed by a 

alicious user and made it available on the applications’ store, the 

ttacker can get any data obtainable by the devices that use the 

pplication or by the devices allowed to cooperate with the de- 

ice running the application. (2) In numerous cases, the installed 

pplication is developed by some honest peer, nonetheless, it re- 

uests more privilege than it needs, which considerably increases 

he attack surface, weakens the system and provides a source of 

nformation to any malicious user who physically compromises a 

mart home device that runs the application or just by communi- 

ating with it. In this context, Fernandes et al.proposed an empiri- 
24 https://zmap.io . 
25 https://censys.io . 
26 https://www.thingful.net . 
27 https://www.shodan.io . 

https://nvd.nist.gov/vuln/detail/CVE-2017-17215
https://zmap.io
https://censys.io
https://www.thingful.net
https://www.shodan.io
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28 
al security evaluation of SmartThings framework. They discovered 

hat over than 55% of existing SmartApps did not use all the rights 

hat they initially requested when they were installed; SmartThings 

rants a SmartApp full access to a device even if it only requires 

imited access; and the SmartThings event subsystem has inade- 

uate security controls ( Fernandes et al., 2016 ). 

(6) Message forging or substitution Attack: in a substitution 

ttack, the attacker intercepts valid messages during their transit 

nd alter them in such a way that recipients accept the forged 

essages as if they had been sent by the original sender. The at- 

acker can also just forge a new message and sends it to the vic- 

im. This attack can have disastrous consequences in some scenar- 

os such as healthcare by tampering with the devices in order to 

hange treatments or notifications. Moreover, this attack can be 

sed to remotely control devices such as (1) controlling the locks 

n order to open or close doors (for burglary purpose), (2) manip- 

lating the settings of thermostats and heating systems to waste 

nergy for increasing energy bills causing financial harm, (3) is- 

uing false carbon monoxide alarms, (4) disable holidays mode or 

isabling the surveillance system for burglary purposes. 

The False Data Injection (FDI) attack is a well-known in the 

mart grid environment ( Kubo, 2018 ) and its impact and damages 

ave been extensively studied ( Liang et al., 2016; Liu et al., 2015; 

usleh et al., 2019; Ünal et al., 2021 ). However, in this paper we

re interested in FDI attacks on smart grid from a smart home per- 

pective. In this case, the FDI attack targets the home’s smart me- 

er (node of the smart grid). In an FDI attack, the attacker aims 

o inject malicious measurements to mislead the state estimation 

rocess ( Liang et al., 2016 ). Musleh et al. (2019) classified the im-

acts of FDI attacks in smart grids into financial impact and stabil- 

ty impact. In the case of financial impact, in the smart home con- 

ext, we can distinguish two attacker profiles; (1) the smart home’s 

wner is the victim, where an attacker substitutes/injects the mes- 

ages that the smart meter sends to the grid transmission center 

o transmit false information of house’s consumption, in order to 

ncrease the energy bill and cause a financial harm. (2) the smart 

ome’s owner is the attacker and injects false data to mislead the 

perator about the home’s energy consumption in order to achieve 

 financial gain by not paying the real amount owed. 

There are various examples of the stability impact of FDI. 

hen et al. (2016) demonstrated how a coordinated FDI attack 

ould lead to an unnecessary generation rescheduling and load 

hedding. Konstantinou et al. (2017) showed how an FDI at- 

ack on the GPS signal could lead to a major load shedding. 

u et al. (2017) illustrated how a simple FDI attack could prop- 

gate and lead to a full blackout. (7) Message replay attack: an 

ttacker can selectively record some messages and replay them 

ithout modification at a later time because the successful veri- 

cation of a message does not certify the correctness of the mes- 

age’s sending time. In this way, inaccurate information can be in- 

entionally provided to the devices or to the servers. Message re- 

lay attack is usually combined with a message removal attack and 

s deployed when signature-authentication is used to accept the 

essages. It can be used to achieve the same goals discussed in 

he latter attack (message forging or substitution attack). 

(8) Sybil attack: the Sybil attack is described as a malicious 

ode taking on multiple identities illegitimately ( Can and Sahin- 

oz, 2015 ). Hence, in multiple cooperative use cases, the attacker 

imulates the existence of multiple entities (devices) that send 

rong information to the service’s decision unit or management 

pplication in order to perform actions (following an election pro- 

ess) the attacker wants. For example, an attacker can generate nu- 

erous fake messages coming from fire sensors to make believe 

hat a fire is occurring throughout the house. The same scenario is 

ossible by tampering with the different carbon monoxide devices 

n the house. 
8 
(9) Spoofing attack: in contrast to the Sybil attack where the 

ttacker try to create numerous false or virtual identities, in the 

ase of a spoofing attack, the attacker tries to spoof the identity of 

 legitimate user in order to make use of his/her privileges. 

(10) Eavesdropping: is an attack where an adversary can choose 

o passively eavesdrop on the network communication and steal 

he data. Traditional encryption techniques cannot be applied in 

umerous cases because of the various technical constraints of the 

mart home devices. Thus, an attacker can access different types 

f data such as cameras video records (generally, video records are 

tored for a pre-determined period of time) during their transmis- 

ion to the storage server. The attacker can also access some sensi- 

ive data (such as banking information (e.g., credit cards numbers) 

tored by some devices for ordering purposes) if it is not well pro- 

ected. 

(11) Physical node compromise: it represents the act by which 

 legitimate node in the home’s network is captured and compro- 

ised, that is, reprogrammed by an adversary. Hence, a compro- 

ised node running malicious code disguised as a legitimate node 

an be used to launch any insider attack. 

(12) Adversarial machine learning: Artificial intelligence tech- 

iques and especially machine learning are vital to the develop- 

ent of the smart home environment. Indeed, all the autonomous 

ome appliances rely on such techniques. Furthermore, multi- 

le research works have proved that machine learning is among 

he most effective techniques that can help in attack and intru- 

ion detection ( da Costa et al., 2019; Din et al., 2019; Zeadally 

t al., 2020 ). However, machine learning algorithms are vulnera- 

le to various types of attacks such as membership inference at- 

acks ( Shokri et al., 2017 ) and evasion attacks ( Biggio et al., 2013 ).

owever, the most common attack is adversarial machine learning 

 Huang et al., 2011; Kurakin et al., 2016; Vorobeychik and Kantar- 

ioglu, 2018 ). That is, legitimate inputs altered by adding small, 

ften imperceptible, perturbations to force a learned classifier to 

isclassify the resulting adversarial inputs, while remaining cor- 

ectly classified by a human observer ( Papernot et al., 2017 ). 

In the smart home context, we classify adversarial machine 

earning into two categories: 

(1) Attacks against home appliances: as described, autonomous 

ome appliances rely heavily on machine learning. Adversarial ma- 

hine learning is known to be very effective against systems that 

reat data related to image or speech processing ( Papernot et al., 

017 ). Image and speech processing techniques are commonly used 

n smart home appliances (e.g., face recognition, camera assisted 

ppliances (smart vacuum), voice assisted appliances (smart per- 

onal assistant), and so on). These attacks can also target other au- 

onomous systems (e.g., autonomous healthcare systems) 28 . There- 

ore, an attack against these systems can cause various damages to 

he smart home ecosystem, ranging from manipulation of devices 

nd appliances to full disruption or even severe or even fatal in- 

uries to the home residents. 

(2) Attacks against home intrusion detection systems: adver- 

aries can use the aforementioned attacks to not only disrupt sys- 

em’s activity but also to achieve evasion by causing the intru- 

ion detection system to have many false negatives. Indeed, as de- 

cribed above, intrusion detection systems that rely on machine 

earning are among the most effective and are widely used to- 

ay. Therefore, an attack against such system can lead to disas- 

rous consequences to the smart home environment. For exam- 

le, Huang et al. (2011) showed that, by injecting crafty chaff into 

he network during training, the detector can be poisoned render- 

ng it is unable to effectively detect DoS attacks. Relying on the 

ame method they could launch an attack against a spam filter and 
https://autonomoushealthcare.com/ . 

https://autonomoushealthcare.com/
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30 https://www.nytimes.com/2019/12/15/us/Hacked- ring- home- security- cameras. 

html . 
31 https://www.foxbusiness.com/technology/smart- home- virtual- intrusion . 
32 https://www.theregister.com/2015/08/24/smart _ fridge _ security _ fubar/ . 
ere able to pass spam emails through it. In the same context Xu 

t al. could launch an attack where a malware was identified as 

egitimate ( Xu et al., 2016b ). 

.2.2. Discussion 

Numerous studies show that the majority of homeowners re- 

ain oblivious to the cyber threats associated with IoT connected 

evices and fail to educate themselves on available security op- 

ions to prevent or mitigate such threats ( Wells, 2020 ). As it was

iscussed, one of the major security issues is the default config- 

ration/credentials that are not modified by users after the de- 

ices have been deployed. This can open the door to multiple 

inds of attacks. The most virulent one remains the malware in- 

ection. As discussed, the majority of malware programs such as 

irai, Bashlite, Mukashi and many others rely on default and hard 

oded credentials to get access to devices ( Singh Verma and Chan- 

avarkar, 2019 ). 

Once a device is infected, it allows the hacker to use it as a bot

for DDoS, spam or other attacks) or to use it to reach and hack 

ther parts of the home network, especially that home networks 

re not that secured. Indeed, according to a study made by Veri- 

on ( Verizon, 2020 ), 70% of Wi-Fi sessions were over unencrypted 

etworks, yet only 50% of survey respondents had a solution for 

ncryption. This creates significant security risks for attack such as 

assive attacks (e.g., man in the middle). Another study made by 

etsecurity ( Security, February 2020 ) found that 83% of IoT devices 

ommunicate over insecure channels. They examined 553 different 

oT devices across 21 categories from 212 manufacturers. Out of 

he 553 different IoT devices, the top unauthorized devices include 

igital home assistants, TV set-top boxes, IP cameras, smart home 

evices, smart TVs, smart watches, and even automotive multime- 

ia system. 

Studies ( Labs, 2020a; Wells, 2020 ) agree that the sophistica- 

ion of malware has evolved, with the use of exploits, credential- 

tealing tools and multi-stage attacks resulting in mass infections 

f an attackers target. A single threat in a network poses a signif- 

cant risk to the entire network. IoT threats are not only directed 

t devices. For instance, threats can be directed at people, machin- 

ry, devices, systems, services, software and more. No one can pre- 

ict what type of threats consumers will emerge in coming years, 

owever, future threats are anticipated to be more extensive and 

angerous than today ( Sahinaslan, 2019; Wells, 2020 ). 

The ignorance/negligence of consumers is just part of the prob- 

em. Some devices contain hard coded credentials that are not 

ossible to modify by consumers. These default hard coded cre- 

entials are often posted by vendors and manufacturers on their 

ebsites, which give attackers an advantage when making mal- 

are. Moreover, with the emphasis on production, cost, size and 

sability, manufacturers and other IoT vendors, frequently give se- 

urity concerns a lower importance, with many ignoring it alto- 

ether ( Stoyanova et al., 2020 ). It is also worth noting that imple-

enting efficient security mechanisms is a very hard task in con- 

trained devices. 

Alrawi et al. (2019) conclude that there are three main attack 

ectors in relation to IoT devices and smart home systems: vul- 

erable services, weak authentication, and default configurations. 

nfortunately, it is very easy to find vulnerable smart home de- 

ices using tools such as Shodan, Thingful or others. Indeed, the 

atter are able to find consumer’s home devices with weak security 

ontrol such as medical devices, cameras, systems, environmental 

ontrols and more. Shodan can be used for vulnerability and pene- 

ration testing assessments alongside with Google Hacking Database 

GHDB) 29 ( Genge and En ̆achescu, 2016; Wells, 2020 ). 
29 https://www.exploit- db.com/google- hacking- database . 

c

9 
In a smart home scenario, the goals of attacks and their con- 

equences on humans are quite different. Next, we describe some 

f the numerous attacks that occurred. In December 2019 parents 

f three daughters installed Ring cameras in their bedrooms in or- 

er to have an extra set of eyes. However, because the parents did 

ot change the default credential, a hacker could get access to the 

ome network and took the control of a wireless speaker. Using 

he camera’s video flow and the smart speaker, the attacker ha- 

assed their little 8 year old girl 30 . In the same context, a Milwau-

ee couple was left feeling violated after their home camera began 

alking to them, their thermostat suspiciously topped 90 degrees 

nd vulgar music blasted through their wireless electronics. 31 

A security breach can lead to many other security/privacy 

reaches. For instance, a team of hackers recently discovered a 

an-in-the-middle vulnerability in a Samsung smart refrigerator 

hat can be exploited to steal Gmail users’ login credentials. 32 In 

he same context, Check Point Research ( Labs, 2020b ) discovered 

nother attack that makes it possible for a rogue Hue Philips light 

ulb to hijack the Philips Hue bridge. Philips Hue Bridge is the C&C 

f smart lighting systems which allows to connect and to con- 

rol lights and accessories. The latter system uses ZigBee protocol 

or communication. A vulnerability in the ZigBee protocol allowed 

ackers to exploit it by taking control of a Hue Philips light bulb 

nd turning it on and off, as well as controlling its color or bright- 

ess to trick users into thinking the bulb has a glitch. The bulb 

ppears as Unreachable in the users control app, so they will try 

o reset it. The only way to reset the bulb is to delete it from

he app, and then instruct the control bridge to re-discover the 

ulb. The bridge discovers the compromised bulb, and the user 

dds it back onto their network. The controlled bulb with updated 

rmware then uses the ZigBee protocol vulnerabilities to trigger 

 heap-based buffer overflow on the control bridge, by sending a 

arge amount of data to it. This data also enables the hacker to in- 

tall malware on the bridge, which is in turn connected to the tar- 

et business or home network. The malware connects back to the 

acker and using a known exploit such as EternalBlue , they can in- 

ltrate the target IP network from the bridge to spread other mal- 

are programs ( Labs, 2020b ). The bad news about this attack is 

hat, in 2016, Ronen et al. (2017) launched an attack using drones 

o take control of Philips Hue light. It was stated that the same 

ulnerability from the 2016 attack was used to discover the latest 

xploit in 2020 ( Labs, 2020b ). 

Another example of the consequences of security issues on 

ome appliances relates to attacks on smart meters ( He et al., 

017; Zeadally et al., 2013 ). Indeed, smart meters are generally 

onnected to all home devices. Unfortunately, they have gener- 

lly the same manufacturer access credentials, which make them 

mong the first choice targets of hackers as stated by a Federal Bu- 

eau of Investigation (FBI) Report. 33 According to the researcher Ne- 

anel Rubin 34 , security problems of smart meters can lead to disas- 

rous consequences because hackers could turn a smart meter into 

 bomb to cause explosion and start a fire. 

Smart home appliances generally rely heavily on cloud comput- 

ng, and attacks on the latter (e.g., DoS) can disturb the operations 

f smart home appliances. For example, in 2017 an outage at cloud 
33 https://krebsonsecurity.com/2012/04/fbi- smart- meter- hacks- likely- to- spread/ 

omment- page- 1/ . 
34 https://www.youtube.com/watch?v=k2EpY3-kDww . 

https://www.exploit-db.com/google-hacking-database
https://www.nytimes.com/2019/12/15/us/Hacked-ring-home-security-cameras.html
https://www.foxbusiness.com/technology/smart-home-virtual-intrusion
https://www.theregister.com/2015/08/24/smart_fridge_security_fubar/
https://krebsonsecurity.com/2012/04/fbi-smart-meter-hacks-likely-to-spread/comment-page-1/
https://www.youtube.com/watch?v=k2EpY3-kDww
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37 https://www.theverge.com/2017/11/10/16634 4 42/lovense- sex- toy- spy- 

surveillance . 
rovider Amazon Web Service (AWS) , left numerous consumers that 

se smart lighting systems literally in the dark for many hours. 35 

Physical security and system services are not the only vulnera- 

ilities adversaries can exploit. Protocols created specifically for IoT 

evices have their own issues that can be exploited to take control 

f IoT devices ( Das et al., 2018; Wells, 2020; Zeadally et al., 2021 ).

igbee is one of the most vulnerable protocols. For example, in Zig- 

ee 3.0 , it was found that the preinstalled master keys used by Zig- 

ee Alliance were leaked in 2015, which made thousands of devices 

hat rely on it vulnerable to cyberattacks ( Krej ̌cí et al., 2017 ). More-

ver, the keys did not expire which means that adversaries could 

euse the keystream for however long they desire. Another exam- 

le is the implementation flaw in Zigbee stack in Atmel chips used 

y Phillips Hue . The security breach can allow an adversary to re- 

et a device to factory settings and allow consumer IoT devices to 

onnect to the attackers network. Devices that use Zigbee are also 

rone to DoS attacks. One of the ways to achieve a DoS attack on 

 Zigbee device is through the Ghost-in-Zigbee attack which per- 

orms a DoS attack via energy depletion. This attack takes advan- 

age of the payload encryption in IEEE 802.15.4. Since the device 

ddress and counter value are unencrypted, an adversary can gen- 

rate messages for any Zigbee capable device. If the integrity check 

ails and the message is unused, it will eventually lead to battery 

epletion and DoS attack on the device ( Cao et al., 2016; Krej ̌cí

t al., 2017 ). 

Smart TVs are among the weakest links in a smart home sce- 

ario, especially when many of the new TVs are equipped with 

uilt-in cameras. Indeed, according to an FBI release smart TVs can 

e the gateway for hackers to gain access to a home network. Ad- 

itionally, they can be used to put backdoors in home routers, take 

ontrol of the TV, change channels, change volume level, and more 

 FBI, 2019; Wells, 2020 ). According to Vault7 36 , the Central Intelli- 

ence Agency (CIA) created a program in order to monitor users by 

xploiting vulnerabilities in Samsung smart TVs ( Park et al., 2019c ). 

Fig. 5 depicts a detailed taxonomy of the cyber attacks and 

hreats for smart home environments that we identified in the lit- 

rature. Some of them have been discussed earlier in this section. 

t also shows a classification of the security requirements and chal- 

enges for the smart home ecosystem, that we identified from the 

ifferent related works. We discuss them in the next section. 

.3. Security and safety requirements and challenges 

As a result of the rapid growth of smart home appliances and 

evices, the number of potential attackers and the size of IoT net- 

orks are growing exponentially. Thus, a smart home ecosystem 

ust fulfill several security requirements and face multiple chal- 

enges in order to ensure its sustainability and resiliency. 

According to Herrmann (2007) , safety is the feature that en- 

ures that a device performs predictably under normal and abnor- 

al conditions and the likelihood of an unplanned event occurring 

s minimized and its consequences controlled and contained. We 

efine security as the feature that prevents devices from unwanted 

r illegal activity. In other words, safety ensures the reliability of a 

iven system while security ensures its protection against cyberat- 

acks. Next, we discuss several security and safety requirements for 

mart homes. 

(1) Privacy: privacy is an important requirement in the smart 

ome’s ecosystem. However, it remains a very hard challenge to 

chieve. The number of connected devices in the home is grow- 

ng exponentially. These Internet-connected devices can sense and 

ecord every aspect of the resident’s life, generally without his/her 
35 https://www.theguardian.com/technology/2017/mar/01/ 

mazon- web- services- outage- smart- homes . 
36 https://www.wikileaks.org/vault7/ . 
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nowledge, even during the most intimate moments. For exam- 

le, a sex toy company has admitted that its products have been 

ecretly recording users’ intimate sessions. 37 Moreover, the emer- 

ence of the paradigm of Social IoT (SIoT) ( Atzori et al., 2012; Mo- 

ammadi et al., 2019 ) makes privacy protection even more chal- 

enging. In such a context, devices such as personal assistants com- 

unicate with the users and provide services such as web brows- 

ng, shopping, tweeting, reading/sending emails, news, messaging, 

roviding calls, and so on. Many consumer devices use on-device 

eyword spotting that triggers devices with microphones to record 

nd upload audio to the Internet. Smart assistants, for instance, lis- 

en for a keyword (e.g., Alexa) or a key phrase (e.g., Hey Siri). Once 

hey hear the keyword or phrase, they start recording and send the 

ecording to server-side components. In the case of compromised 

r over-privileged applications, microphones and cameras, data ex- 

ltration can be triggered without a keyword spotting mechanism. 

In the case where the user accepted, without really being aware 

f the privacy policies of the device, its data will be used in var- 

ous types of profiling including targeting advertisements or com- 

ercial/political manipulations. Worse still, if the resident uses a 

ompromised device it can be used for extortion following the re- 

overing of intimate videos or discussions. Moreover, the failure 

f devices can always occur, leading to potential privacy exposure. 

or example, the Amazon Echo device recorded a family’s conversa- 

ion and emailed it to a seemingly random person on their contact 

ist 38 . 

According to a research conducted by Palo Alto ( U. 42, 2020 ), 

8% of all IoT device traffic is unencrypted which exposes personal 

nd confidential information over the network allowing adversaries 

he ability to listen to unencrypted traffic and use the data to profit 

n the dark web. Additionally, 57% of IoT devices were found to be 

ulnerable to medium or high severity attacks making them low 

anging fruits for attackers. Furthermore, about 41% of vulnerable 

oT devices get exploited through network-connected devices to ex- 

loit known weaknesses. These IoT devices were often used in lat- 

ral movements to search for more devices to attack ( Wells, 2020 ). 

(2) Interoperability: interoperability is one of the biggest chal- 

enges for smart home development. Currently, devices cannot 

ully cooperate and understand each other because of two main 

easons: (1) technical non-interoperability of respective protocols. 

here exist some solutions to address this issue. For example, there 

re numerous products that ensure a communication gateway be- 

ween the different networking protocols 39 40 . However, relying on 

 gateway could add communication delays, which can have con- 

equences on real-time systems. (2) Industrial/commercial com- 

etition in order to be the leader of the smart homes market, 

eading the products’ developers to intentionally encourage non- 

nteroperability between their devices and competitive products 

rom other vendors. For example, Google devices are incompatible 

ith Apple devices. 

Interoperability issues can open up numerous security prob- 

ems. Indeed, IoT devices use various technologies, protocol, and 

tandards such as Bluetooth, Zigbee , Domain Name Service (DNS) 

nd more are utilized by multiple devices and vendors. In other 

ords, home security automation systems are built using different 

evices from different manufacturers. For this reason, IoT systems 

re more susceptible to security breaches ( Chitnis et al., 2016 ). 
38 https://www.darkreading.com/iot/spies- among- us- tracking- iot- and- the- truly- 

nside- threat/a/d- id/1333015 . 
39 https://www.silabs.com/products/development-tools/wireless/ 

esh- networking/z- wave/z- ip- gateway . 
40 https://www.hackster.io/ThereIsNoTry/insteon-gateway-eaef24. 

https://www.theguardian.com/technology/2017/mar/01/amazon-web-services-outage-smart-homes
https://www.wikileaks.org/vault7/
https://www.theverge.com/2017/11/10/16634442/lovense-sex-toy-spy-surveillance
https://www.darkreading.com/iot/spies-among-us-tracking-iot-and-the-truly-inside-threat/a/d-id/1333015
https://www.silabs.com/products/development-tools/wireless/mesh-networking/z-wave/z-ip-gateway
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41 http://jvde.us/info/x10 _ protocol.pdf . 
(3) Security of routers: home routers are the most exposed de- 

ices to cyberattacks. Besides, in most cases, they represent the 

ntry point to hack the other home devices which makes them 

 first choice target for hackers. For example, according to the 

BI ( FBI, 2018 ) there is a security threat posed to home routers 

y attackers using VPNFilter malware, which had the capability to 

lock network traffic, collect information and exploit other con- 

ected devices. Another study made by TechRepublic ( Jason et al., 

017 ) states that tens of thousands of Wi-Fi routers are potentially 

ulnerable to an updated form of malware that takes advantage 

f known vulnerabilities to rope devices into a botnet. The Bash- 

ite malware could affect three different wireless router models: 

uawei HG532, Realtek RTL81XX , and Zyxel P660HN-T1A . 

Enterprises’ routers are generally well secured because they 

re deployed by experts. However, home routers are generally de- 

loyed by consumers who are generally ignorant of security issues, 

hich makes these home routers vulnerable to numerous attacks. 

ndeed, according to an Avast study ( Nunziati, 2018 ) 51% of owners 

ave never logged into their routers administration page, and 72% 

ever updated their routers firmware. 

(4) Identification: this is a major requirement in most smart 

ome use cases. It represents the opposite of the anonymity which 

nsures that any entity can make use of the system while being 

nonymous to all entities in the system ( Hammi et al., 2018 ). For

xample, if a motion sensor indicates that all persons have left a 

oom in order stop its heater, the control entity must know exactly 

hich sensor have sent the information to issue the appropriate 

ommand to the right heater. 

(5) Authentication/mutual authentication: authentication is 

he mechanism of proving identity. Mutual authentication requires 

oth communicating parties to authenticate each other. This re- 

uirement is necessary to protect the system against spoofing the 

oles of entities. For example, in the smart heating scenario, the 

ommand and control entity must authenticate the information 

ent by the thermostat which must authenticate the control entity 

o execute its commands. 

One of the reoccurring attack vectors for gaining access to IoT 

evices are insecure authentication and authorization implemen- 

ations. For example, IoT systems rely on authentication imple- 

ented by protocols such as Brick, Data Distribution Service (DDS), 

igbee, ZWave, Bluetooth Low Energy (BLE) , and others. 

(6) Pseudonymity: this is the mechanism of not using 

he real device’s identifier for communication, but using a 

seudonym instead. In such systems, legitimate devices can know 

f a pseudonym belongs to another legitimate device or not. 

seudonymity can face numerous attacks such as spoofing, mes- 

ages’ forging or substitution. For example, in the Cooperative 

ntelligent Transportation Systems (C-ITS) context, each station 

ses simultaneously two certificates provided by a Public Key In- 

rastructure (PKI): (1) an Enrollment Certificate (EC) and (2) a 

seudonym Certificate (PC). Known only by the EC Authority (ECA) 

nd its owner (the station), the EC is not used in common commu- 

ications, but used only to authenticate the station to the PKI in 

rder to request new PCs. However, the PC is used for the station’s 

ommunications ( Monteuuis et al., 2017 ). To protect the privacy of 

he road users, pseudonyms should be changed frequently. As for 

he C-ITS use case, generally, this requirement is ensured through 

ublic key infrastructures. However, due to smart home’s devices 

onstraints, applying such schemes may not be appropriate. Thus, 

ew pseudonymity schemes must be developed. 

(7) Integrity: Maintaining integrity is a crucial requirement that 

ach smart home scheme must ensure. Integrity in networks is en- 

ured through error detection and correction schemes such as the 

yclic Redundancy Check (CRC), Parity bit, checksum and so on. 

nfortunately, such schemes are not resilient because they can be 

anipulated easily by an attacker. To address this weakness, cryp- 
12 
ographic error detection schemes such as hash functions or Mes- 

age Authentication Codes (MAC) can be deployed. 

In our context, integrity is divided into two parts: (1) Mes- 

ages (transactions/communications) integrity: an exchanged mes- 

age must not be altered or modified during its transmission over 

he network. However, the most popular protocols do not imple- 

ent integrity-resilient mechanisms. For example, Z-Wave uses the 

eader checksum mechanism, EnOcean, Wavenis and Insteon uses 

he Cyclic Redundancy Check (CRC) mechanism and X10 does not 

se an integrity check mechanism. 41 Even when some protocols 

such as Zigbee ) implement resilient cryptography-based mecha- 

isms to ensure integrity, such mechanisms cannot be applied to 

ll existing smart home IoT devices due to their technical design 

onstraints. (2) Data integrity: involves maintaining the consistency 

nd trustworthiness of data over its entire life cycle. Thus, only au- 

horized users can modify stored data (e.g., a system’s parameters). 

(8) Lack of qualified administrators: smart home appliances 

re generally setup by householders. The latter usually lack of ex- 

erience in setting up IT systems and (1) may not install them cor- 

ectly which increases attack surface or (2) just may not apply best 

ractices such as changing passwords. Thus, a malicious user can 

asily access connected devices by using default password available 

n devices’ user manual as it was demonstrated by Avast research 

escribed earlier. 

(9) Scalability: in our context, scalability represents the abil- 

ty that ensures that the system’s size has no impact on its per- 

ormances. For example, if the number of appliances in use grows 

xponentially, the time needed for a system function must not be 

ffected. 

(10) Non-repudiation: It refers to the ability to ensure that an 

ntity cannot deny having performed a given action (e.g., the C&C 

annot deny having sent a command to a heater). 

(11) Firmware/Software update: There is a real difficulty in 

pdating IoT devices currently in use throughout the millions of 

omes across the world ( Zou, 2019 ). Sometimes these devices may 

ause service disruption and, in some cases, can break the device 

f done improperly ( Wells, 2020 ). Worse still, numerous devices do 

ot have the capability to receive updates. Finally, there is no one- 

ize-fits-all approach in relation to IoT devices which makes update 

asks of these devices challenging. 

. Countermeasures and recommendations 

.1. Existing works 

There are numerous works ( Ali and Awad, 2018; Alrawi et al., 

019 ) that have proposed security solutions for smart homes. In 

his section, we propose a classification of these works. We se- 

ected these specific works based on their relevance while survey- 

ng the maximum number of recent works at the same time. 

1) Surveillance/Alarm systems: Surantha and Wicaksono (2018) , 

roposed a system to monitor the presence of an intruder in 

he house by using combination of motion detection and object 

ecognition. The motion detection is performed using Passive In- 

raRed (PIR) sensors. After the motion of object is detected, the 

eb camera takes the picture of the suspicious spot. The sys- 

em then performs object recognition using Histogram Of Gra- 

ient (HOG) and Support Vector Machine (SVM) methods. Fi- 

ally, system is expected to recognize the appearance of the 

ntruder and warn the house owner via some alarm notifica- 

ion. Prathibha et al. (2020) proposed a low cost Global System 

or Mobiles (GSM) based smart home security system that en- 

ures face recognition. In this system, images of authorized per- 

http://jvde.us/info/x10_protocol.pdf
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ons are stored in the database. Then, when the detection oc- 

urs the camera captures the image from the live video stream- 

ng and compares it with the database. To save memory storage 

nd power they use PIR sensors to activate the recording cam- 

ra. Tanwar et al. (2017) also proposed an alert system for a 

mart home in order to detect an intruder or any unusual event 

hat relies on PIR. Furthermore, the system provides a real-time 

mail alert. Ji et al. (2018) designed a security protection sys- 

em for smart home based on web technologies. It uses a type 

f micro-controller which uploads the indoor information col- 

ected by the sensor modules to the server through Wi-Fi mod- 

le, and displays this information on the web page in real time. If 

here is any abnormal situation, it sends a message to the user’s 

obile terminal through the GSM module. Similarly, Nazir and 

aleem (2019) proposed a security system for a smart home 

ased on the Message Queueing Telemetry Transport (MQTT) pro- 

ocol to capture and transmit images for intrusion investigations. 

utt et al. (2020) proposed a resident authentication approach for 

he home owner who relies on face recognition, voice recognition, 

nd the Media Access Control (MAC) address of his/her smart- 

hone. Yang et al. (2019) also proposed a very similar system. 

ose and Malekian (2017) proposed a security approach that classi- 

es the access points in a home as primary and secondary depend- 

ng on their use. Then, with the help of a combination of sensors 

nd micro-controllers, logic based sensing is implemented by iden- 

ifying normal user behavior at these access points and requesting 

ser verification when necessary. The user position is also consid- 

red when various access points changed states (the authors define 

ome specific states adopted). Moreover, the algorithm also verifies 

he legitimacy of a fire alarm by measuring the change in tempera- 

ure, humidity, and carbon monoxide levels, thus defending against 

anipulative attackers. 

2) Network intrusion detection systems: Yuan et al. (2020) pro- 

osed an intrusion detection system for smart homes that relies on 

ata augmentation and edge computing in order to address privacy 

roblems related to data processing in the cloud computing envi- 

onment. In this approach, network traffic is converted into images 

hich are applied to train a Convolutional Neural Network (CNN) 

o classify the categories of network traffic. Furthermore, Auxil- 

ary Classifier Generative Adversarial Network (AC-GAN) ( Xia et al., 

018 ) is adopted to generate synthesized samples to expand the 

ntrusion detection dataset. Ramapatruni et al. (2019) proposed an 

nomaly detection model for smart homes that relies on a Hid- 

en Markov Model (HMM) that is trained on network level sensor 

ata, created from a testbed with multiple sensors and smart de- 

ices in order to identify anomalous activities that can occur in 

 smart home environment. Serror et al. (2018) proposed an in- 

etwork approach that automatically adapts to the heterogeneity 

f smart home networks by restricting the communication capa- 

ilities of IoT devices without limiting their desired functionality. 

o this end, they proposed a rule-based network security mech- 

nism that restricts both internal communication (i.e., with other 

evices in the same home network) and external communication 

i.e., with Internet- and cloud-based services) of individual IoT de- 

ices to the extent necessary for supporting their intended func- 

ions. Pecorella et al. (2018) developed an approach that dynami- 

ally adapts the security level of the smart home network accord- 

ng to the user perceived risk level what they have called network 

entiment analysis. The security level is not fixed. It is established 

y a central system, usually by the Internet Service Provider (ISP), 

ut can be changed with the users cooperation. The security of the 

mart home network is improved by distributed firewalls and in- 

rusion detection systems both at the smart home side and at the 

nternet service provider side. These two sides must cooperate and 

ntegrate their actions for reacting dynamically to new and ongoing 

hreats. Moreover, the level of network sentiment detected can be 
13 
ropagated to nearby home networks (e.g., the smart home net- 

orks of the apartments inside a building) to increase/decrease 

heir level of security, thus creating an intrusion protection sys- 

em. In Cruz et al. (2015) , proposed a security framework for home 

etworks with residential gateways which are devices responsible 

or the exchange of information between the ISP infrastructure and 

he customer network to develop a large distributed Intrusion De- 

ection System (IDS)/Intrusion Protection System (IPS), enforcing 

reventive or corrective countermeasures, according to the instruc- 

ions issued by the ISP. Ghirardello et al. (2018) proposed a high 

evel reference architecture which maps smart home products and 

ervices to facilitate security analysis on residential IoT systems. 

t comprises multiple viewpoints (functional viewpoint, physical 

iewpoint and communication viewpoint) through which a home 

utomation network can be defined, each of which was chosen to 

escribe the processes that enables IoT cloud platforms, the ele- 

ents that comprise smart home devices and networks, and the 

ethods through which device communications and interactions 

re possible. Nandi and Ernst (2016) proposed a technique that 

revents errors due to too few triggers in the rules of firewalls. 

he technique statically analyzes a rules actions to determine what 

riggers are necessary. The approach eliminates a certain category 

f error (errors due to few triggers) in the rules. Then, the static 

nalysis determines a necessary and sufficient set of trigger condi- 

ions for the rules. Barsocchi et al. (2018) proposed a security so- 

ution that relies on decoupling the different levels of control rules 

o maximize their effectiveness and to reduce as much as possible 

heir maintenance and updates. The control levels considered are 

he Sensors Rules, which define the sensors behavior and activities; 

he Usage Control Rules, which define the users and sensors inter- 

ctions; and the Access Control Rules, which manage the accesses 

o the different resources expressed through a specific control pol- 

cy formalism. The purpose is to perform the continuous control 

nd assessment of the smart home environment to improve the 

uality of life, safety and security of the people living, working, 

nd visiting this environment. 

3) Confidentiality/Authentication/Authorization systems: 

huai et al. (2019) proposed an anonymous authentication scheme 

or the smart home environment using Elliptic Curve Cryptography 

ECC). The proposed scheme avoids keeping the verification table 

or authentication purposes and allows three types of mutual 

uthentications: (1) between the user and the gateway node, (2) 

etween the gateway node and the smart device, and (3) between 

he user and the smart device. Finally, a symmetric session key 

s established between the user and the smart device, which is 

sed for future secure communications. In addition, the random 

umber method ( Hammi et al., 2017b ) is adopted to prevent 

eplay attacks, and it can avoid the clock synchronization problem 

 Wu et al., 2010 ). Sallam et al. (2019) proposed an approach that 

elies on Software Defined Perimeters to provide a more secure 

etworking for the smart home all while ensuring lightweight au- 

hentication for devices as well as the dynamic update of firewall 

ules. Zeng and Roesner (2019) proposed a prototype smart home 

pplication that includes concrete features such as location-based 

ccess controls, supervisory access controls, and activity notifica- 

ions. Demetriou et al. (2017) proposed Hanguard , a user-space 

obile application that interfaces with the router to control access 

hrough Role-Based Access Control (RBAC). However this approach 

annot stop attacks from a compromised companion application 

 Alrawi et al., 2019 ). Tao et al. (2018) proposed a multi-layer cloud 

rchitectural model in order to enable effective and seamless 

nteractions/inter-operations on heterogeneous devices/services 

rovided by different vendors in an IoT-based smart home. In ad- 

ition, an ontology-based security service framework is designed 

or providing security and preserving privacy during the process 

f interactions/inter-operations on heterogeneous devices/services. 
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Table 2 

Summary of existing smart home security solutions. 

Approach Year Techniques/ 

method/ 

technology used 

Security goal 

Human 

intrusion 

detection 

Network 

Intrusion 

detection 

Privacy Confidentiality Integrity Authentication Authorization Non repudiation Availability Scalability 

Surveillance/ 

alarm systems 

Surantha and 

Wicaksono (2018) 

2018 -Passive InfraRed 

(PIR) sensors 

-Histogram Of 

Gradient 

-Support Vector 

Machine 

√ 

✗ ✗ ✗ ✗ ✗ ✗ ✗ ✗ - 

Prathibha et al. (2020) 2020 -Global System 

for Mobiles 

(GSM) -PIR 

sensors 

√ 

✗ ✗ ✗ ✗ ✗ ✗ ✗ ✗ - 

Tanwar et al. (2017) 2017 -PIR sensors 
√ 

✗ ✗ ✗ ✗ ✗ ✗ ✗ ✗ - 

Ji et al. (2018) 2018 -Web server 

-GSM 

√ 

✗ ✗ ✗ ✗ ✗ ✗ ✗ ✗ ✗ 

Nazir and Kaleem (2019) 2019 -Message 

Queueing 

Telemetry 

Transport 

√ 

✗ ✗ ✗ ✗ ✗ ✗ ✗ ✗ - 

Butt et al. (2020) 2020 -Face recognition 

-Voice 

recognition 

√ 

✗ ✗ ✗ ✗ ✗ ✗ ✗ ✗ - 

Yang et al. (2019) 2019 - Image 

recognition 

-Speech 

recognition 

-Stereo matching 

algorithm 

√ 

✗ ✗ ✗ ✗ ✗ ✗ ✗ ✗ - 

Jose and Malekian (2017) 2017 -Logic based 

sensing 

√ 

✗ ✗ ✗ ✗ ✗ ✗ ✗ ✗ - 

Liang et al. (2021) 2021 -Zigbee based 

intruder 

detection system 

√ 

✗ ✗ ✗ ✗ ✗ ✗ ✗ ✗ ✗ 

( continued on next page ) 
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Table 2 ( continued ) 

Approach Year Techniques/ 

method/ 

technology used 

Security goal 

Human 

intrusion 

detection 

Network 

Intrusion 

detection 

Privacy Confidentiality Integrity Authentication Authorization Non repudiation Availability Scalability 

Chiu et al. (2021) 2021 -Single-chip 

controlling unit 

-infrared sensors 

-IPCams motion 

detecting 

function 

√ 

✗ ✗ ✗ ✗ ✗ ✗ ✗ ✗ - 

Network 

intrusion 

detection system 

Yuan et al. (2020) 2020 -Data 

augmentation 

-Edge computing 

-Convolutional 

Neural Network 

-Auxiliary 

Classifier 

Generative 

Adversarial 

Network 

✗ 
√ √ 

✗ ✗ ✗ ✗ ✗ ✗ 
√ 

Ramapatruni et al. (2019) 2019 -Hidden Markov 

Model 

✗ 
√ 

✗ ✗ ✗ ✗ ✗ ✗ ✗ - 

Serror et al. (2018) 2018 -Rule-based 

network security 

✗ 
√ √ 

✗ ✗ ✗ ✗ ✗ ✗ - 

Pecorella et al. (2018) 2018 -Network 

sentiment 

analysis 

✗ 
√ √ 

✗ ✗ 
√ √ 

✗ ✗ 
√ 

Cruz et al. (2015) 2015 -Customer 

Premise 

Equipment 

Management 

Protocol 

-Rule-based 

network security 

✗ 
√ √ 

✗ ✗ 
√ √ 

✗ ✗ ✗ 

( continued on next page ) 

1
5
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Table 2 ( continued ) 

Approach Year Techniques/ 

method/ 

technology used 

Security goal 

Human 

intrusion 

detection 

Network 

Intrusion 

detection 

Privacy Confidentiality Integrity Authentication Authorization Non repudiation Availability Scalability 

Ghirardello et al. (2018) 2018 -Security 

architecture 

proposal 

- - - - - - - - - ✗ 

Nandi and Ernst (2016) 2016 -Automatic 

trigger 

generation 

√ √ 

✗ ✗ ✗ ✗ ✗ ✗ ✗ - 

Barsocchi et al. (2018) 2018 -Rules access 

management 

-Middleware 

communication 

platform -Face 

recognition -K 

Nearest Neighbor 

algorithm 

√ 

✗ 
√ 

✗ ✗ 
√ √ 

✗ ✗ - 

Bouwmeester et al. (2021) 2021 -Detection by the 

ISP -Contact the 

victims and 

provide a set of 

recommenda- 

tions 

✗ 
√ 

- 
√ √ √ 

- - 
√ 

✗ 

Confidentiality/ 

authentication/ 

Authorization 

systems 

Shuai et al. (2019) 2019 -Elliptic Curve 

Cryptography 

✗ 
√ √ √ √ √ √ √ 

✗ ✗ 

Sallam et al. (2019) 2019 -Software 

Defined 

Perimeters 

✗ 
√ 

✗ ✗ ✗ ✗ ✗ ✗ ✗ ✗ 

Zeng and Roesner (2019) 2019 -Location-based 

access controls 

-Supervisory 

access controls 

-Activity 

notifications 

√ 

✗ ✗ ✗ ✗ 
√ √ 

✗ - - 

( continued on next page ) 

1
6
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Table 2 ( continued ) 

Approach Year Techniques/ 

method/ 

technology used 

Security goal 

Human 

intrusion 

detection 

Network 

Intrusion 

detection 

Privacy Confidentiality Integrity Authentication Authorization Non repudiation Availability Scalability 

Demetriou et al. (2017) 2017 -Software 

Defined Network 

-Role Based 

Access Control 

✗ 
√ √ √ √ √ √ √ 

✗ ✗ 

Tao et al. (2018) 2018 -Ontology based 

security 

✗ 
√ √ √ √ √ √ √ 

✗ 
√ 

Chifor et al. (2018) 2018 -Cloud 

computing -Fast 

IDentity Online 

✗ ✗ 
√ 

✗ ✗ 
√ √ 

✗ ✗ 
√ 

Alohali et al. (2014) 2014 -Cloud of Things 

-Symmetric key 

encryption 

✗ 
√ √ √ 

✗ 
√ 

✗ ✗ ✗ ✗ 

Gunawan et al. (2019) 2019 -One Time PAD ✗ ✗ ✗ 
√ 

✗ ✗ ✗ ✗ ✗ ✗ 

Blockchain based 

approaches 

Lee et al. (2020) 2020 -Cloud 

computing 

-Private 

blockchain 

✗ 
√ √ √ √ √ 

✗ 
√ √ √ 

Fayad et al. (2018) 2018 -Preshared Key 

-Public 

blockchain 

✗ 
√ √ √ √ √ √ √ √ √ 

Hammi et al. (2018) 2018 -Secure virtual 

zones -Smart 

contracts -Public 

blockchain 

-Ethereum 

✗ 
√ √ √ √ √ √ √ √ √ 

Qashlan et al. (2020) 2020 -Private 

blockchain 

✗ ✗ ✗ ✗ 
√ √ 

✗ 
√ 

- - 

( continued on next page ) 

17
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Table 2 ( continued ) 

Approach Year Techniques/ 

method/ 

technology used 

Security goal 

Human 

intrusion 

detection 

Network 

Intrusion 

detection 

Privacy Confidentiality Integrity Authentication Authorization Non repudiation Availability Scalability 

Dorri et al. (2019) 2019 -Cloud 

computing 

-Private 

blockchain 

✗ ✗ ✗ 
√ √ √ 

✗ 
√ 

✗ - 

Zhou et al. (2018) 2018 -Private 

blockchain 

✗ ✗ ✗ ✗ 
√ √ 

✗ ✗ ✗ ✗ 

Xu et al. (2018) 2018 -Private 

blockchain 

✗ ✗ ✗ ✗ 
√ 

✗ ✗ ✗ ✗ ✗ 

Aung and 

Tantidham (2017) 

2017 -Private 

blockchain 

✗ ✗ ✗ ✗ 
√ 

✗ ✗ ✗ ✗ ✗ 

Singh et al. (2019) 2019 -Cloud 

computing 

-multivariate 

correlation 

analysis 

✗ ✗ - 
√ √ 

✗ ✗ ✗ 
√ √ 

She et al. (2019) ; 

Stojkoska and 

Trivodaliev (2017) 

2019 -Homomorphic 

consortium 

blockchain 

-Homomorphic 

encryption 

✗ ✗ 
√ √ √ √ 

✗ 
√ √ √ 

Arif et al. (2020) 2020 -Consortium 

blockchain 

✗ ✗ 
√ √ √ √ √ √ 

- - 

Ammi et al. (2021) 2021 -Private 

blockchain 

✗ ✗ 
√ √ √ √ √ √ √ 

- 

1
8
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Table 3 

Classification of the recommendations proposed. 

Manufacturer End-user Service providers Legal society 

Elliptic Curve Cryptography Network segmentation Advanced/lightweight authentication Proposal of legislation for privacy/security 

Physical protection Advanced/lightweight authentication Application stores filtering Control of the legislation for privacy/security 

Advanced/lightweight authentication Changing factory settings Network segmentation 
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hifor et al. (2018) proposed a lightweight authorization stack 

or smart home IoT applications. A smartphone component was 

mplemented along with a password-less authentication protocol 

hich is highly supported by many device manufacturers, using 

he Fast IDentity Online (FIDO) model ( Ciolino et al., 2019 ). Finally, 

 theft resistant security scheme using a keep-alive protocol is 

xecuted periodically and every time the user requests a FIDO 

uthentication through the cloud platform. A secure scheme for 

he Home Area Network (HAN) based on cloud computing has 

een proposed by Alohali et al. (2014) . A Home Management 

ystem (HMS) manages devices and policies, and provides the 

ccess point for users. In the paper, the authors implemented 

he HMS functions in the cloud and the HMS interfaces with the 

loud services. This scheme employs symmetric key encryption to 

nsure confidentiality for end-to-end communications and each 

mart object is assigned a unique key. Gunawan et al. (2019) ap- 

lied the One Time Pad (OTP) encryption scheme to all the home 

ommunications to ensure their confidentiality. However, the OTP 

pproach does not ensure the integrity and authentication security 

eatures, which allow numerous attacks (e.g., spoofing attack, and 

any others) to be executed. 

4) Blockchain based approaches: Recently, numerous research 

ffort s ( Hammi et al., 2018; Hassija et al., 2019; Khan and Salah,

018; Minoli and Occhiogrosso, 2018 ) have proposed the use of 

lockchains to ensure security in IoT. However, very few works 

ave focused on their integration within a smart home use case. In 

his section we describe the main proposals in this area. These spe- 

ific proposals can be grouped in the last categories that we con- 

idered (Surveillance/Alarm systems, Network intrusion detection 

ystems and Confidentiality/Authentication/Authorization systems). 

owever, we want to highlight their novel contributions which is 

hy we discuss each of them separately. 

In Lee et al. (2020) , the authors proposed a blockchain-based 

mart home gateway network that mitigates possible attacks on 

he gateway of smart homes. Identification and data manage- 

ent for smart home gateways allow the ID and necessary in- 

ormation of the gateways to be recorded into the blocks in the 

lockchain. Devices connected to a smart home network register 

nly those devices that are certified on the gateway. This informa- 

ion is added to blockchain blocks from time to time to identify 

he correct device and handle it through cryptographic communi- 

ations, preventing data transmission from being leaked. The ar- 

hitecture classifies data entering the gateway so that the required 

ata can be hashed, encrypted, and stored in the internal database. 

ayad et al. (2018) proposed an adaptive blockchain based authen- 

ication and authorization approach for smart homes. In their pro- 

osed scheme, when a device needs to establish a communication 

ession with the gateway, it sends it a Session Establishment Re- 

uest (SEReq) that contains the objects ID and its authentication 

arameters (e.g., Pre-Shared Keys (PSK)). When the gateway re- 

eives the request, relying on the Object ID, it downloads from the 

lockchain the block containing the parameters related to that re- 

uested object. Then, the gateway decrypts the block and accord- 

ng to the retrieved parameters, it triggers the authentication op- 

ration. Next, a Session Establishment Response (SERep) is sent to 

he device to inform it whether it has been successfully authenti- 

ated or not. Finally, if the authentication is successful, then, the 
19 
ession establishment can be set up. Once the device is success- 

ully authenticated and the session is established, the gateway con- 

rols each exchange and communication of the object relying on 

he list of authorization downloaded within the block. 

In Hammi et al. (2018) , the authors proposed a public 

lockchain based decentralized system that ensures robust iden- 

ification and authentication of devices. The main goal of the pro- 

osed approach is to create secure virtual zones in IoT environ- 

ents. Each device must communicate only with devices belong- 

ng to its zone, and considers every other device as malicious. 

hese zones are called bubbles of trust. Thus, a smart home can 

e a bubble of trust where all its members can trust each other. It 

s protected and inaccessible to non-member devices which receive 

 certificate-like data structure for authentication purposes. 

Qashlan et al. (2020) proposed a blockchain infrastructure 

o secure smart home transactions. Using private Ethereum 

lockchain, smart home IoT devices are configured. Smart con- 

racts are built to specify the IoT devices behaviors on the net- 

ork. Dorri et al. (2019) proposed a blockchain-based secure 

nd lightweight architecture for a smart home. In their proposed 

cheme, the private blockchain in the smart home is centrally su- 

ervised by its owner. All communications between the local de- 

ices and the overlay nodes use a shared key issued by the miner 

o secure the communication. The author applied lightweight 

ashing to detect any deviation in the transactions. The proposed 

rchitecture assured data confidentiality, integrity, and availabil- 

ty. It also utilizes cloud storage to avoid the low memory issue 

or the smart home device. However, using a private blockchain 

an lead to numerous issues. Indeed, using a centralized node as 

iner/decider can lead to a single point of failure. Moreover, a 

roof of work/stake is the core activity that defends the blockchain 

gainst data forgery and double-spending attacks. However, this 

echanism is absent in private blockchains. In Zhou et al. (2018) , 

roposed a lightweight blockchain based smart home hierarchy ar- 

hitecture. In their proposed framework, every smart home has its 

wn private blockchain and each IoT device stores a private dis- 

ributed ledger. Devices can execute transactions by using smart 

ontracts in the local chain. Due to storage limitations of smart 

ome devices, each device uploads the chain to a local miner ev- 

ry 10 days and leaves only the last five blocks for the device. 

he local miner can design new smart contracts that allow the 

mart home devices to execute commands automatically based 

n user’s preferences. However, this approach suffers from sev- 

ral drawbacks. First, limiting the chain to only five blocks goes 

gainst the principle of blockchain. Second, smart home devices 

re resource-constrained devices, thus a security approach must 

e lightweight and use minimum amount of computing and stor- 

ge resources. Third, the scheme uses a private blockchain, which 

akes it suffer from the same drawbacks of Dorri et al. (2019) . 

u et al. (2018) proposed an Ethereum -based decentralized smart 

ome system. In their proposed design, smart contracts are uti- 

ized to store the data collected from the sensors in the blockchain 

o ensure the datas integrity. A similar approach was proposed by 

ung and Tantidham (2017) . However, both approaches suffer from 

rivate blockchain drawbacks as we have discussed above. 

Singh et al. (2019) proposed an IoT smart home architecture 

ased on cloud computing and blockchain technology to achieve 
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Table 4 

Summary of some technical security risks related to smart homes, their impact and possible recommendations. 42 

Attribute Risks and vulnerabilities Security impact Risk level Recommendations 

Confidentiality Integrity Availability Privacy Critical High Medium Low 

Software interfaces 

(e.g., smart TV 

interface, ...) 

Default/weak password 
√ 

✗ ✗ 
√ 

- - 
√ 

- Usage of long passwords that contains different 

characters types (numbers, lowercase letters, 

uppercase letters, special characters) - The 

password must be changed frequently 

Plugins downloaded from 

unknown sources 

√ √ 

✗ 
√ 

- 
√ 

- - Authorization of trusted sources only in order to 

prevent a built-in backdoors 

Outdated software/plugins 
√ √ 

✗ 
√ 

- - 
√ 

- All updates must be performed 

Default HTTP and HTTPS ports 

usage 

✗ ✗ 
√ √ 

- - - 
√ 

Usage of non-default ports is preferable 

SSL/TLS deactivated 
√ √ 

✗ 
√ 

- 
√ 

- - At least another strong authentication/encryption 

protocol must be used 

No SSL certificate usage 
√ √ 

✗ 
√ 

- - 
√ 

- An authentication approach must be deployed 

Open remote access with root 

privileges 

√ √ √ √ √ 

- - - Root privileges must be limited to a set of 

controlled users 

Network / gateways Absence of strong security 

protocols (e.g., WPA2) 

√ √ √ √ √ 

- - - A strong authentication/encryption protocol must 

be used 

No hidden SSID name used ✗ ✗ ✗ 
√ 

- - - 
√ 

Guest network absence 
√ 

✗ ✗ 
√ 

- 
√ 

- - A separate network must be configured for house 

visitors and for ephemeral devices 

Absence of IP filtering absence 
√ 

✗ ✗ 
√ 

- - 
√ 

- Only connections provided from trusted devices 

with known IP addresses must be accepted 

Absence of subnetworks 

partitioning 

√ 

✗ ✗ 
√ 

- 
√ 

- - Network segmentation (e.g., using VLANs) must 

be performed in order to separate the devices of 

the different use case scenarios and to reduce the 

exposure of the devices traffic 

Smart devices (e.g., 

speakers, locks, lights 

...) 

Outdated firmware 
√ √ 

✗ 
√ 

- - 
√ 

- All updates must be performed 

Absence of physical protection 
√ √ √ √ 

- 
√ 

- - Devices can be protected using hardware security 

modules which makes the critical information 

readable only by the device itself ( FIP, 2001 ) 

Remote access not protected 
√ √ √ √ √ 

- - - Remote access must be authorized for a set of 

controlled users 

Non encryption of transmitted 

commands 

√ √ √ √ √ 

- - - Commands transmitted over the network, 

especially those of critical devices must be 

encrypted 

Non encryption of critical 

traffic 

√ 

✗ ✗ 
√ 

- 
√ 

- - Lightweight encryption (e.g., ECC usage) must be 

used when possible 

Unsupervised physical access 
√ 

✗ ✗ 
√ 

- 
√ 

- - Multi-factor authentication must be used when 

possible 

Overprivileged apps 
√ √ 

✗ 
√ 

- 
√ 

- - Thorough analysis is mandatory by apps providers 

42 HTTPS: HyperText Transfer Protocol Secure; SSL: Secure Sockets Layer; TLS: Transport Layer Security; WPA: Wi-Fi Protected Access; SSID: Service Set Identifier. 
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onfidentiality, integrity, scalability, and availability to keep smart 

omes safe and secure. The blockchain is used to manage the de- 

ices transactions. The scheme also uses green cloud computing, 

hich provides a green service using a green broker to reduce the 

nvironmental effects of the proposed model. Finally, it uses the 

ultivariate correlation analysis technique to analyze the network 

raffic and identify the correlation among traffic features. 

She et al. (2019) ; Stojkoska and Trivodaliev (2017) proposed a 

omomorphic consortium blockchain (a combination of public and 

rivate blockchain) for smart home system’s sensitive data privacy 

reserving approach called HCB-SDPP. The scheme adds verifica- 

ion services via verification nodes to verify working nodes and 

ransactions in the smart home environment. In order to record the 

ome devices transactions, the authors proposed a new block data 

tructure based on homomorphic encryption. They also proposed 

n encryption algorithm based on Paillier crypto-system for privacy 

rotection. Finally, sensitive data of all gateway peers is encrypted 

nd uploaded to the blockchain. Arif et al. (2020) also proposed 

 simple model to implement a secure architecture that utilizes 

 consortium blockchain. The home devices act as miners in the 

ystem. Indeed, some pre-selected nodes by the home owner in 

he system participate in the block creation and consensus. More- 

ver, a private mechanism has been provided for the users autho- 

ization and authentication to minimize the users involvement in 

he blockchain process. Finally, initial security checks are applied 

o the incoming request before getting into the blockchain process 

hich ensures the confidentiality and integrity of data. 

Discussion: Table 2 summarizes and compares the different se- 

urity solutions discussed. We note that there are numerous ap- 

roaches that have been proposed in the last few years aimed at 

rotecting smart homes. Nevertheless, these works aim to achieve 

nly one security goal such as intruder surveillance or ensuring 

uthentication. Some of them such as ( Chifor et al., 2018; Hammi 

t al., 2018; Jose and Malekian, 2017 ) ensure two or three main 

ecurity goals/services. Thus, we can conclude that none of these 

reviously proposed smart home architectures has considered the 

ifferent security challenges and issues we have discussed in this 

aper. We also conclude that we need a comprehensive and holis- 

ic approach that ensures the security of smart homes and their 

ccupants. 

.2. Recommendations 

The Open Web Application Security Project (OWASP) and the FBI 

rovide various recommendations to ensure smart homes security 

 Khan and Salah, 2018; Wells, 2020 ). They recommend to configure 

evices not to use default passwords and settings. Another recom- 

endation is to use HyperText Transfer Protocol Secure (HTTPS) 

nstead of HyperText Transfer Protocol (HTTP) along with firewalls. 

oreover, firmware/software installed on devices should be up- 

ated regularly via encrypted communications. The file should be 

pdated and downloaded from secure servers and the files must 

e signed and properly validated prior to installation. To regularly 

urn off microphone, cameras, and collection of personally infor- 

ation if possible. To refuse privileged requests that do not make 

ense. 

Unfortunately, these recommendations are too general. But, 

ost importantly, they cannot be applied in numerous scenarios. 

or example, (1) HTTPS cannot be used by all devices due to some 

evices constraints. (2) Generally consumers do not fully under- 

tand the applications privileges and so on which makes the secu- 

ity in smart homes a significant challenge. Thus, to ensure smart 

ome security, we need both: (1) smart home devices manufac- 

urers to implement the most suitable security solutions, and (2) 

sers to be heavily involved by adopting best security practices. 

elying on the different studies discussed above, we provide some 
21 
ecommendations and countermeasures. We stress that these are 

ecommendations but to be fully effective in practice, there is a 

eal need for new comprehensive proposals for smart home secu- 

ity. 

Elliptic Curve Cryptography (ECC): ECC is known to be 

ightweight and can therefore be adapted to resource-constrained 

oT devices ( Hammi et al., 2020; Lauter, 2004 ). Even, if encryp- 

ion is not possible, the IoT devices must at least use signature to 

nforce secure authentication as well as data integrity. For exam- 

le, the Elliptic Curve Digital Signature Algorithm (ECDSA) has mul- 

iple benefits over traditional signature algorithms such as Rivest 

hamir Adleman (RSA) especially in terms of key sizes and signature 

imes ( Hammi et al., 2018 ). Moreover, a timestamp verification can 

e added to counter replay attacks (the signature must cover the 

imestamp field). 

Physical protection: There exist techniques that protect against 

ode’s physical compromise and the theft of secret/private keys, 

y making such information readable only by the device itself 

 FIP, 2001 ). Manufacturers of smart home devices must adopt such 

echniques. 

Application stores filtering: App stores and providers must en- 

ure a thorough analysis of the available apps by using appropri- 

te techniques such as sandboxing in order to detect compromised 

pps or those with excessive privileges to access sensitive data. 

Network segmentation: Network segmentation represents an 

fficient way to enhance the security of a home network. A re- 

uired practical consideration is network segmentation between 

mart object, smart hubs, the Internet and the network used by 

onsumers ( Ferraris et al., 2019 ). If consumers segment their net- 

ork, they will be able to implement IoT devices on one network 

nd their normal devices on the other. Additionally, if an adver- 

ary gets access to the IoT network, it will reduce the risk of them 

etting access to other networks. 

Legislation for privacy: To protect users privacy, new privacy 

olicies must be imposed by governments and adopted by industry 

 Perez and Zeadally, 2017; Perez et al., 2018 ). In Europe, the Gen- 

ral Data Protection Regulation (GDPR) shows promise in this di- 

ection in protecting user privacy. Other countries outside the Eu- 

opean Union, could consider similar regulations. In the same con- 

ext, the California Consumer Privacy Act (CCPA) 42 ( Gilbert, 2020 ) 

hat became effective in January 1 st , 2020 represents a legisla- 

ion that significantly expanded consumer privacy rights for Cali- 

ornia residents, imposing new business obligations on California 

usinesses who have gross annual revenues in excess of $25 mil- 

ion, earn more than %50 of their revenue from selling consumers 

ersonal information, or buys, receives, or sells personal informa- 

ion of 50,0 0 0 or more households or consumers ( Wells, 2020 ).

onetheless, this law concerns only a set of companies and there- 

ore it does not protect all the users. 

Changing factory settings When a user installs a new device, 

e/she must change the default settings such as credentials. For a 

etter security, legislation could also help. For example, the Califor- 

ia Consumer Privacy Act (CCPA) enforces such obligations. Indeed, 

nder CCPA, default passwords such as admin, 123456, and pass- 

ord are banned on all new electronic devices starting in 2020. 

he law specifically states that each new device will have a pre- 

rogrammed password specifically for that device, and that each 

evice contain a security feature that requires the new owner to 

uthenticate it prior to gaining access the first time ( Gilbert, 2020 ). 

Advanced/Lightweight authentication One-Time Password 

OTP) is an authentication scheme in which a new password is 

enerated for each authentication session and the reuse of a pass- 

https://www.sia-partners.com/en/trending-insights/california-consumer-privacy-act-ccpa
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Table 5 

Acronym table. 

Acronym Meaning 

AWS Amazon Web Service 

API Application Programming Interface 

AC-GAN Auxiliary Classifier Generative Adversarial Network 

BLE Bluetooth Low Energy 

BBC British Broadcasting Corporation 

CCPA California Consumer Privacy Act 

CIA Central Intelligence Agency 

CES Consumer Electronics Show 

CIRP Consumer Intelligence Research Partners 

C&C Control and Command 

CNN Convolutional Neural Network 

CRC Cyclic Redundancy Check 

DoS Denial of Service 

DDoS Distributed Denial of Service 

DDS Distribution Service 

DNS Domain Name Service 

ECC Elliptic Curve Cryptography 

ECDSA Elliptic Curve Digital Signature Algorithm 

FDI False Data Injection 

FIDO Fast IDentity Online 

FBI Federal Bureau of Investigation 

GDPR General Data Protection Regulation 

GSM Global System for Mobiles 

GHDB Google Hacking Database 

HVAC Heating, Ventilation and Air-Conditioning 

HMM Hidden Markov Model 

HOG Histogram Of Gradient 

HAN Home Area Network 

HMS Home Management System 

HTTP HyperText Transfer Protocol 

HTTPS HyperText Transfer Protocol Secure 

ICT Information Communication Technology 

IT Information technology 

IVA Intelligent Virtual Assistants 

IP Internet Protocol 

ISP Internet Service Provider 

IoT Internet of Things 

IDS Intrusion Detection System 

IPS Intrusion Protection System 

MAC Media Access Control 

MQTT Message Queueing Telemetry Transport 

NAS Network Attached Storage 

OTP One Time Pad 

OTP One-Time Password 

OWASP Open Web Application Security Project 

PIR Passive InfraRed 

PSK Pre-Shared Keys 

RCE Remote Code Execution 

RSA Rivest Shamir Adleman 

RBAC Role-Based Access Control 

SSH Secure Shell 

SSL Secure Sockets Layer 

SSID Service Set IDentifier 

SEReq Session Establishment Request 

SERep Session Establishment Response 

SPA Smart Personal Assistant 

SDN Software Defined Networks 

SQL Structured Query Language 

SVM Support Vector Machine 

TLS Transport Layer Security 

VLAN Virtual Local Area Network 

WPA2 Wi-Fi Protected Access 2 
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ord is not possible ( Hammi et al., 2020 ). OTP is one of the most

romising solutions for authentication in IoT and smart homes 

nvironments. Therefore, its consideration (when it is possibly 

pplicable) will limit replay attacks on symmetric-cryptography 

ased devices. 

Table 3 classifies the recommendations proposed. In the latter 

he risk level is estimated based on consequences of the possi- 

le attacks that can exploit the security flaw, on the infrastruc- 

ure and their users (e.g., the absence of a strong authentication 
22 
cheme can expose users data). Table 4 summarizes some of the 

ost popular technical security risks and vulnerabilities in smart 

ome ecosystems as well as their security impact and recommen- 

ations to mitigate them. Finally, Table 5 summarizes the different 

cronyms used in this paper. 

. Conclusion 

The Internet had nine billion insecure IoT devices in 2017 

 Wells, 2020 ). However, that number has increased drastically with 

he popularity of IoT in smart homes since then. According to 

hattiprolu (2020) , it is expected to reach nearly 50 billion IoT de- 

ices by the year 2030. This means that the task of securing IoT 

evices in smart homes will become even more challenging than 

t already is. 

As the costs of IoT devices continue to decline making them 

ore affordable to home users, smart homes will continue to 

volve and be adopted by many people. As a result, they will play 

n important role in the daily lives of people. Today, numerous 

ome objects/appliances are being equipped with electronic de- 

ices and protocol suites in order to make them interconnected 

nd connected to the Internet in order to provide security and 

omfort to home residents. The number of smart home devices, 

echnologies and application scenarios keeps growing at a fast 

ace. This growth will increase the attack surface and expose users 

nd residents to numerous security threats which have direct con- 

equences on the residents and in some cases they can even cause 

arm or injury. 

In this work we have presented an in-depth analysis of the se- 

urity of the smart home ecosystem. We have investigated differ- 

nt cyberattacks and threats that can disrupt the proper function- 

ng of diverse devices and services deployed in smart homes and 

e proposed a taxonomy for the latter. Then we discussed the var- 

ous security and safety requirements and challenges that a smart 

ome must face and we also proposed a taxonomy for it. Further- 

ore, we provided an extensive survey of recently proposed pro- 

ection solutions for smart homes. Finally, we provided different 

ecommendations that can help protect smart homes. 

To the best of our knowledge, this work is the only holistic 

urvey that focuses on the security of smart homes from differ- 

nt aspects (which include attacks, challenges, defense approaches, 

nd recommendations) and reviews most of the existing surveys 

nd reviews published in this area. For example, most of the re- 

ent publications on the topic of smart home security are fairly 

rief (typically 6 pages long) with many of them covering only a 

ew security and threat aspects and cannot be considered to be 

xtensive surveys. Moreover, numerous surveys are not dedicated 

o smart homes but consider them as an IoT use case and deals 

ith them as such. Finally, it is well-known that many of the com- 

ercial products of the smart home market are the origin of most 

f the known security flaws. Therefore, it is necessary to consider 

he smart home system from an industry perspective and provide 

xamples of real products, which we did in this survey but has not 

een addressed by most of the related surveys published to date 

n the topic of smart home security. For this reason, we did not 

nly consider academic papers as sources, but we also reviewed 

any companies white papers, case studies, and surveys. 

Following our analysis, we conclude that most of the smart 

ome systems are vulnerable to a wide variety of cyberattacks. 

e also argue that none of the previously proposed smart secu- 

ity home architectures has considered the different security chal- 

enges and issues considered above. Therefore, we feel there is an 

rgent need for a comprehensive and holistic review that covers 

he security of smart homes and their occupants. 
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