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Abstract—In the context of current smart cities, Cooperative
Intelligent Transportation Systems (C-ITS) represent one of the
main use case scenarios that aim to improve peoples’ daily lives.
Thus, during the last few years, numerous standards have been
adopted to regulate such networks. Within a C-ITS, a large
number of messages are exchanged continuously in order to
ensure that the different applications operate efficiently. However,
these networks can be the target of numerous attacks. The sybil
attack is among the most dangerous ones. In a sybil attack, an
attacker creates multiple identities and then disguises as several
fake stations in order to interfere with the normal operations of
the system or profit from provided services. We analyze recently
proposed sybil detection approaches regarding their compliance
with the current C-ITS standards as well as their evaluation
methods. We provide several recommendations such as network
and attack models as well as an urban and highway datasets that
can be considered in future research in sybil attack detection.

Index Terms—Certificate, C-ITS, PKI, Privacy, Pseudonym,
Security, Sybil attack, VANET

I. INTRODUCTION AND PROBLEM STATEMENT

Cooperative Intelligent Transportation Systems (C-ITS)
comprise emerging information and communication technolo-
gies that improve the transport of people and goods. Indeed,
in recent years, several standards have been developed for
vehicle-to-vehicle and vehicle-to-infrastructure communica-
tions and enable various ITS-related applications. More pre-
cisely, communications in C-ITS are mainly regulated by two
international standardization organizations namely, the Euro-
pean Telecommunications Standards Institute (ETSI) standards
in Europe [1][2]] and the Institute of Electrical and Electronics
Engineers (IEEE) in the United States as well as other coun-
tries such as China, India and others, commonly known as
Dedicated Short-Range Radio (DSRC) [3][4]. Standardization
ensures interoperability, supports regulations and legislation,
and new developments.

Over the last few years, a lot of attention has been given
to smart cities which has promoted interests in Cooperative
Intelligent Transportation Systems, where they are involved
in multiple scenarios [5]. This rise in interests is reflected

by the numerous deployment projects that have been initi-
ated and supported by governments, e.g, Security Credential
Management System (SCMS) in the USA [6] and SCOOP@F
in France [7]. Many car manufacturers such as Nissan, Volvo,
Renault and Toyota, have provided numerous prototypes of
vehicles equipped with sensors [8]], dedicated computing hard-
ware and Dedicated Short-Range Radio for communication
with other nearby vehicles (called Intelligent Transportation
System’s Station-Vehicle (ITSS-V) in the C-ITS contextﬂ
or with road side infrastructure (Intelligent Transportation
System’s Station-Road Side Unit (ITSS—R)ﬂ).

C-ITS can facilitate the driver’s decision making tasks (e.g.,
trip planning based on traffic congestion on the road) as well
as the improvement of its safety through a plethora of appli-
cations such as intersection collision avoidance, cooperative
collision warning, blind spot warning, emergency electronic
brake lights, lane change assistance and traffic flow control
[O1[10]]. To support different applications, a large number of
messages are exchanged continuously. In ETSI based archi-
tectures, ITSSs use Cooperative Awareness Messages (CAM)
[L1] and Decentralized Environmental Notification Messages
(DENM) [12]. In IEEE based architectures, ITSSs use Basic
Safety Messages (BSM) [13]]. One example of the importance
of these messages is where BSM has the potential to prevent
up to 75% of all roadway crashes according to [14]][115]. Thus,
the correctness and reliability of the exchanged messages have
a direct impact on the efficiency and effectiveness of the
proposed services and the applications used.

C-ITS applications and components can be the target of nu-
merous security issues and attacks but the sybil attack is con-
sidered to be among the most dangerous ones [9][10[[L6][17]].
In a sybil attack (as Figure [I| shows), the attacker node creates
different virtual nodes (also called sybil ghosts) in order to

n the remaining of this paper, we use the terms vehicle, node, and ITSS-V
to refer to a connected vehicle.

2In the rest of this paper, we use the terms RSU and ITSS-R interchangeably
to refer to a connected road side unit.
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Fig. 1: Sybil attack: traffic congestion

have a certain influence on the network’s decisions especially
in voting based protocols and applications. The creation of the
sybil ghosts is performed by creating different messages using
different fake identities and different fake locations.

The strength of C-ITS relies on the strong cooperation
of its stations. This requires one station to receive enough
credible information from legitimate stations. In other words,
most C-ITS based applications, such as hazard notification,
collision warning, route navigation, traffic status, and so on,
need the cooperation of stations. The similar view sensed by
multiple distinct stations for a certain traffic situation can
provide trustable correctness and a reliable proof about the
traffic situation. However, in a sybil attack, a malicious node
generates multiple fake identities to create many untrusted
virtual nodes, which violates the fundamental assumption
of receiving the real traffic situation, in implementing those
applications [18]][10]. Hence, the sybil attack can be applied to
different scenarios such as: (1) to perpetrate different types of
Distributed Denial of Service attacks by disrupting the normal
operations of data dissemination protocols [[19]. One possible
attack variant occurs when the malicious node makes seem-
ingly disjoint paths in multipath routing protocols wherein all
converge to it via multiple sybil nodes. Then, the malicious
node could drop all (or part of) the messages that go through it
perpetrating the black hole attack (or grey hole attack) [10]; (2)
Sybil attacks can cause more serious safety threats as reported
by [19] in the deployment of deceleration warning systems
[20]. For example, if a vehicle reduces its speed significantly or
stops abruptly, it will broadcast a DENM message in an ETSI
based project (or a BSM message in an IEEE based project) to
warn the following stations. Recipients will relay the message
to stations further behind. However, this forwarding process
can be interrupted by a large number of malicious Sybil
stations. In this way, the malicious adversary can create a
massive pileup on the highway, potentially causing serious
damages. (3) To influence voting and reputation systems,
where a sybil attack can create enough malicious identities to
report repeatedly which will falsify the voting results. (4) To
influence the aggregation of data because a sybil identity may
be able to report malicious readers and report incorrect sensor

readings thereby influencing the overall computed result [17].
(5) To impact the distributed storage where the sybil attack
causes huge data damages in a network where the storage is
distributed because the data will be given to virtual nodes [21].
(6) To impact resource allocation such as the Time Division
Multiple Access (TDMA) schedule which is based on the
knowledge of the network topology; this allocation will be
poorly distributed when there are fictitious nodes [17]. (7) To
fake a traffic congestion for the road management platform
and the vehicles nearby. Then, the latter may choose other
routes [22]].

Problem statement

Numerous solutions [[16]][9](23]][24][25] have been proposed
to detect and mitigate sybil attacks. Nevertheless, the vast
majority of existing works are either outdated or are not
adapted to current C-ITS infrastructures. In this section we
discuss the different requirements that a security solution must
ensure. We use these research requirements to analyze the
different security proposals later in Section and in the
research methodology proposed in this work.

In the last few years, multiple regulations and standards
have been adopted [26]. What is commonly named as beacon
messages and alert messages have been replaced and stan-
dardized (in different standards) to Cooperative Awareness
Message (CAM) [[L1]], Decentralized Environmental Notifica-
tion Message (DENM) [12], Basic Safety Messages (BSM),
Signal Phase and Timing (SPAT), MapData Messages (MAP)
[13], In Vehicle Information (IVI), Traffic Light Control (TLC)
[27] [28]], Point of Interest (POI), and others. Their structures
have already been defined and only a standard amendment
or a new version of the standard can modify them. Thus,
Req lﬂ: the proposal of a sybil detection solution that
requires the complete modification of these structures or
their replacement by other structures (e.g., [29][30]) cannot
be considered.

Moreover, the security mechanisms in C-ITS environments
are already standardized including the security architecture
and the secure message formats. Indeed, to handle security
requirements, the Public Key Infrastructure (PKI) solution has
been adopted by all the standards. The IEEE 1609.2 standard
[31] specifies a set of security services to support ITS commu-
nications. It defines secure messages formats and processing
for Wireless Access Vehicular Environments (WAVE) devices,
including methods to secure WAVE management messages
and methods to secure application messages. It also describes
administrative functions necessary to support the core security
functions. For the PKI infrastructure, the standard classifies all
the entities that provide or use IEEE 1609.2 security services
into two categories namely, Certificate Authority entities and
End entities.

In 2014, the National Highway Traffic Safety Administra-
tion (NHTSA), Department of Transportation (DOT) published
a Request for Information (RFI) called Vehicle-to-Vehicle

3Req stands for requirement



Security Credential Management System (V2V SCMS) [32].
The purpose of this RFI was to seek responses concerning
the establishment of an SCMS, security approaches for a
V2V environment, technical and organizational aspects of the
SCMS. In short, the PKI system was selected as the security
solution. Further, in 2016, DOT and NHTSA, along with Crash
Avoidance Metrics Partners (CAMP LLC) Vehicle Safety
Communications 5 (VSC5) Consortiunﬂ published parts of the
SCMS Proof-of-Concept specification [6]. The latter extends
the last RFI to V2I communications and consider RoadSide
Unit (RSU) usage. The report [6] focuses on PKI description,
the certificates used and their management.

Also, the ETSI ITS Technical Committee Working Group
5 developed the ITS security architecture, providing security
standards as well as guidance on the use of security standards.
ETSI TS 102 940 [33], ETSI TS 102 941 [34] and ETSI
TS 102 731 [35] standards specify and describe the security
services and security architecture for ITS communications, and
the ETSI TS 103 097 standard [36] [37] specifies the V2X
message security header and the various certificates’ formats.

Consequently, Req 2: the proposal of a solution that re-
quires a new security architecture or security mechanisms
different from the standards cannot be considered.

Finally, since ITSs periodically transmit messages that
contain information about their position and localization, an
attacker can, using such information, track the station or
create detailed mobility patterns of individual drivers [38].
This problem is addressed by providing a station with a
set of pseudonyms. The station uses each pseudonym for a
limited duration. More precisely, by relying on the PKI, each
ITSS uses two certificates simultaneously: (1) an Enrollment
Certificate (EC) (also called Long Term Certificate (LTC))
and (2) a Pseudonym Certificate (PC) (also called Short
Term Certificate (STC)). Known only by the EC Authority
(ECA) and its owner (ITSS), the EC is not used in common
communications, but is used only to authenticate the ITSS
to the PKI in order to request new PCs. However, the PC
is used for the ITSS communications. In order to protect
the privacy of road users, a regular change of pseudonyms
is required, for example in the SCMS project [14], an ITSS
uses more than 1000 PCs per year and this number can even
reach 100000 according to [39]. In the SCOOP@F project an
ITSS uses 520 PCs per year [40]. When a station changes its
PC, it changes all its credentials and all the network related
information such as IP addresses, MAC addresses, Station IDs,
and so on. Therefore, Req 3: an approach that relies on a
station’s history or assumes that a station does not change
its identity multiple times during a journey, cannot be
considered. However, some PKI architectures (such as SCMS)
implements a Linkage Authority to link the different PCs
of the same vehicle for some purpose such as certificates’
revocation. This authority has a limited cooperation with the

4The members of the consortium are Ford Motor Company, General Motors
LLC, Honda R&D Americas Inc, Hyundai-Kia America Technical Center Inc,
Mazda, Nissan Technical Center North America Inc., and Volkswagen Group
of America

other PKI authorities (e.g., it can cooperate with the LTCA
but not directly with the PCA. Hence, Req 4: if the history
of the vehicle must be considered in the detection process,
the linkage of the different PCs must be provided by the
Linkage authority while adhering to the PKI disclosure
policies.

Contributions of this work
The main research contributions of this work include:

1) We present a state-of-the-art review of solution aimed
at detecting sybil attacks. We also provide a discussion
and analysis to show that the majority of these works
are not suitable for current C-ITS and prove that sybil
attack still represent an open issue.

2) We provide network and attack models as well as
recommendations for a research methodology that can
be considered in future works.

3) We provide one dataset for an urban scenario and
another dataset for a highway scenario. These datasets
describe the activity of 86,747 vehicles and can be used
by researchers in future works. We also present a quick
statistical characterization of some sybil attack scenarios
using the urban dataset.

The rest of the paper is organized as follows: Section
presents a review of sybil detection methods. Then, Section
[] provides network and attack models that can be adopted
and considered in further sybil detection works as well as other
research recommendations. Section [[V] describes our statistical
characterization and analysis of sybil attacks. Finally, Section
[V] concludes the paper and describes some future research
directions.

II. STATE OF THE ART OF SYBIL DETECTION APPROACHES

The main goal of sybil attack detection schemes is to detect
(1) the sybil nodes (virtual nodes) and (2) the attacker that
creates these sybil nodes. Due to the wireless environment’s
features, the detection of the attacker remains a challenging
task compared to the detection of sybil nodes. Thus, the
majority of detection approaches aim at the detection of the
sybil nodes and are not able to detect their creator.

We classify sybil detection schemes into three classes: (1)
position verification, (2) reputation and data-driven systems
and (3) resource testing. The majority of works and surveys
such as [41][42][43] consider public cryptography based ap-
proaches as another class for sybil detection. However, we
believe that these approaches are for prevention and not for
detection because there is no detection engine that decides
whether the activity is part of an attack or not.

Position verification

In the position verification approach, the claimed position
of each station is verified. This verification is realized through
different methods such as (1) the signal strength, where the
Received Signal Strength Indication (RSSI) is used to estimate
the position of a station. Next, this estimated position is
compared with the position indicated in the station’s message.



(2) Dedicated radars or sensors calculate the position of neigh-
boring stations and compare them to their claimed positions in
the messages they send. Position verification approaches rely
on witness and verification by the neighbor nodes. Thus, it
requires a continuous collaboration of the latter. Moreover,
it requires additional equipment such as radars or special
sensors, which makes these approaches really costly in terms
of hardware, computation, and bandwidth.

In [44]], Xiao et al. measure the signal strength of beacons
received and compare them with the claimed position of a
vehicle. These measures are performed by vehicles traveling
in the opposite direction to avoid fake measures sent by the
attacker. This work was later extended by the same authors
in [19], where a Random Sample Consensus algorithm has
been used in order to increase the estimation accuracy against
outlier data created by sybil nodes. Besides, the authors
applied a statistical method that performs hypothesis tests on
accumulated measurements. Next this approach evaluates if
the measurements match a normal distribution pattern. A sybil
node is reported if its distribution pattern is inconsistent with
its claimed physical position. In [43], Golle et al. propose a
sensor-driven technique that allows nodes to detect incorrect
information and identify the source of the incorrect informa-
tion. Their approach relies on the network model wherein each
vehicle contains all the knowledge about the network. The
scheme focused on the reasoning of conflicting observations,
but simply assumed the ability of the nodes in detecting the
distance to other nodes or the precise locations of other nodes
[19]. In [46], Rabieh et al. combines resource testing and
position verification techniques. Their approach is applied at
the RSU level where each RSU looks for anomalies such as
wrong distance, overlaps, wrong vehicle count or contradic-
tory radio signals, and then sends a challenge packet to the
suspicious node using a directional antenna. If the node is at
the expected location, it should be able to receive the challenge
and send back a valid response. In [47], Yan ef al. consider a
vehicle model that relies on front and rear radars that detect
neighboring stations within a line of sight in a radius of 200
meters. Moreover, according to the position-based cell-based
approach [48]], the road is divided into equal-sized location-
based cells. Each vehicle can directly communicate with every
other vehicle in the cell. If a vehicle receives a message, the
receiver matches its Global Positioning System (GPS) position
with the position calculated by the radars. If both positions
match, the message is accepted and the sender is labeled as
honest. A history is recorded for each station. A station without
a history is not trustable. Therefore, this approach completely
ignores the station’s privacy and non-tracking concerns.

Benkirane et al. [17] proposed an approach where they
assume that each vehicle on the road is linked to three reliable
RSUs at a given time. Thus, when a vehicle broadcasts a
message to other vehicles, the three RSUs also receive this
message. The detection mechanism involves the collaboration
of the RSUs. Indeed, based on the Received Signal Strength
Indication (RSSI) measurements made by the three RSUs, the
distances that separate the vehicle to each of the three RSUs

at a given time is calculated. Since the messages of different
sybil nodes are broadcasted by one physical node, each RSU
receives the same RSSI values which allows the detection of
the sybil nodes. However, due to the optimal positioning of the
RSUs, it can be difficult if not impossible that each vehicle is
always linked to three RSUs. In [49]], Kabbur et al. proposed
a similar approach. The proposed solution places the RSU
in such a way that the position of any vehicle can be found
using triangulation by using the RSSI to calculate the distance
between the vehicle and each one of the three RSUs. Then,
each RSU attaches a timestamp to the triangulated location
of node and broadcasts a message containing the timestamp
and the triangulated location to neighboring RSUs to build
a path for each vehicle and track/detect the node generator
of the sybil nodes. However, as in [17]], due to the optimal
position of the RSUs, it can be difficult to always keep each
vehicle linked to three RSUs. Moreover, this approach does
not consider the non-tracking requirement.

Data-driven systems

This technique relies on data collected from stations and
generally does not require special hardware. In [S0], Chang
et al. proposed Footprint, an approach that uses vehicles’
trajectories to identify them. More precisely, when a station
approaches an RSU, it requests an authorized message from
the RSU as a proof of the time it has appeared at this RSU.
During a communication with another station, the participating
station must provide the authorized messages collected, that
represent its trajectory. A sybil attack is detected if there are
similarities in the stations’ trajectories. In order to be trusted,
a station must go through numerous RSUs to collect numerous
authorized messages. This approach has several shortcomings.
Indeed, generally, the placement of RSUs is made in an opti-
mal way, in order to maximize the coverage while minimizing
the number of RSUs (for economical purposes). An RSU
covers a diameter of more than 1 Kilometer (3.5 Km in some
cases) [S1] which represent a zone that can include numer-
ous stations and roads in an urban environment. Similarly,
numerous vehicles will obtain authorized messages from the
same RSUs which makes them share the same trajectories. The
same problem occurs in the highway scenario where numerous
vehicles share the same authorized messages and trajectories
which makes the detection process more complex. Moreover,
for privacy purposes, the stations must change their credentials
and all the network’s information (e.g., IP addresses and MAC
addresses). However, if a vehicle keeps its trajectory history,
its privacy is compromised. Finally, the process of actively
requesting and providing authorized messages may overload
an already loaded network.

Similarly, Hussain et al. [52] proposed an RSU driven detec-
tion scheme. In this approach, the authors proposed a new PKI
architecture, where each region is autonomous. In each region,
stations dynamically receive tokens from the nearby RSUs and
use them to report events in the area only once (one token
per message). Then, a pre-assembly analysis on messages is
provided to detect sibyl nodes that send messages without



having tokens. Nonetheless, as in [50], this approach relies on
providing additional messages for tokens which overload the
network. Moreover, the detected sybil nodes are revoked using
CRLs. Each region manages its own CRL, and this makes
handling of the CRLs more complex for stations. Finally, this
approach considers the proposal of a new PKI architecture
which does not meet the requirements Req 1 and Req 2 that we
discussed above. Following the exact same reasoning, Park et
al. [18] proposed a detection approach wherein stations obtain
a certified timestamp signed by each RSU the vehicle passes
by. The communication messages sent by the stations must
contain these certified timestamps. However, this approach
suffers exactly from the same shortcomings as the previous
RSU assisted approaches. Furthermore, these schemes rely
on the idea that a vehicle obtains a certification from the
RSU because it can correctly authenticate it although the
only way for an RSU to authenticate a station is through
its certificate. However, a station with numerous certificates
can be authenticated as numerous stations because no linkage
between certificates must be possible [38], which cannot really
help the detection process. Also, Chen er al. [42] used the
feature of gathering signed timestamps from RSUs and use
them in communications with other stations. Each station
performs the detection process independently. Relying on the
signed timestamps, the detection scheme, within each station,
constructs trajectories of the sending stations. The trajectories
are analyzed according to a normal trajectory pattern. A station
having a trajectory different from the pattern is considered
as a sybil ghost. However, in addition to the shortcomings
discussed above, in this approach, each station performs an
independent detection, which means that the detector will
make decisions without having a global view of the execution
environment.

Grover et al. [53] proposed a detection scheme, where
each station, based on the exchanged beacon messages, keeps
periodically a record of all its neighbors. Then, each station ex-
changes groups of its neighbors periodically with other stations
and performs the intersection of these groups to determine
the stations that appear in multiple groups simultaneously. If
some nodes observe that they share the same neighbors for a
significant period of time, these similar neighbors are identified
as sybil nodes. Nonetheless, this approach is not very efficient
in an urban environment due to the coverage range of stations
(= 1Km) because the vehicles will probably share the same
neighbors, especially considering that the stations’ speeds are
low.

Sowattana et al. [29] proposed a distributed consensus based
scheme for sybil detection. In their approach they proposed
a novel format for beacon messages, which includes the
list of stations’ neighbors. Each node performs the detection
mechanism after receiving the required number of messages.
After analyzing the neighbors lists, a node is considered as a
sybil node if its position is inside the intersected area of two
communication nodes. However, this assumption is not always
verified. Indeed, due to stations’ coverage zones (some efforts
have recently been proposed to improve this coverage area

[54] [55]]), numerous legitimate stations can be in the identified
intersection. Moreover, this approach proposes a novel beacon
message which does not meet the requirement Req 1 discussed
above. Finally, relying on the resource-constrained stations
for the execution of the detection process can represent a
weakness.

In [43]] Gu et al. proposed a detection scheme that exploits
a station’s messages to build a Driving Pattern Matrix (DPM).
Then, a minimum distance classifier is used to detect the un-
usual patterns. However, no further details about the detection
protocol and its implementation were given.

BiBmeyer et al. [56] proposed a central approach in which
vehicles send Misbehavior Reports (MRs) to a central entity
when detecting overlaps. These MRs contain signed evidence
of the overlap and trust statements toward neighbors. The
central entity analyzes all received MRs and then decides
whether a node is a sybil ghost or not. However, this approach
requires the linkage of pseudonym certificates of stations,
which is contrary to standard requirements for non-tracking
requirement (Req 4).

In [57)] Ayaida et al. proposed a detection approach whose
key idea is that each vehicle monitors its neighborhood in
order to detect an eventual sybil attack. This is achieved by
comparing the real accurate speed of the vehicle and the one
estimated using the Vehicle-to-Vehicle (V2V) communications
with vehicles in the vicinity. This estimated speed is obtained
using the traffic flow fundamental diagram of the road’s
portion where the vehicles are moving.

Boeira et al. [30] proposed an approach for sybil mitigation
that uses the Vouch location proof scheme [58]]. The idea
of Vouch is to use the built-in ability of fifth generation
cellular networks to locate mobile clients independently of
the information provided by the client. Vouch uses RSUs to
provide trusted location proofs for vehicles. A proof essentially
is digitally signed data that enables a vehicle to attest its
position to neighbors in a secure and trusted manner. When
neighbor vehicles broadcast beacons, Vouch employs a plausi-
bility model to classify the received positions according to the
proofs that have been disseminated by those entities. However,
this approach needs a 5G network to be deployed and is
therefore not compatible with current standards. Moreover, it
does not satisfy the non-tracking requirement.

Hamdan et al. [59] proposed a detection approach that
relies on the idea that an RSU can link pseudonym certificates
belonging to the same vehicle via the use of hashing algo-
rithms. Thus, for the detection, the RSU monitors all the traffic
messages and tries to find two or more certificates belonging to
the same vehicle. To confirm if this result is valid for an attack,
the proposed algorithm depends on the trajectory of the vehicle
to check whether it is a sybil node or a genuine node. To check
the trajectory of the vehicle, each station has a series of link-
tags that is obtained by each RSU that is passing by. Thus, the
vehicles have a series of link-tags. The sybil attack detection is
done by checking this series of link-tag. If two vehicles have
the same series of link-tags then a sybil attack is happening.
However, this approach suffers from privacy issues because it



provides a method to link a vehicle’s pseudonym certificates.
It also provides a method to create vehicles’ trajectories which
allow their tracking. Moreover, the approach is not effective
in an urban scenario where numerous vehicles share the same
trajectories.

Iwendi et al. [60] proposed a biologically inspired
spider-monkey time synchronization technique for large-scale
VANETs to improve packet delivery time synchronization
with low energy consumption. The proposed technique is
based on the metaheuristic stimulated framework approach by
the natural spider-monkey behavior [61]. An artificial spider-
monkey technique [60] is used to examine the sybil attack
strategies on VANETSs to predict the number of vehicular
collisions in a densely deployed challenge zone. However, this
approach assumes that when an RSU fails to synchronize its
clock with legitimate vehicles, then this is the main cause
for a sybil attack. Thus, they focus on synchronizing the RSU
clock with the vehicles to avoid attacks. Nonetheless, by using
different legitimate pseudonym certificates, an attacker can still
launch an attack without affecting the clock.

in [62] Anwar et al. proposed a cloud-based detection
scheme for connected vehicles against sybil attacks. The
scheme integrates a cloud-based authorization unit to au-
thenticate legitimate nodes using symmetric cryptography and
enables real-time location tracking. However, this approach
does not meet the current ITS standards for PKI. Furthermore,
it relies on creating a history of the vehicles paths which allows
their tracking.

Yang et al. [63] proposed a classifier to detect sybil attackers
according to their mobility behaviors. Specifically, three levels
of sybil attackers are first defined according to their attack
abilities. By analyzing the mobility behaviors of vehicles,
a learning-based model is used in the Central Server (CS)
to extract mobility features and distinguish sybil attackers
from benign vehicles. Nonetheless, this approach relies on a
centralized server to enable the detection process which can
make it a communication bottleneck as well as reduce its
scalability.

Ressource testing

The resource testing approach assumes that physical entities
are limited in resources such as computation, storage, and
radio channels. Thus, in this approach, a typical puzzle is
given to all stations to evaluate their resource availability. If
one station is used to create and simulate multiple entities,
then, it will be limited in responding to all puzzles.

This technique was mainly used in detecting sybil attacks
in Mobile Ad hoc Networks (MANET) [64] and Sensor
networks [65]]. However, it is not suitable for a heterogeneous
environment [50] such as C-ITS. Furthermore, an attacker
can easily have more computational resources compared to
legitimate nodes or have more radio transmitters [[19]. Finally,
this technique involves a high number of requests/responses
which can cause network congestions in a lossy environment,
where communication exchanges must be minimized.

In [66], Raj et al. proposed a detection method that relies
on proofs of work and location. The main goal here is that
when a vehicle encounters an RSU, it will be authorized
by a timestamped tag which is a concatenation of time of
appearance and the anonymous location tag of that RSU. As
the vehicle keeps moving, it creates its trajectory by incorpo-
rating a set of consecutive authorized timestamped tags that are
chronologically chained to each other. This trajectory is used
as an anonymous identity of the vehicle. Hence RSUs have
the main authority to provide proof of location to vehicles.
Moreover, threshold signature [67] is adopted so that each
RSU is only able to generate a partial signature on a set of
timestamped tags. If a vehicle travels along a valid threshold
number of RSUs, a standard signature representing a proof
of location can be generated. Upon receiving an authorized
message from an RSU, the vehicle should use it as a seed
to solve a puzzle using a proof-of-work algorithm, similar to
the one used in Bitcoin. The core idea of Proof of Work is
to provide a proof to RSUs so that they can ensure that the
vehicle solves the puzzle correctly. However, this technique
is greedy in computational power and energy. Moreover,
continuously computing Proof of Work (PoW) to validate
vehicles’ positions and their messages limits the scalability
of the network.

Similarly, Baza et al. [68] proposed a sybil attack detection
scheme using proofs of work and location. The idea is that
each RSU issues a signed time-stamped tag as a proof for
the vehicle’s anonymous location. Proofs sent from multiple
consecutive RSUs are used to create the vehicle trajectory
which is used as an anonymous identity for the vehicle. Also,
one RSU cannot issue trajectories for vehicles. Instead, several
RSUs are needed. In this way, attackers need to compromise
a large number of RSUs to create fake trajectories. More-
over, upon receiving the proof of location from an RSU,
the vehicle should solve a computational puzzle by running
PoW algorithm. So, it should provide a valid solution (proof
of work) to the next RSU before it can obtain a proof of
location. Using the PoW can prevent the vehicles from creating
multiple trajectories in case of low-dense RSUs. Then, during
any reported event, (e.g., road congestion) the event manager
uses a matching technique to identify the trajectories sent from
sybil vehicles. The scheme depends on the fact that the sybil
trajectories are physically bounded to one vehicle. Thus, their
trajectories should overlap. The proposed approach suffers
from two main shortcomings: (1) the continuous computation
of the proof of work, a hard computational puzzle, by vehicles
which are considered as constrained devices, and (2) the
approach relies on the history of vehicles, presented by their
proofs of location provided by the RSUs which is contrary to
the requirements (Req 3 and Req 4) discussed above and that
requires that the privacy and non-tracking of vehicles must be
respected.

Public cryptography based approaches

There have been some solutions such as [69] [70] that rely
on symmetric cryptography.



Requires Considers Feasible on Data Eval. on 1 Eval Eval.
additional C-ITS current C-ITS superposition on Allows Was there an road or on data environment Sybil generation
hardware? standards? systems? digital map? tracking? Scalability evaluation? map? type? type algo provided? Year
Piro et al. No No No No Yes No Yes / Synthetic / No 2006
Xiao et al. [44] Yes No Yes Yes No No Yes 1 road Synthetic / No 2006
Yu et al. [19] Yes No Yes Yes No No Yes 1 road Synthetic / No 2013
Golle et al. [45] Yes No No No No No No / / / / 2004
Rabieh et al. Yes Yes Yes Yes No No Yes 1 road Synthetic / No 2015
Yan et al. [47] Yes No No Yes Yes No Yes 1 road Synthetic / No 2008
Chang et al. No No No No Yes No Yes Map Synthetic Urban No 2012
Hussain et al. [52] No No No No No No No / / / / 2012
Park et al. [18] No No No No No No No / / / / 2009
Chen et al. [42] No No No No Yes No Yes Map Synthetic Urban No 2009
Urban /
Grover et al. [53] No Yes Yes No No No Yes Map Synthetic Highway No 2011
Urban /
Grover et al. [11] No Yes Yes No No No Yes Map Synthetic Highway Yes 2014
Sowattana et al. No No No Yes No Yes Yes 1 road Synthetic Highway No 2017
Gu et al. [43] No Yes Yes No No Yes Yes 1 road Synthetic Urban Yes 2016
Bifimeyer et al. No No Yes No Yes Yes Yes / Synthetic / No 2012
Rahbari et al. [41] No No No No No No Yes / / / No 2011
Jin et al. [12] Yes Yes No Yes No No Yes 1 road Synthetic Highway No 2014
Abu-Elkheir et al. [13] Yes Yes Yes Yes No No Yes Map Synthetic Urban Yes 2011
Naveed et al. [14] Yes Yes No No No No Yes 1 road Synthetic Highway No 2015
Naveed et al. [15] Yes Yes No No No No Yes 1 road Synthetic Highway No 2015
Murugan et al. [76] No No No No Yes No Yes / Synthetic / No 2015
Zhou et al. [17] Yes No Yes No No No Yes 1 road Synthetic / Yes 2011
El Zoghby et al. [18] No Yes Yes No No No Yes 1 road Synthetic Highway Yes 2012
De Sales et al. No No No No No No No / / / / 2014
Hao et al. Yes Yes Yes Yes No No Yes 1 road Synthetic Highway No 2011
Feng et al. No Yes Yes No No No Yes / Synthetic / No 2017
Lal et al. [82] Yes No Yes No No No Yes 1 road Synthetic / Yes 2015
Synthetic
Bouassida et al. [83] No No Yes Yes Yes No Yes / / Real / No 2009
Synthetic Urban /
Yao et al. [10][84] Yes Yes Yes Yes No No Yes 1 road / Map / Real Highway Yes 2018
Benkirane et al. Yes No Yes No No Yes Yes 1 road Synthetic / No 2019
Ayaida et al. [57] No Yes Yes No No Yes Yes 1 road Synthetic / No 2019
Khalil et al. [85] No No No No Yes No Yes / Synthetic / No 2020
Urban /
Baza et al. No Yes Yes No Yes Yes Yes Map Synthetic Highway No 2020
Hamdan et al. No No No No Yes Yes Yes 1 road Synthetic / No 2019
Iwendi et al. No No Yes No No Yes Yes / Synthetic / No 2018
Anwar et al. No No Yes No Yes No Yes 1 road Synthetic / No 2019
Parham et al. No No Yes No Yes Yes Yes Map Real Urban No 2020
Boeira et al. Yes No No No Yes Yes Yes 1 road Synthetic No 2018
Kabbur et al. [49] Yes No No No Yes No Yes Map Synthetic / No 2020
Trauernicht et al. No Yes Yes No No Yes Yes 1 road Synthetic / No 2019
Khalil et al. [[10] No No No No Yes No Yes / Synthetic / No 2018
Lim et al. [87] No No No Yes Yes No Yes 1 road Synthetic / No 2020
Raj et al. No No No No No No No / / / / 2020
Kamel et al. [22] No Yes Yes/ No No No / Yes Map Synthetic Urban No 2019
Yang et al. No Yes Yes No No No Yes / Real Urban No 2018

TABLE I: Summary of sybil detection approaches; Yes: supported; No: Not supported. Green color is used for a suitable feature and the red color is for an unsuitable

feature.




However, symmetric cryptography is not well-suited to sup-
port scalability and privacy requirements in such an environ-
ment. In public cryptography based approaches, certificates are
provided to stations for authentication purposes during com-
munications. However, for privacy and non-tracking purposes,
these certificates must be changed continuously. Moreover,
due to the lossy features of the network, the stations must
download a set of certificates in advance. Having numerous
active certificates in the same time facilitates the sybil attack.
To the best of our knowledge, only the proposal named Issue
First Activate Later (IFAL)[88]], have addressed this issue.
IFAL provides the station with only one valid certificate at a
given time. However, in this case, all the station’s certificates
are easily linkable, which is in contrary with the non-tracking
requirement.

Trauernicht et al. [86] proposed a concept for the long-
term exclusion of sybil attackers based on a deterministic
mechanism called Sybil attack Alternation Check (SAC). The
key idea of the approach is to forbid the reuse of a recently
used pseudonym certificate for a short time period. Based on
this rule proof, an attack can be recorded and reported to
invalidate certificates of the misbehaving station.

Kamel et al. [22] proposed the integration of a Misbehavior
Authority (MA) into the PKI structure. The MA attempts to
link the pseudonyms related to the same reported physical
ITSS. If no link is found, the process is complete and
the misbehavior type is returned. If a link is found, then
a sybil attack is suspected and the linked pseudonyms are
candidates for sybil attack type detection in the next phase.
In this phase the linked pseudonyms are treated as one and
the evidences collected from all the linked pseudonyms are
used in a specific sybil type detection process. This approach
can be easily integrated with IEEE based PKIs because the
IEEE architecture comprises a linkage authority as well as a
misbehavior authority. However, the ETSI based architecture
does not have a linkage authority nor a misbehavior authority.

Thus, the implementation of this approach incurs additional
work of modifying the existing PKI architecture. Besides, this
approach relies on linking pseudonym certificates to find those
of the same vehicle. As a result, it is not sufficient against sybil
attacks where the attacker replays other vehicles’ messages.

Summary and discussion

Table [I] presents the works discussed above and other exist-
ing ones. The table does not provide a comparison or a classi-
fication of the approaches and their performances as they have
been presented already in past surveys [16][9[23][24][25].
However, the table discusses the features related to their adop-
tion and deployment in the current context and deployment
projects. We highlighted in green what we think are positive
aspects and in red negative ones.

The first columns [1-6] of the table describe the ability of
the approach in meeting some needed requirements such as:
(1) their consideration of C-ITS standards and their feasibility
on current systems. Indeed, several works do not take into
account the current standards that each project must respect,

regarding the sent and received messages’ formats, security,
types, and frequency. It is worth noting that numerous ap-
proaches are technically feasible on current systems. However
they do not satisfy the communication standards as they were
published before the current standards were adopted. Thus,
they cannot be considered as solutions by current and future
deployment projects based on these standards. (2) Even if we
add additional hardware such as antennas, lidars or radars
to enhance the localization and detection accuracy, we will
incur additional costs. Indeed, even if the majority of current
vehicles are embedded with radars, to be efficient, the existing
approaches require a certain number of directional antennas
to send and receive targeted data, which will increase costs.
Also, adding these types of hardware leads to additional
computational costs, due to additional data processing on the
collected data [89]. (3) Several approaches have assumed that
the vehicle has only one identity or rely on the linking of the
different vehicle’s identities without resorting to a dedicated
Linkage Authority, which can allow its tracking. But it is
prohibited by current standards and such approaches cannot be
adopted. (4) Multiple approaches consider the position of the
vehicle to achieve the detection. This requirement implies the
usage of a digital map (or its equivalent with road boundaries
coordinates) in order to overlay the vehicle’s positions on
these maps, because if the sybil identities are forged and not
replayed, they can be out of roads’ boundaries. This feature
is considered in position verification approaches, even if it is
not mentioned. Moreover, this positions’ overlay on maps is
implicitly managed by simulation tools. However, in real life
systems, adding such a layer can lead to additional costs. (5)
ITSs are considered as the first use case scenario in smart cities
[90]. The number of connected vehicles and devices related
to ITS scenarios is in exponential growth [91][92]]. Hence, the
detection solution deployed must be scalable to support such
a load. In the table provided, we consider a solution to be
scalable if it is not centralized, does not introduce additional
messages, and does not incur high processing overheads from
the vehicle’s side.

The rest of the columns in Table [ are dedicated to how the
discussed approaches were evaluated. Indeed, the decision of
a solution’s adoption mainly lies on its performances’ results
although the results can differ according to the methodology
followed for the evaluation. All the works presented relied
on simulation tools for their evaluations. The majority of
them used synthetic data. We think that using real datasets
can produce more accurate indicators about the evaluated
approach’s efficiency. Moreover, the majority of works were
evaluated on the scenario of one road. In contrast, in real life
scenarios, a vehicle can have neighbors along the same road
or along parallel roads due to the coverage range of stations
(= 1K'm), especially in urban scenarios, which may mislead
the detection. Without a digital map position superposition, the
vehicle cannot know if its neighbor is along same road or not
because the roads are not always straight especially in urban
areas. We discussed earlier the limits of considering a digital
map in the detection process. Consequently, we argue that



an evaluation must consider a scenario that contains adjacent
roads with different topologies and not just different lanes
along the same road. Finally, the majority of the proposed
solutions are evaluated regarding one sybil scenario. But there
are numerous attack models and possible ways [9][81][22] to
launch a sybil attack. Thus, we argue that providing the sybil
generation algorithm will improve the understanding of the
solution.

From the Table [I| and the analysis above, we can conclude
that most the proposed detection solutions cannot be
deployed in current C-ITS systems mainly because: (1)
they are not scalable; (2) they do not meet privacy and
non-tracking requirements; (3) they do not satisfy the
requirements of current standards especially regarding the
formats of messages, security, and PKI architecture and
(4) of their limited evaluations where only a few use case
scenarios (such as single lane) were tested.

III. RESEARCH METHODOLOGY

In this section we propose, according to the analysis of the
different existing works, a methodology that allows a better
evaluation of the sybil detection approaches.

A. Network model

The overall purpose of a security scheme is to allow multiple
nodes to communicate in a trustworthy way over a non-trusted
network. In this work we consider a network that owns a set of
ITSS offering and using different ITS services in a centralized
or a distributed architecture. Each ITSS communicates with
a large number of other ITSSs. Exchanged messages pass
through an unreliable and potentially lossy communication
network, such as 802.11p or ITS-G5. We also assume that
all participants cannot be trusted. Indeed, a high number
of stations in the network increases the risk of including
compromised ones. Furthermore, the existing stations are of
heterogeneous types.

According to the standards, the network implements a PKI.
The latter comprises a Long Term Certificate Authority and
a Pseudonym Certificate Authority that supply ITSSs with
certificates. The ITSSs never use the LTC for communication
but only to authenticate to the PKI in order to request new
PCs. However, the PCs are continuously used because each
packet must be signed by a private key associated with a public
key certified by a PC. To comply with the privacy (and non-
tracking) requirements, each ITSS must change its PC as well
as all the network identifiers (e.g., IP address, MAC address,
station ID, and so on) multiple times during a trip. The PCs
of a given ITSS can only be linkable by dedicated authorities
(e.g., the Linkage Authority) and cannot be linkable by other
stations.

The network function only forwards packets and does not
provide any security guarantee such as integrity or authentica-
tion. Thus, a malicious user can read, modify, drop or inject
network messages.

Algorithm 1: Basic operations of an attacker

Function CollectPackets () : List of Packet
// Sniffs the network and collects all the
packets

Function ChooseRandomPackets (List of Packet [ Pkt,
Integer ghostsPercentage) : List of Packet
// Provides the needed number of fake
packets for the sybil attack, e.g., if there
are 100 vehicles and the attacker needs to
simulate 10% vehicles for the sybil attack,
this function will choose randomly 10
packets

Function CreatePackets (Integer ghostsPercentage) :
List of Packet // Creates the needed number of
fake packets for the sybil attack. e.g., if
there are 100 vehicles and the attacker
needs to simulate 10% vehicles for the sybil
attack, this function will create 10 packets

Function Broadcast (List of Packet ghosts) : Void
// Broadcasts the messages of the sybil
attack

Function Sign (Packet pkt, PrivateKey privKey ) : Packet
// Signs a packet

Function PacketWithoutSignature (Packet pkt) :
Packet // Creates the same packet but without
the signature field

Function RandomCoord (Packet pkt, List of Packet
ObservedNetwork) : Packet // Replaces the
Longitude and Latitude values in the packet
by random values in the coverage area. the
attacker considers values existing in other
sniffed genuine packets

Function RandomSpeed (Packet pkt, List of Packet
ObservedNetwork) : Packet // Replaces the
speed value in the packet by a random value.
This value must be between the maximum and
minimum speed values observed in the genuine
packets

Function RandomAcceleration (Packet pkt, List of
Packet ObservedN etwork) : Packet // Replaces
the acceleration value in the packet by a
random value. This value must be between the
maximum and minimum acceleration values
observed in the genuine packets

Function NewTimestamp (Packet pkt) : Packet
// Replaces the timestamp value in the
packet by the current timestamp

Function StaticSpeedAndAcceleration (Packet pkt)
: Packet // Modifies the speed and
acceleration fields of a packet to zero

B. Attacker model

The C-ITS environment relies on wireless communications.
Therefore, in this work, we assume that an attacker or ma-
licious user has total control over the network used, i.e., the
attacker can selectively sniff, drop, replay, reorder and delay
messages arbitrarily with negligible delay. We also assume that
the attacker has a pool of valid PCs. For instance, the attacker
can obtain these PCs by tampering with the storage device
of an ITSS. Besides, the attacker can benefit from increased
computation power and storage than the existing devices.

All the messages are signed. Thus, the attacker cannot
modify existing messages. However, since the attacker has a
set of valid certificates the attacker can change the signature
and modify the fields as needed, or can create new packets.
Knowing that the certificates are pseudonym identities and are



not linkable, the majority of the receiving entities (stations and
services) will not notice that these are packets sent from an
attacker.

Within a network, devices can receive unaltered and altered
messages. Thus, for a better evaluation of sybil detection
proposals, we recommend that the researchers evaluate their
detection approach regarding different rates of altered mes-
sages. For example, they evaluate their approach when the
network comprises 10% of additional sybil ghosts. Then,
for 20%, 30% and so on. We believe that this method will
accurately reflect the efficacy of a detection system with
respect to the number of sybil ghosts.

We also recommend to evaluate the detection proposals
against different sybil scenarios with different difficulties.
Hence, in this work we propose different scenarios (we assume
that the attacker provides basic protocol primitives to execute
attacks as we have described above. Algorithm [I] depicts such
an Application Programming Interface (API)):

1) Sybil scenario with random values: this scenario rep-
resents the case where the attacker does not replay captured
packets, but just forge new packets, with random values in
the fields and broadcast them. Algorithm [2] describes this
scenario. As described by [22], this scenario can be used to
launch a Denial of Service (DoS) attack where the motivation
behind such an attack could be to overwhelm the misbehavior
detection system of neighboring ITSS or that of the platform
or just to disturb the network’s communications. Moreover, it
is one of the most commonly used scenarios for the evaluation
of numerous approaches discussed in Section [[Il Thus, to be
stealthy than the discussed approaches, we propose that the
attacker does not generate any random data that can make the
detection easy. Instead, we propose that the attacker uses the
same geolocalisation data as other captured packets. Moreover,
for the speed, acceleration and so on, the attacker can use a
random value between the maximum and minimum values that
he observes on the network during the attack period.

2) Sybil scenario with static values: this scenario represents
the case where the attacker simulates a traffic congestion.
To be stealthy, the attacker captures some packets in the
targeted area, then changes some fields in the packets (e.g.,
sets the speed and the acceleration to zero and modifies the
signature and the timestamp). Next, the attacker broadcasts
these modified packets and repeats the process of changing
the signature but without changing the coordinates, heading,
and so on, until the end of the attack. Algorithm [3] describes
this scenario.

3) Sybil scenario with replayed values: in this scenario, the
attacker continuously captures traffic packets, changes their
signatures, and timestamps, but keeps their movement data
such as coordinates, speed, heading, acceleration and so on
and broadcasts them. This scenario can be considered as the
highest difficulty level for a detection scheme because it uses
a realistic traffic model. Algorithm [4] depicts this scenario.

Finally, we recommend that researchers evaluate their ap-
proaches in both urban and highway scenarios. Moreover, we
recommend, whenever possible, the use of real data. Other-

Algorithm 2: Sybil scenario: random values

attacker Position : Coordinates // Coordinates
(Longitude and Latitude) of the attacker
coverage : Integer // Coverage zone of the
attacker
CertificateStructure : SEQUENCE { certificate: Certificate;
privateKey: Integer } // A structure that
contains a certificate and its private key
certificateStructures : List of CertificateStructure
// List of certificates that the attacker
will use during the sybil attack
ghostPercentage: Integer // Percentage of the
additional sybil ghosts to add
[Pkt: List of Packet
chosenList: List of Packet
ghosts: List of Packet
ghost: Packet
begin
while AttackIsOngoing() do
ObservedNetwork <+ CollectPackets ()
lPkt < CreatePackets (ghostPercentage)
foreach ghost In [Pkt do
ghost <~ RandomCoord (ghost,
ObservedN etwork)
ghost <— RandomSpeed (ghost,
ObservedN etwork)
ghost <~ RandomAcceleration (ghost,
ObservedN etwork)
ghost <— NewTimestamp (ghost)
ghost < Sign (ghost,
certificateStructures.Next ().privateKey)
ghosts.Append (ghost)

| Broadcast (ghosts)

Algorithm 3: Sybil scenario: static values

CertificateStructure : SEQUENCE { certificate: Certificate;
privateKey: Integer }
certificateStructures : List of CertificateStructure
ghostPercentage: Integer
[ Pkt: List of Packet
chosenList: List of Packet
ghosts: List of Packet
packet: Packet
ghost: Packet
begin
[Pkt + CollectPackets ()
chosenlList + ChooseRandomPackets (IPkt,
ghost Percentage)
while AttackIsOngoing() do
foreach packet In chosenList do
ghost < PacketWithoutSignature
(packet)
ghost < StaticSpeedAndAcceleration
(packet)
ghost < NewTimestamp (ghost)
ghost < Sign (ghost,
certificateStructures.Next ().privateKey)
| ghosts.Append (ghost)

| Broadcast (ghosts)
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Fig. 2: (a) Map of the urban dataset (b) Map of the highway dataset

Algorithm 4: Sybil scenario: replayed values

ClertificateStructure : SEQUENCE { certificate: Certificate;
privateKey: Integer }
certificateStructures : List of CertificateStructure
ghostPercentage: Integer
[ Pkt: List of Packet
chosenList: List of Packet
ghosts: List of Packet
packet: Packet
begin
while AttackIsOngoing() do
I[Pkt + CollectPackets ()
chosenlList + ChooseRandomPackets (IPkt,
ghost Percentage)
foreach packet In chosenList do
ghost <— PacketWithoutSignature
(packet)
ghost <— NewTimestamp (ghost)
ghost < Sign (ghost,
certificateStructures.Next ().privateKey)
ghosts.Append (ghost)

| Broadcast (ghosts)

wise, synthetic data generated according to realistic traffic
models. In this context, we provide two datasetf] that can be
used by researchers to evaluate their detection solutions. These
datasets are retrieved from the datasets made available by the
TAPASCologne initiativeﬁ] of the Institute of Transportation
Systems at the German Aerospace Center (ITS-DLR), that
aims at reproducing car traffic in the greater urban area of
the city of Koln, Germany, with the highest level of realism
possible.

Shttps://github.com/BadisHammi/C-ITS_Datasets
Shttps://sumo.dlr.de/docs/Data/Scenarios/TAPASCologne.html
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The TAPASCologne provides mobility data of the city of
Koln which may represent a far too large test area. Thus, to
facilitate the task for researchers, we extracted two datasets,
each on 1 Km? and for 24 hours. The first dataset that we
provide presents an urban scenario that describes the activity
of 62,421 vehicles, and the second presents a highway scenario
that describes the activity of 24,326 vehicles. Figure 2}a shows
the ared’] from which the urban dataset was extracted and
Figure 2]b highlights the area from which the highway dataset
was extracted.

C. Summary

We summarize our recommendations that will help better

evaluate sybil detection proposals as follows:

1) The use of a realistic network model where a C-ITS PKI
is deployed.

2) The ability to meet the privacy and non-tracking re-
quirements by considering the continuous change of the
identification data such as the PC, the IP address, the
MAC addresses and so on.

3) The use of real mobility data or at least synthetic data
generated according to realistic traffic models.

4) The evaluation of the detection approach regarding dif-
ferent rates of altered messages (e.g., 10%, 20%, 30%
and so on).

5) The evaluation of the detection approach against dif-
ferent sybil scenarios (in this work, we proposed three
scenarios).

IV. CHARACTERIZATION OF THE SYBIL DATASET

Many researchers believe that big data represent a promising
solution to numerous C-ITS problems [93]] [94]]. In this section,

7from openstreetmap.org
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Fig. 3: Histogram of the vehicles activity (number of mes-
sages) collected in the 24 hours

we provide a quick statistical characterization of the dataset
that we provide after considering the different sybil scenarios
in order to prove the efficiency of our attack scenarios in
generating realistic sybil data and to show the difficulty of
detecting such attacks. More precisely, we describe three
experimentations. For each experimentation, we used the high-
way dataset, to generate a sybil attack that adds 10% of sybil
ghosts to the traffic. Each experimentation corresponds to one
of the attack scenarios described in Section

Figure [3] presents the activity of the vehicles of our highway
dataset regarding the number of messages for each hour.
For visibility purposes we limit our experiences to the hour
between 11:00 am and 12:00 am because it represents the
weakest activity. Thus, we only consider the networks’ data
of this period. Also, the sybil attack scenarios are executed
during this period.

For this characterization, we used the Principal Component
Analysis. Principal Component Analysis (PCA) [93] is a de-
scriptive statistical method belonging to the factorial category.
It is aimed at easing the exploration and analysis of high-
dimensional vectors of input data by reducing their dimensions
and enabling the extraction of effective features. Given a data
matrix of n observations, also called individuals, composed of
p variables, PCA describes the variance-covariance structure of
the set of variables through a few new variables, called princi-
pal components or factors, which are functions of the original
variables. Principal components represent linear combinations
of the p variables with important properties: the computed
principal components, which are in general 2 or 3, have the
highest variances so that they best represent the data in a
reduced dimension space and highlight their linear relations.
Also, components are uncorrelated and the total variance of
all the principal components is equal to the total variance in
the original variables.

Apart from reduction of data dimensions, PCA is also used
for simplification, data reduction, modeling, variable selection,
classification, prediction, and outlier detection. Many other
works such as in [96][97][98[][99] in network intrusion de-
tection relied on PCA, .

In this work we use the individuals projection method of
PCA (individual scatter plot). Indeed, as explained above, the
PCA creates new individuals, where each of these represents
a linear combination of the p parameters collected in the same
given instant. In other words, each line of the initial matrix
(21,22, ...,xp) Will be transformed into one individual that
represents the linear combination of the other p values. Thus,
if the set of data relative to the attack has different statistical
characteristics from the genuine data, it will create a separate
cluster when projected on the new PCA factors. However, if
this data is not easily characterizable, then, it will be mixed
with the other data of the network.

Figure fla presents the PCA’s individual scatter plot of
the experimentation that involves the static sybil scenario. In
this case, we note that the ellipse that surrounds the sybil
ghosts cluster is more concentrated around the origin O than
the ellipse of the genuine nodes cluster. We also note the
superposition of different sybil ghosts because of the replay of
the same data. Finally we observe that the sybil nodes are not
easily characterizable compared to genuine nodes. We recall
that this case describes a highway mobility scenario and if
the same attack were executed in an urban scenario where
numerous genuine vehicles can also be static for a defined
time, then the sybil ghosts will be less characterizable than in
the presented highway mobility scenario.

Figure [d]b and Figure f]c describe the PCA’s individual
scatter plots of the random and replayed experimentation
scenarios respectively. In both scenarios the sybil ghosts are
mixed with genuine nodes. We also note in the replayed
scenario that the ellipse that surrounds the sybil ghosts cluster
perfectly overlays the ellipse of the genuine nodes cluster .

For the three presented scenarios, we observe that the sybil
ghosts are completely mixed with the genuine vehicles and
cannot be detected which demonstrate the efficiency and how
realistic the given scenarios are.

Given the last characterization, we recommend that future
proposals evaluate their approaches for the different scenarios
that we propose in order to have a better idea about the
detection approach’s efficiency and not to evaluate it using
only the random scenario because it is the case with the
majority of existing works.

V. CONCLUSION AND FUTURE WORKS

Cooperative Intelligent Transportation Systems play a vital
role in our daily life. They improve traffic safety and our
driving experience. However, these benefits are subjected to
different security issues and attacks. In this work we con-
sidered sybil attacks which are considered among the most
dangerous ones. We provided a comprehensive survey on the
different sybil detection approaches that have been recently
proposed. We analyzed their compliance with the different
existing network and security standards adopted and deployed
by the C-ITS. We found that the majority of these proposals
are not compatible with the current C-ITS context and cannot
be deployed mainly due to: (1) their limits on scalability;
(2) the fact that they do not satisfy privacy and non-tracking
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requirements; (3) their incompatibility with current standards
especially regarding messages formats, security and PKI ar-
chitecture and (4) their limited evaluations as only a few use
case scenarios such as the use of single lane were tested, which
makes it hard to assess their efficacies in real systems. There
are other challenges that a sybil detection system must address.
Indeed, vehicles from different manufacturers or countries will
likely get their credentials from different PKIs. Therefore,
the identities of the nodes managed by a detection system
can be heterogeneous, which make the detection process
more complex. Another challenge is dealing with revoked
credentials. Indeed, the detection process must work closely
with the authentication process to achieve efficient and optimal
detection.

In this work, we provided a network model, an attacker
model that comprises three attack scenarios, a set of recom-
mendations and two datasets, urban and highway to help fur-
ther research. The statistical characterization provided demon-
strates the feasibility and efficiency of our attacker model.

This paper is the first step of our work which will propose a
fully distributed sybil detection approach that can address scal-
ability issues and seamlessly integrate with different security
standards of C-ITS environments.
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