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Security threats, countermeasures, and challenges of digital supply

chains

BADIS HAMMI∗, EPITA Engineering School, France

SHERALI ZEADALLY, University of Kentucky, USA

JAMEL NEBHEN, Prince Sattam bin Abdulaziz University, KSA

The rapid growth of Information Communication Technologies (ICT) has impacted many ields. In this context, the supply
chain has also quickly evolved toward the digital supply chain where digital and electronic technologies have been integrated
into every aspect of its end-to-end process. This evolution provides numerous beneits such as proit maximization, loss
reduction, and the optimization of supply chain lead times. However, the use of such technologies has also considerably
opened up various security threats and risks which have widened the attack surface on the entire end-to-end supply chain.
We present a holistic survey on supply chain security. We discuss the diferent security issues and attacks that target the
diferent supply chain technologies. Then, we discuss various countermeasures and security solutions proposed by academic
and industry researchers to mitigate the identiied threats. Finally, we provide some recommendations and best practices that
can be adopted to achieve a secure supply chain.

Additional Key Words and Phrases: Blockchain, CPS, Countermeasures, Cyberattacks, IIoT, issues, Supply chain cybersecurity

1 INTRODUCTION

Supply Chain (SC) is a global network which delivers raw materials, products, and services to end customers
through an engineered low of information, physical distribution, and money. Figure 1.a illustrates a very basic
supply chain with three entities: a supplier with one producer and one customer. Four basic lows connect these
entities together: (1) a low of physical materials and services (materials, components, supplies, services and
inished products), from the supplier to the end customer, (2) a low of cash, from the end customer to the raw
material supplier, (3) a low of information (invoices, sales literature, speciications, receipts, orders and rules
and regulations), back and forth along the chain, and (4) a reverse low of products returned (returns for repair,
replacements, recycling and disposals.

The Internet has revolutionized the lives of people and is now pervasive in almost all ields of life. In this context,
the supply chain is not an exception. Indeed, the Digital Supply Chain (DSC) is the result of the application of
information, digital, and electronic technologies to every aspect of the end-to-end supply chain. According to
Xue et al. [1], digital supply chain systems are inter-organizational systems that irms implement to digitize
the processes of transaction and collaboration with their supply chain partners (i.e., upstream suppliers and
downstream customers)2 [2]. These technologies are radically transforming supply chain structures in diferent
sectors, which result inmultiple beneits such as (1) proit maximization and loss minimization, (2) the optimization
of supply chain lead times, (3) the enabling of a demand-driven supply chain, (4) the reduction of markdowns
and stockouts, (5) improved collaboration among diferent stakeholders, (6) the connection of data sources and

1https://aims.education/study-online/what-is-supply-chain-management-deinition/
2In the rest of this paper, we use the terms Supply Chain and Digital Supply Chain interchangeably to refer to a Digital Supply Chain
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(a) (b)

Fig. 1. (a) Basic example of a supply chain 1; (b) Basic model for supply chain

outlets, (7) the utilization of Just-In-Time (JIT) techniques3, (8) the enabling of a holistic integration of supply
chain solutions, and (9) improved cash lows and cost management. However, DSC is vulnerable to a large set of
cyberattacks that can range from a simple information theft to complete stoppage of a factory’s activities. Indeed,
DSC is not a technology, but a collaboration of diferent technologies and techniques such as the Internet of
Things (IoT), cloud computing, networks and telecommunications, and many others. Thus, DSC is vulnerable to
the diferent cyber risks of the underlying technologies.

The discipline which addresses cybersecurity risks that are related to the extended supply chains and supply
ecosystems is known as Cyber Supply Chain Risk Management (C-SCRM) [4]. It represents an encompassing
function that comprises concepts such as third-party risk management and external dependency management [4].
According to Boyson et al. [5], C-SCRM is an overarching discipline which combines cybersecurity, enterprise
risk management and supply chain management into a new and powerful concept to provide strategic control
over the end-to-end processes of an organization and its extended partners. More precisely, C-SCRM is an
interdisciplinary topic that sits at the intersection of: security, cryptography, insurance, telecommunications,
computer science, e-commerce, information systems, risk analysis, supply chain management, and operations
management [6][7][8].

Research contributions of this work

Table 1 summarizes recently published surveys that have discussed DSC security. We note that the majority of
the existing surveys treats the subject from a managerial point of view ignoring the technical part that is of
great importance. Furthermore, to the best of our knowledge, all the existing works have considered the supply
chain as a single block. However, the supply chain is a set of diferent techniques and technologies that may
change according to the context. Several surveys [9][10] [11][12] have discussed diferent security issues and
countermeasures related to these techniques and technologies such as Industrial Internet of Things or SCADA
systems. However, they did not cover all the aspects of the end-to-end supply chain. Thus, there is a need for
a thorough, in-depth analysis that goes into all details of every part of the supply chain along with a global
consideration of the end-to-end process. Finally, there are two aspects of supply chain security, (1) the security

3JIT or Just-in-Time concept is a manufacturing worklow methodology which aims at reducing costs and low times within production
systems and the distribution of materials. It represents management under which the production is made as per the demand at that particular
moment. Therefore, there is no prior production for any anticipated demand which ensures limited wastage, high quality control, adherence
to schedules and a seamless continuous throughput [3].

ACM Comput. Surv.
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of the supply chain processes and infrastructures and (2) the security of the product throughout the supply
chain. Most recent studies and surveys have primarily considered only the security of the inal products as Table
1 shows. Therefore, there is a need for a study on the security of the supply chain processes, infrastructures,
technologies, and links along with their impact on the security of the product.

Survey Year

Focus on a
speciic type
of DSC?

Considers DSC as a whole
(✗) or analyzes all its links

(✓)?

Discusses security from
a technical or
managerial
perspective?

Analyzes security
solutions designed

for DSC? Limitations

Hintsa et al. [13] 2009 No ✗ Managerial No

- A short paper for the topic - only considers the
managerial point of view - Does not cover all the recent

works published in the past 12 years

Lu et al. [14] 2013 Yes ✗ Managerial No

- Focuses on the product and not on the SC - Focuses
only on ICT SC - Does not cover all the recent works

published in the past 8 years
Bartol et al. [15] 2014 No ✗ Managerial No - Only describes the existing standards for SC security

Boyson et al. [5] 2014 No ✗

Technical and
managerial Partially

- Does not cover all the recent works published in the
past 7 years

Lu et al. [16] 2017 No ✗ Managerial No
- Considers only the managerial point of view -

Presents only a qualitative study

Iddris et al. [2] 2018 No ✗ Managerial No
- Considers only the managerial point of view -

Presents only a qualitative study

Colicchia et al. [17] 2019 Yes ✗ Managerial No
- Considers only the managerial point of view -

Presents only a qualitative study

Boiko et al. [18] 2019 No ✗ Managerial No
- 6 pages long, does not cover the majority of security

issues

Juma et al. [19] 2019 Yes ✗ Technical Yes
- Focuses only on blockchain based solutions for SC -

Focuses only on trade SC

Ghadge et al. [20] 2019 No ✗ Managerial No
- Considers only the managerial point of view -

Presents only a qualitative study

Hassija et al. [21] 2020 No ✗

Technical and
managerial Yes - Focuses on the product and not on the SC

Gonczol et al. [22] 2020 No ✗ Technical Yes - Focuses only on blockchain based solutions for SC

Zhang et al. [23] 2020 No ✗ Technical Partially

- Focuses only on blockchain based solutions for SC -
Paper is short and does not discuss all relevant existing

security issues and solutions

Pandey et al. [24] 2020 No ✗

Technical and
managerial Partially

- Focuses more on the managerial point of view - Does
not analyze security solutions from academia or

industry
Our survey (this
work) 2021 No ✓

Technical and
managerial Yes

We explain below how this work addresses the above
weaknesses in these past surveys above

Table 1. Comparison of existing works on supply chain security

Our paper is carefully positioned to avoid overlap with existing surveys by covering areas not considered
previously and by considering the entire end-to-end supply chain process from a technical perspective as well as
focusing on every aspect of this process.
In this work, we have reviewed various sources of information to identify vulnerabilities, threats, and other

relevant security issues pertaining to supply chains. The sources used included many scholarly articles/papers,
surveys, books, and case studies all of which were published within the past 15 years. Moreover, given the lack of
technical details in this area, we included many technical reports provided by industry in order to provide an
in-depth and comprehensive survey that covers, to the best of our knowledge, almost all the works on supply
chain security issues as well as the most recent proposed solutions. We summarize the main contributions of this
work as follows:

• We present an overview of the supply chain and we analyze its related security threats and issues from two
perspectives: (1) at the level of each of the supply chain links, and (2) from a global end-to-end perspective.

• We discuss the security requirements and challenges associated with the supply chain.
• We analyze the diferent security approaches that have been applied to the supply chain.
• Finally, we outline some recommendations to mitigate the threats we have identiied.

ACM Comput. Surv.
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2 SUPPLY CHAIN SECURITY ISSUES

Cyber crime costs organizations $2.9 million every minute according to RiskIQ research4. According to [25] cyber-
crime will cost companies worldwide an estimated $10.5 trillion annually by 2025. In this context, supply chain
attacks are increasingly popular with attackers because they can access the information of larger organizations
or multiple organizations through a single, third-party vendor. According to Symantec [26] supply chain attacks
were up 78% in 2018. Also, according to [27], supply chain attacks rose by 42% in the irst quarter (Q1) of 2021 in
the United States (US), compared to the fourth quarter (Q4) of 2020.

This rise in the supply chain cyberattacks is due to the complexity of the digital supply chain. More precisely,
the digital supply chain does not comprise of a single technology but rather a set of technologies, techniques,
procedures, and policies that are combined to achieve the management of the supply chain. These technologies
include, but not limited to, the Internet of Things (IoT), the Industrial Internet of Things (IIoT), Industry 4.0, Cyber
Physical Systems (CPS), Supervisory Control And Data Acquisition (SCADA), Industrial Control Systems (ICS),
sensor networks, Operational Technology (OT), Information and Communication Technology (ICT), end to end
digital connectivity, cloud computing, robotics, machine learning, and so on. Such a wide range of technologies
increase the attack surface for the DSC cyberattacks because the DSC is vulnerable to security threats associated
with each of them.

For a better understanding of the DSC security issues, we propose the basic model of a supply chain shown in
Figure 1.b5. In the proposed model we show one actor per supply chain link. However, this does not prevent the
consideration of multiple actors (e.g., multiple suppliers, multiple distributors, and so on). Moreover, each link of
the supply chain can represent other nested supply chains or parts of it. For example, if we consider the supply
chain for the production of computers: at a irst level, the manufacturing link describes the computer assembly.
However, to reach this step, we need diferent electronic parts of the computer such as Central Processing Unit
(CPU), Random Access Memory (RAM), hard drive, and so on, and each of which follows a similar supply chain.
Indeed, if we take the example of the CPU, semi-conductors make up diferent parts of it. Thus, we need a supply
chain for CPU production. Semiconductors in turn are made of raw materials such as Silicon. Thus, we need
another nested supply chain. The model proposed in Figure 1.b can represent each of these nested supply chains.

(a) (b)

Fig. 2. (a) Proposed taxonomy for supply chains6. SC: Supply Chain; (b) Autonomous haulage system [28]

The impact, severity, and possibility of cyberattacks difer according to the targeted supply chain and the
targeted link in the latter. In other words, a Denial of Service (DoS) attack is possible against the last link of a

4https://www.fortinet.com/resources/cyberglossary/cybersecurity-statistics
5In the rest of this paper, we refer to each step of this model as a supply chain link.
6The SC for electronic goods include the ICT supply chain. According to [14], the ICT SC is the foundation of all SC today.

ACM Comput. Surv.
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software supply chain (the end user). However, it is not possible to realize against the last link (the inal client)
of a milk production supply chain. Similarly, a ransomware attack against a production factory has diferent
consequences from a data theft from one inal end user to the complete stoppage of the factory. Figure 2.a shows
our proposed taxonomy for supply chains. Thus, we consider four types of supply chains: (1) supply chain
for electronic goods (e.g., sensor production, Radio Frequency IDentiication (RFID) tag production, computer
production); (2) supply chain for non-electronic goods (e.g., food production, real estate); (3) supply chain for
software services (e.g., cloud computing services, smartphone applications); (4) supply chain for non-software
services (e.g., electricity provision, public administration services). We note that each of the presented types,
relies on multiple digital technologies such as IoT, Information Communication Technology (ICT), and so on.
Thus, all the supply chain types rely on the supply chain for electronic goods.

In the current strongly connected world, the majority of organizations depend on other organizations for
products and services. Nonetheless, while providing many beneits, globalization has resulted in a world where
organizations no longer fully control, and often do not have full visibility into the supply ecosystems of the
products that theymake or the services that they deliver. Therefore, organizations can no longer protect themselves
by simply securing their own infrastructures because their electronic perimeter is no longer meaningful [4].
Hudnurkar et al. [29] classiied supply chain risks into management processes’ risks, infrastructure’s risks, external
environment risks, human resources’ risks, and product characteristics’ risks. Singhal et al. [30] classiies supply
chain risks into operational risks, market risks, business risks, and product risks. In the same context, Shahbaz et
al. [31] classiied supply chain issues into process risks, demand risks, logistic risks, collaboration risks, inancial
risks, and environment risks. Finally, the European Union Agency for Cybersecurity (ENISA) [32] considers
supplier side risks and customer side risks. The aforementioned classiications consider supply chain issues from
an organizational and managerial perspective. In this work we propose a classiication of supply chain issues from
a technical perspective. As the supply chain issues are very broad, our classiication needs to be comprehensive
enough to consider and include all the existing security issues. Therefore, we classify the main supply chain
security problems into: (1) counterfeit products issues, (2) cyberattacks, and (3) insider threats. Each of these
classes may have several diferent issues.
Counterfeit products issues and insider threats have been extensively studied by other works [33][34][35].

Hence, in this work we only briely describe them and focus on the cyberattacks speciic to the end-to-end supply
chain and we propose a novel taxonomy of supply chain cyberattacks that considers all the links of the supply
chain.

2.1 Counterfeit products

As described earlier, a supply chain is a system of systems. The majority of these systems rely on Commercial
Of-The-Shelf (COTS) components, which brings numerous advantages such as the reduction of cost and time to
market. Moreover, the use of common components increases the interoperability between the diferent systems
and enhances the adoption of the diferent related standards, if compared to the use of its own proprietary
hardware and software [36]. However, the use of COTS in supply chain can lead to severe security issues. One of
the main issues is the use of counterfeit components/products. According to the Agreement on Trade-Related
Aspects of Intellectual Property Rights (TRIPS Agreement) the counterfeit trademark goods are those with
similar trademarks as the valid ones which makes it diicult to diferentiate them from the genuine products
[33]. Indeed, COTS components/devices that are supplied via an un-authorized channel, are not authentic, and
would fail a suiciently rigorous validation. Because of inancial gain motivations, counterfeiters buy counterfeit
components/devices and supply them as genuine products [36]. Therefore, their negative impacts on each of
the supply chain links are often an unintended consequence (e.g., system failure). However, attackers can also
use them as an entry point to their target. Indeed, by inserting counterfeit components (hardware or software)

ACM Comput. Surv.
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during system design and development and across the supply chain, adversaries can gain various advantages
such as system control for later remote exploitation or the deployment of malware that will degrade or alter the
system’s performance, either through presetting or event-triggering [37][38].

According to the European Organization for Economic Cooperation and Development (OECD) [34], the risk of
a consumer purchasing counterfeit goods in the United States or the EU is roughly one in 20 and it gets bigger
each year. Indeed, according to [39] the amount of total counterfeiting globally reached $1.2 Trillion in 2017 and
is expected to double in coming years. To put that in perspective, it represents almost 2% of everything sold
worldwide [34].

When counterfeit goods are unknowingly added to supply chains, parts, sub-assemblies and products can be
compromised which endanger future systems and consumers that use them. The counterfeit problem concerns
all the supply chains and industries. However, the consequences or impact can vary according to the use case.
Indeed, using counterfeit components in aerospace, pharmaceutical or defense sectors can lead to more disastrous
consequences than the use of counterfeit products in watches or game consoles. For example, in Panama in 2006,
because a pharmaceutical supply chain was not properly controlled, the use of a counterfeit component of a
medicine caused the death of more than 78 persons [40].
In this paper, because all the digital supply chains depend on digital technologies, and therefore mainly rely

on the supply chain for electronic devices as Figure 2.a shows, we focus on counterfeit problem for COTS
and electronic devices. Moreover, the scope of this problem is much broader with regard to inner electronic
components (e.g., semiconductors, integrated circuits and so on). Next, we discuss some examples.
The US Department of Justice (DoJ) closed a counterfeiting operation of producing, importing, and selling

counterfeit Cisco computer networking equipments consisting mainly of routers, switches, network cards, and
secure communication devices [41]. These routers power government and companies’ networks all over the
world [5]. Therefore, if these equipments contain backdoors or are vulnerable to security issues, all the traic
that go through them can be easily accessed.
Similarly, in 2005 X-bit labs reported that forged hard disk drives similar to Maxtor Corps MaXline II HDDs

were being sold on the Japanese market [42].
In January 2005, Advanced Micro Devices (AMD), working in cooperation with Taiwanese authorities, seized a

total of 60,000 counterfeit AMD microprocessors worth $9.46 million during a raid on an electronics company in
Tainan [42]. The latter were intended to be sold and implemented in computers.

All domains can be a victim of some counterfeit parts in the large supply chain process, including the rigorous
military sector, which can lead to more disastrous consequences. For example, a U.S. naval submarine base in
Connecticut, used more than 33 counterfeit semiconductors in repair works that was intended for active-duty
nuclear submarines. These counterfeit circuits were used for radio transmissions, alarm panel, submarines’
secondary propulsion systems and many other repair works [43][5]. The consequences of the failure of such
components could be disastrous.

In October 2006, the Government-Industry Data Exchange Program (GIDEP) issued an alert about a counterfeit
silicon-controlled rectiier of General Electric (GE) that caused a high failure rate on the Lockheed Martin Missiles
and Fire Control [44].
In 2010, VisionTech Components, a Florida-based company, sold 60,000 counterfeit integrated circuits from

Asia that went into U.S. Department of Defense (DoD) missile programs, U.S. Department of Homeland Security
(DHS) radiation detectors, and U.S. Department of Transportation (DoT) high-speed trains [45]. Failures of the
Information Technology (IT) systems that deploy these components in such sectors could lead to catastrophic
consequences.

ACM Comput. Surv.
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Fig. 3. Taxonomy of cyberatacks for supply chain links (XSS: Cross Site Scripting; CSRF: Cross Site Request Forgery)

2.2 Cyberatacks

As we have explained above, the supply chain comprises diferent technologies and it is therefore vulnerable to
cyberattacks that target these underlying technologies. Numerous studies such as [46][47][48][49][10][50][11]
[51][52][53][54][55] discussed these cyberattacks when considered separately by technology (e.g., attacks on
Industry 4.0 or attacks on SCADA systems). However, in this work we propose a diferent taxonomy (as Figure 3
shows) and describe the attacks from a supply chain perspective in order to highlight their impact on each of
the DSC links of the model proposed in Figure 1.b. Indeed, because of these attacks, the entire supply chain of
the targeted organization (materials and inal products, supply chain links, used tools and so on) is at risk. A
cyberattack on any of the supply chain’s links can easily produce important damages of diferent types (monetary,
asset, capacity and so on) to the targeted organization [28].

2.2.1 Distributed Denial of Service: A Distributed Denial of Service (DDoS) is an attack where an overwhelming
number of packets are sent from multiple attack sites to a victim’s site. These packets arrive in such a high
number that some key resource at the victim (bandwidth, bufers, CPU) quickly becomes exhausted [56][57].
Thus, a DoS/DDoS attack is characterized by the explicit attempt of the attacker to prevent the legitimate use
of a service. There are two methods to conduct a DoS/DDoS attack: (1) by exploiting a protocol law and (2) by
looding the target. DDoS and especially looding attacks are among the most dangerous cyberattacks [57][58]
and their popularity is due to their high efectiveness against any type of service because they do not require
identiication and exploitation of protocols’ or services’ laws, but only need to lood the target with requests.

In the context of supply chain, two scenarios are possible: (1) the devices that are part of the supply chain can
be compromised and be part of a botnet that launches DDoS attacks against targets over the Internet. In this case,
the botnet machines (machines of the supply chain) cannot use all their performance capacities to execute their
tasks especially for the constrained devices. Moreover, being recognized as the source of attacks can damage the
reputation of the company. (2) A service of the supply chain can receive a DDoS attack. The consequences of this
case scenario are more disastrous than the irst. Indeed, if a service or a step of the supply chain receives a DDoS
attack that causes its outage, it will have a domino efect on all the subsequent supply chain steps, which will
disrupt the end-to-end supply chain.

Next, we describe the impact of DDoS attacks on the diferent supply chain links.

ACM Comput. Surv.
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Impact on the mining link: Modern mining companies do more than digging the ground to extract
metals and minerals after rocks excavation and processing. The modern mining corporation is a complex
multinational company that supervises strongly coordinated production tasks running on multiple locations,
that are geographically and geopolitically diferent, all while replying to the supply and demand needs of a
market-driven global economy [28]. The mining profession is perilous. Indeed, since the beginning of the mining
profession, thousands of accidents such as mine explosions, poisonous gas leaks, structural collapse inside
mines, earthquakes, looding and many others occurred. Fortunately, today, with technological advances, the
automation of dangerous tasks have improved safety in the mining sector. Thus, a cyberattack that targets a
mine’s infrastructure and automated tasks and devices threatens the safety and lives of the working personnel
[28]. More precisely, mining7 equipments rely on a Mining Communications System (MCS) which is a network
of devices that receive, collect, or transmit data. The MCS comprise three types of components: (1) transmitters
which represent the information source, (2) a network which represent the communication pathway, and (3) the
data receivers [28][59]. Numerous mining systems such as autonomous haulage systems, autonomous grinding
mills, ball mill drives, mine hoists, dragline excavators, crushers, shovels, bucket wheel and many others rely on
these communication technologies (Figure 2.b). Consequently, a denial of service that causes an outage of these
systems can be carried out through a direct IT network attack or through a cyberattack that targets the electricity
outage. Indeed, a regular and stable electricity supply is vital to the mining sector today. However, electricity
is not the sole resource needed. Production mining operations use four major resources to operate: electricity,
diesel, water, and compressed air [28]. Thus, an attack against any of these major utilities could cause major
disruptions in mining activities thereby afecting the rest of the supply chain, resulting in huge inancial losses.
Critical infrastructures such as electrical grid management centers or oil and gas production infrastructures

are also part of the mining link and face the same denial of service issues described earlier.
Impact on the supplier link: Suppliers are vital to manufacturers and therefore to the entire supply chain.

Indeed, each manufacturer needs diferent products from numerous suppliers. Generally, the suppliers are small
companies with limited resources. Therefore, they are way less protected against cyberattacks than the large
major corporations. Numerous studies [60][4] agree that the small suppliers represent the weakest link in the
supply chain. Thus, if the goal of an attacker is to target an important company via a DDoS attack in order to
cause an outage in its production, it can launch the attack by targeting one or more of its suppliers that are less
protected. The problem is the same for software supply chains. Indeed, numerous service and software providers
use the services of subcontractors. Generally, the subcontractors do not apply the same stringent security policies
than their employers, which increases the risk of security breaches.

Impact on the manufacturer link: The manufacturer link is the phase where the products are created, and
it is the most important phase. Therefore, a DDoS attack on the manufacturer, completely paralyses the entire
supply chain. Unfortunately, DDoS is a recurrent issue for ICS, IIoT and SCADA [49][10][61][62][63][64].

Indeed, the number of computation components integrated into industrial control systems, production systems,
and factories is continuously increasing and currently, millions of embedded devices are used in safety and
security critical applications in such environments. In theory, such devices must communicate over closed
industrial communication networks. However, many of them are increasingly being connected to the Internet
[61] which makes them suitable targets for network attacks and thus to DDoS attacks. Figure 4.a depicts a Cyber-
physical Production System (CPPS) architecture [61]. The networking layer deines how the diferent components
communicate in order to achieve manufacturing tasks and is composed of multiple sublayers according to the
context and technology (e.g., IIoT, SCADA) [65][66][67]. For example, Figure 4.b shows the network stack for
IIoT [65]. The latter implements multiple protocols such as Internet Protocol (IP), Transmission Control Protocol

7Mining overlaps with the more complex oil and gas industry. However, from the supply chain perspective, they are part of the same link.
Therefore, in this paper, when we discuss mines and mining we also refer to the oil and gas production infrastructures.
7The SC for electronic goods include the ICT supply chain. According to [14], the ICT SC is the foundation of all SC today.
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(a) (b)

Fig. 4. (a) Cyberphysical Production System (CPPS) architecture; (b) Network stack for IIoT.

(TCP), User Datagram Protocol (UDP), Message Queuing Telemetry Transport (MQTT), Constrained Application
Protocol (CoAP), Open Platform Communications Uniied Architecture (OPC UA), Data Distribution Service
(DDS) and many others. All these protocols increase the DDoS attack vector on the underlying infrastructures
either through looding or protocol laws as we stated above.

Impact on the distribution link: In a supply chain, the distribution task is provided by one or more companies.
These companies are organizations that have their own employees, infrastructures, policies, and so on. Like any
other organization, a distribution company relies on some computing/networking infrastructure. The latter could
be the target of any possible DDoS attack. As a result, the distribution activity could stop which can lead to a
shortage for the vendor side although the manufacturers are providing products.

Software and network services are often provided through the Internet. Therefore, their distribution is ensured
by network infrastructures connected to the Internet. A DDoS attack against these infrastructures or some of their
components such as the routers or some critical servers (e.g., Domain Name System (DNS) servers) can disrupt or
stop the ofered services. According to the F5 Security Incident Response Team (F5 SIRT) [68] the most common
attack for service providers is DDoS, at 77% of reported incidents in 2019. For example, the Internet Service
Provider (ISP) Cool Ideas has been the target of a DDoS attack in 2019 that has severely degraded performance on
its network, even causing an hours-long outage8. In the same context, in 2019, the ISP Atomic Access was also the
target of two large-scale DDoS attacks in two months.
Even worse, the distribution network services can be disturbed as a side efect of a huge DDoS attack. More

precisely, large-scale DDoS attacks use routers and network services of legitimate ISPs and Autonomous Systems
(AS) which directly afect their users. These DDoS attacks can saturate the network used and cause signiicant
outages of legitimate services’ distribution over these infrastructures like it was the case for the attack against
Spamhaus [69] or the Dyn Mirai DDoS attack that slowed down the Internet across the world910. Finally, some
services such as DNS or Network Time Protocol (NTP) can be involved in ampliication/relection of DDoS
attacks, which also leads to the exhaustion of network bandwidth used for the distribution of legitimate services
and their disruption.

Impact on the vendor link: Online services are currently a fact of life and pertinent to nearly all aspects of
our daily lives and the covid 19 pandemic has merely accentuated this fact. Online services are target to diferent
kinds of cyberattacks. But, the DDoS attacks are among the most common attacks as conirmed continuously by

8https://mybroadband.co.za/news/internet/320911-ddos-attacks-can-wipe-south-african-isps-of-the-internet.html
9https://krypsys.com/news/ddos-attack-on-spamhaus-biggest-network-security-attack-in-history-slows-down-internet-access-across-the
10https://www.theguardian.com/technology/2016/oct/26/ddos-attack-dyn-mirai-botnet
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the numerous quarterly and annual reports issued by security companies such as Kaspersky, Netscout, Cloudlare
and Akamai. In this context, supply chain vendors such as e-commerce companies or service providers are among
the irst choice targets for attackers. For example, in 2020 we witnessed the largest DDoS attack in history which
targeted Amazon with 2.3 Tbps [70]. Another massive attack that took place in 2020 targeted Neustar with 1.17
Tbps [70]. Also according to koddos11, DDoS attacks on e-commerce rose by more than 400% in Europe during
the pandemic. Worldwide, compared to the irst quarter in 2019, DDoS attacks rose by over 278% in the irst
quarter 2020. However, the increase between the third quarter 2019 and the irst quarter in 2020 skyrocketed
to 542% according to Nexusguard [71]. During the covid 19 pandemic, as consumers and workers became more
dependent on online services to meet their various obligations, we witnessed a sharp increase in DDoS attacks.
Netscout Threat Intelligence saw 4.83 million DDoS attacks in the irst half of 2020. This is roughly 26,000 attacks
a day or 18 attacks per minute [72]. Bulletproof [73] stated that a DoS or DDoS attack could cost up to $120,000
for a small company or more than $2 million for a large enterprise. According to [74], the total cost of DDoS
attacks in the United Kingdom alone was around $1.3 billion in 2019. According to Netscout [75] a DDoS victim
company loses $218,339 on average in the United States, which amounts to an excess of $10 billion lost in the
United States annually. These numbers do not vary a lot according to the numerous other DDoS surveys/studies
[76][77][70][78][79]. Moreover, all these studies, surveys and technical reports agree that the majority of online
vendors have already experienced multiple DDoS attacks and continue to sufer from them, which makes DDoS
attacks one of the major cyberattacks on the vendor link of a supply chain.

Cloud Service Providers (CSP) and vendors are also main targets to a great variety of DDoS attacks as Masdari

et al. [80] has highlighted. Indeed, cloud computing services are used by most IT services consumers (companies
or simple end users). Cloud statistics show increased adoption rates but also growing security concerns [81]. For
example, according to [82] 35.14% of all attacks on cloud were DDoS attacks in 2015, which makes DDoS one of
the top nine threats to cloud computing according to [74]. This is because the attack surface on the cloud is very
wide. In fact, in addition to the network layer, transport layer, and application layer DDoS attacks, numerous
other attacks are possible on the cloud components as [80] discussed.

DDoS attacks are cyberwarfare tools. Since the supply chain vendors directly interact with end-users, a DDoS
attack that targets some key vendors can lead to disastrous consequences such as what occurred in Estonia in
2007, on Georgia in 2008 and on Kyrgyzstan in 2009 [83][84][85]. For example, in Estonia, online services of
key vendors such as banks, media outlets, and government bodies were taken down by a DDoS attack using
unprecedented levels of Internet traic. The result, for Estonians citizens, was that cash machines and online
banking services were sporadically out of service; government employees were unable to communicate with each
other, and newspapers and broadcasters suddenly found they could not deliver the news. All these disruptions
led the country into an unprecedented crisis [86].
Impact on the consumer link: DDoS attacks on the consumers have less serious efects on the supply

chain process than the attacks on other links because they do not stop the whole chain. However, in some
cases, it could have disastrous consequences on the end users. For example, if we consider the smart homes
use case, numerous DoS/DDoS scenarios are possible on the home devices to prevent them from performing
their tasks such as sensing, monitoring or processing. A DoS attack that targets a motion sensor has a diferent
consequence from a DoS attack that targets a smart fridge leading to food waste, which in turn has diferent
consequences from a DoS/DDoS attack that targets a healthcare system, that can have disastrous consequences
on the patient’s life [87]. In some cases, the DoS/DDoS attack can paralyze the whole smart home system. Such
cases include: (1) a DoS/DDoS on the Command and Control (C&C) unit (in the case of a centralized smart
home architecture), (2) a DoS/DDoS attack that targets the Internet router access will afect all services (such
as cloud-based applications) that rely on the Internet, and (3) a DoS/DDoS attack that targets the grid’s smart

11https://blog.koddos.net/ddos-attacks-on-e-commerce-in-europe-rose-by-400-during-the-pandemic/statstat
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meter will disrupt the electricity supply to the house which in turn disables all the services provided by the
majority of devices. There are numerous other case scenarios in addition to smart homes where DDoS attacks
can impact consumers. For example, Collaborative Intelligent transportation systems (C-ITS) [88][89], Wireless
Sensor Networks (WSN) [90] and many others.
Software also represents an attack vector against consumers. Indeed, software defects are often measured

in terms of the number of laws per one thousand lines of code [36]. These vulnerabilities in the software are
inadvertently incorporated into products during design or implementation. They are also called unintended taint
and represent vulnerabilities that can be exploited by hackers to realize numerous attacks, and DoS attacks are
one of them. Open source software represents a steal for hackers because they have the source code and they can
ind vulnerabilities which can be used to execute DoS attacks as it was the case for the ping of death attack, the
land attack, Shellshock and many others. Indeed, according to Sonatype, supply chain attacks on open-source
software surged by 430% over the last year [91].

2.2.2 Malware. Malware is an important threat against supply chain security according to [26]. Malware types
such as ransomware and viruses can have disastrous consequences. The best example is how Wannacry crippled
the world wide economy by spreading into key infrastructures of more than 150 countries and causing economic
losses that could reach up to $4 billion according to [92]. Ransomware threats will continue to increase in the
future. Indeed, according to the security research irm Cybersecurity Ventures [93], a business falls victim to a
ransomware attack every 11 seconds and global annual ransomware damage costs reach $20 billion.
Impact on the mining link:Malware developers are showing increasing interests in supply chain. In this

context, the mining link is not an exception, but quite the contrary. Indeed, numerous types of malware targeted
mines and energy infrastructures. Their goals vary from espionage (spyware and backdoors) to sabotage (viruses
and worms). For example, BlackEnergy, originally created only for industrial espionage, has been reused to
inlict physical damage on industrial important infrastructures. BlackEnergy and another Advanced Persistent
Threat (APT) namely, Sandworm, were identiied as the potential cause of disruption at two power generation
installations in Ukraine in December 2015 [94], making hundreds of thousands of Ukrainian homes temporarily
in the dark in the irst conirmed cyberattack against an electric grid [95]. Moreover, BlackEnergy and KillDisk

were identiied in comparable cyberattacks attempts that targeted a mining corporation and a large railway
operator also in Ukraine [96]. Which demonstrates that BlackEnergy has evolved from being a malware that
attacks only facilities in the energy sector to be a threat against the facilities in other ields (e.g., mining) [28].
The mining industry is often targeted through its own infrastructure and therefore through its supply chain.

Indeed, SCADA, MCS and ICS systems are often the entry points for attackers. The best example is Stuxnet which
is the irst publicly known worm to target industrial control systems. More precisely, it was designed to attack
industrial Programmable Logic Controllers (PLC), which allows for automation of processes in machinery and
speciically aimed at those developed by Siemens. Over ifteen Iranian facilities were attacked and iniltrated by
the Stuxnet worm [97]. It also included a zero-day vulnerability to spread via Universal Serial Bus (USB) sticks, a
Windows rootkit to hide its binary components, and it signed its iles with certiicates stolen from other unrelated
third-party companies [98]. Stuxnet mainly targeted the uranium enrichment infrastructure in Iran. It targeted
the uranium centrifuges causing their destruction [99]. It is currently estimated that the Stuxnet worm destroyed
984 uranium enriching centrifuges constituted a 30% decrease in enrichment eiciency [97][100].

Duqu is another worm related to Stuxnet. According to Symantec [101], the worm is nearly identical to Stuxnet,
but with a completely diferent purpose, that is to capture information such as keystrokes and system information
[102]. The exiltrated data may be used to enable a future Stuxnet-like attack [103].
In 2014, researchers [104][36] identiied an attack campaign that targeted energy sector institutions through

the dissemination of a malware called Havex via various supply chain channels. Hackers infected the website of a
law company specialized in the energy sector, which allowed the dissemination of the malware to numerous
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site visitors, mainly several energy companies. The attackers also embedded Havex into software updates that
were managed by a supply chain vendor, leading its clients to install Havex directly on ICS systems. Which
permitted the attackers the grant of important access to various energy operators’ Information Technology
(IT) and Operational Technology (OT) environments, with payloads that can allow the full exploitation of such
infrastructures with high privileges. Moreover, this type of malware can be easily modiied to cause havoc such
as data destruction or denial of service [36].

In the same context, in August 2017, a malware dubbed Triton attacked petrochemical facilities in what is the
irst-ever example of malware targeting the safety instrumented system designed to prevent a disaster at an
industrial facility [105]. This caused the plants to shut down for more than a week [106]. It is worth noting that
in 2012 the wiper malware Shamoon was used in attacks that performed data wiping tasks. Other variants such
as Shamoon 2 and Shamoon 3 appeared in 2016 and 201812 [107].

Impact on the supplier link: As described earlier, suppliers are generally smaller/mid-sized businesses and
represent the weakest link in the supply chain when big companies are targeted. According to [108], there is a
higher probability for small businesses to be targeted by cyberattacks compared to big companies. For example,
over 50% of all breaches in 2020 concerned small companies, which represent nearly 100% rise from 2019, when
small businesses were the target 28% of the time. To illustrate this point, we cite the example of the aeronautical
equipment manufacturer Asco. In 2019, the latter was paralyzed by a cyberattack that forced the company to put a
thousand of its employees on technical unemployment, out of a total of 1,500 in what was considered as the third
incident of this type recorded in the aeronautical sector since the beginning of the year. Asco manufactures high
precision components for airplanes such as the mechanism allowing the retraction and extension of wing laps
for example, it supplies Airbus, Boeing, Bombardier and Lockheed Martin. During this attack, several sites were
afected by a ransomware; in the United States, Canada, Germany and Belgium, the shutdown of the Zaventem
plant caused enormous delays in the whole production supply chain13. According to an investigation of Agence
France-Presse (AFP), Airbus has always been the target of several cyberattacks perpetrated through subcontractors
and suppliers of the manufacturer, mainly for espionage purposes14. According to the same investigation, other
cyberattacks have targeted the French technology consultancy group Expleo (formerly known as Assystem), the
British engine manufacturer Rolls-Royce, and two other Airbus suppliers. The attack on Expleo was discovered at
the end of 2018, but the infection was much older. Very sophisticated, it targeted the Virtual Private Network
(VPN) that connected the company to Airbus. Successfully penetrating a VPN theoretically opens the doors to
all parts of the network. The other attacks followed a similar pattern: attacking the supplier, then entering the
aeronautics giant, taking advantage of the subcontractor’s access to the Airbus system. According to AFP, the irst
of the infections was detected at the British subsidiary of Assystem and at Rolls Royce, allowing further attacks at
Assystem France and Airbus to come to light.
Impact on the manufacturer link: Industrial control systems are highly distributed information systems

used to control and monitor critical infrastructures such as plants and facilities. The main architectural design
characteristics of ICS are real time response, high availability, and reliability. To achieve these goals, several
protocols [109] have been designed (described in Section 2.2.1). With increasing connectivity to the Internet
for various reasons, ICS adopted Internet based technologies and most of communication protocols have been
redesigned to work over IP [51]. This openness increases the attack surface of ICS components as well as
communication protocols with a higher risk than attacks on traditional IT systems [51], especially that most of
the world’s critical ICS infrastructures still use legacy technologies that are vulnerable to simple cyberattacks
[110]. In this context, a key issue is that ICS and, especially SCADA communication protocols (e.g., Modbus,

12https://attack.mitre.org/software/S0140/
13https://www.lesechos.fr/industrie-services/air-defense/aeronautique-un-sous-traitant-dairbus-et-boeing-paralyse-par-une-cyberattaque-
1029704
14https://www.frenchweb.fr/comment-des-hackers-attaquent-airbus-en-passant-par-ses-sous-traitants/377231
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Process Field Bus (Proibus) and Distributed Network Protocol 3 (DNP3)) are diferent from their ICT counterparts;
this is largely due to the fact that they were designed at a time when industrial control systems were completely
isolated from public networks and ICT-based intrusion scenarios were considered to be very unlikely [111].

In recent years, cyberattacks targeting ICS belonging to diferent critical infrastructures have been identiied
and malware attacks are among top threats and security issues for such infrastructures [112][10][110][50].
Furthermore, numerous IoT-based devices are integrated into these ICS infrastructures for efective communication
and modernization purposes, which increases the malware attack surface [110][50].

There are various types of malware such as Stuxnet , Havex, BlackEnergy3, Industroyer andWannacry described
earlier that have been used to launch attacks against ICS systems. In the same context, Fovino et al. [111] presented
a Modbus worm that exploits the lack of authentication and integrity vulnerabilities in the Modbus protocol. The
worm performs two attacks: DoS, by identifying sensors or actuators and sending them DoS-inducing messages,
and command injection, by sending unauthorized commands to the sensors or actuators.
ICSs are the target of diferent types of malware; virus, worm, spyware, and so on. However, in recent years,

we have witnessed an increasing trend related to ransomware attacks [113]. According to Mehrfeld et al. [113]
malware and ransomware can afect ICS in diferent ways: (1) it infects only the system’s upper layers (e.g.,
Human Machine Interface (HMI), application layer. and so on). Thus, data and systems relevant for production
are still available. However, impairments in IT systems such as invoicing and the processing of orders, production
orders, production planning or warehousing are afected. If problems persist, it can also afect production because
no new orders or planning can be received. Moreover, often production systems have to be shut down to protect
them from infection. (2) the complete ICS is afected by the ransomware at all the layers. Hence, the interruption
of the production process will be necessary for the removal of the ransomware and the restoring of the system.
Depending on the production environment, certiications or other documentation must be updated and validated
before ramping up the production. This is the case for sensitive and critical industries such as pharmaceutical,
nuclear or military [113]. One such example is the Locker Goga ransomware attack on the Norwegian company
Norsk Hydro in March 2019 [114][115]. To prevent further spread of the ransomware, all central services were shut
down and employees were not allowed to start their oice workstations [113]. In particular, the use of automated
processes was no longer possible and the employees had to switch to manual mode and paper processes again. The
most severe and for the longest time damage hit the Building Systems division, responsible for the manufacturing
of customer-speciic products15. In the same context, a massive ransomware attack (with a ransomware dubbed
Petrwrap) paralyzed the French industry giant Saint Gobain. In both of these attacks the inancial losses were
very high.

Impact on the distribution link: Malware can seriously afect the supply chain’s distribution link and past
malware attacks against distributors demonstrate this. For example, the distribution giant FedEx was hit by
Wannacry16 and by NotPetya17 which heavily afected its delivery capacity, costing the company losses reaching
$670 million18. NotPetya has also hit the Copenhagen-based shipping giant A.P. Moller-Maersk, which moves
about one-ifth of the world’s freight. Operations at Maersk terminals in four diferent countries were impacted,
causing delays and disruption that lasted weeks which caused losses which amounted to $ 300 million.
The distribution link in the energy sector is also heavily sufering from malware. Indeed, whether it is a grid

power distribution network or a gas/oil pipeline, they are targets of malwares and cyberattacks. In this context,
in May 2021 a ransomware19 shut one of the USA’s largest oil pipelines, the 8850 Km Colonial Pipeline, which
carries 100 million gallons a day of reined fuels between Houston, Texas, and New York Harbor, or 45 percent of

15https://www.bleepingcomputer.com/news/security/lockergoga-ransomware-sends-norsk-hydro-into-manual-mode/
16https://www.wate.com/news/national-world/fedex-hit-by-wannacry-ransomware/
17https://www.securityweek.com/fedex-may-have-permanently-lost-data-encrypted-notpetya
18https://www.wsj.com/articles/one-year-after-notpetya-companies-still-wrestle-with-inancial-impacts-1530095906
19https://www.energyclimatecounsel.com/2021/05/13/colonial-pipeline-cyberattack-highlights-vulnerability-of-nations-energy-sector/
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all fuel needed on the USA’s East Coast, leading the nation’s Federal Motor Carrier Safety Administration to
issue a regional emergency declaration permitting the transport of fuel by road20.

The network infrastructure used for the distribution of software and network services is also prone to malware
attacks that can have numerous consequences such as passive traic eavesdropping for espionage, tampering with
the ofered services or causing damages on network components. In this context, there are numerous malware
attacks against routers. SYNful Knock allows a stealthy modiication of the router’s irmware image that can be
used to execute various functional modules and maintain persistence within a victim’s network while gaining total
access through the use of a backdoor password. Those modules are enabled via the HyperText Transfer Protocol
(HTTP) protocol using Transmission Control Packets (TCP) packets sent to the interface of the router [116]. This
particular process consists of a three-way handshake to be initiated and then completed. A uniquely crafted TCP
SYN packet is sent to the targeted device, then the malware responds with a TCP SYN-ACK acknowledgement
message of its own, which is answered by a third message to complete the counterfeit three-way handshake
process21 [116]. Once in, attackers can monitor both outgoing and incoming traic, as well as load additional
malicious modules. As the infection is done at the irmware level, resetting or powering down the router does
not remove the threat. The only solution is to re-image the hardware with the original Internetwork Operating
System (IOS)22.
Another example is VPNFilter which is considered as one of the most notorious router malwares [117]. It

has infected more than half a million routers and network-attached storage drives in more than 50 countries
since 2016. This virus exploited known system vulnerabilities to install malware on afected devices and even
steal users’ sensitive information (e.g., passwords and credit card details). The malware is persistent even after a
system reboot, making it diicult to eradicate [118].
Impact on the vendor and consumer links: The vendors and consumers are frequently the irst target of

malware attacks especially those that use automated propagation mechanisms. Knowing that vendor infrastruc-
tures as well as consumer systems are mostly managed by humans, it makes them more vulnerable to such attacks.
However, their impact on the supply chain is very diferent. Indeed, attacking a vendor direct consequences on
the supply chain because it represents a very important link. However, even if the impact of malware attacks on
consumers is not disastrous for the supply chain continuity, it has severe consequences and losses on consumers.

According to [108], 86% of cyberattacks are inancially motivated. Malwares do not deviate from this trend and
ransomware are by far the most used in such attacks. Indeed, 304 million ransomware attacks occurred in 2020
representing a 62% increase compared to 2019 according to [119]. This number rose by 11% at the mid-year of
2022 compared to 2021 [120]. According to [121] the combined cost of 2022’s ransomware incidents will reach
$20 billion. Indeed, malware attacks and more speciically ransomware attacks are often present in the news. IT
businesses/enterprises and all other sectors are often victims of such attacks. Some of the latest attacks include:
a ransomware attack in 2020 on New Orleans cost the city around $7 million23. All servers were taken oline
due to the attack, except the servers of the essential services. In May 2019 the servers of the city of Baltimore
were largely compromised by the ransomware variant called Robinhood. This dangerous attack caused inancial
damage of up to $18.2 million. In February 2020, a ransomware infection cost the Danish corporation ISS around
$50 million of damages [122].
In the case of most malware attacks, there are some of them that stand out the most. Emotet is one of these

examples which is considered by the US Department of Justice as one of the top cyber threats in the world
which caused hundreds of millions of losses worldwide[123]. Emotet is a variant of the online banking trojan
Cridex (also known as Bugat or Feodo). Emotet actually consists of a series of several malware programs that

20https://www.theregister.com/2021/05/10/colonial_pipeline_ransomware/?td=keepreading-top
21https://sensorstechforum.com/200-cisco-routers-infected-with-synful-knock-malware/
22https://esj.com/articles/2015/09/18/cisco-router-malware.aspx
23https://www.comparitech.com/vpn/cybersecurity-cyber-crime-statistics-facts-trends/
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together cause diferent damages. More precisely, it has a modular structure. An infection initially installs a
core component of the malicious program, which could then reload modules for various malicious functions
or other malware programs such as Trickbot or the ransomware Ryuk. This included modules for attacks on
online banking, spying on access data from e-mail clients and web browsers, reading out Outlook address books,
sending spam and carrying out DDoS attacks. The banking module now (like some other banking Trojan families)
used the so-called web injects [124]. During online banking, they dynamically insert additional input ields in the
user’s web browser to query Transaction Authentication Numbers (TANs) in order to carry out transfers in the
background. They also suppressed security warnings from the bank.

Another security issue which is a major concern of consumers is the mobile application malware attack. Over
24,000 malicious mobile apps are blocked daily [125], a volume that guarantees at least a few malicious apps
are getting through. According to [77][126] more than 45,000 malicious apps were identiied in 2020 with 23%
available on GooglePlay. In 2020, Kaspersky mobile products and technologies [127] detected 5,683,694 malicious
installation packages, 156,710 new mobile banking Trojans, 20,708 new mobile ransomware Trojans. For example,
recently in 2020/2021, a new trend of tracking COVID-19 cases began using mobile apps which have opened up
opportunities for cybercriminals to launch cyberattacks. One such application was infected with a ransomware
called CovidLock; once the user installs the application, CovidLock encrypts key data on its android device. It
denies all access to the victim until he/she pays the requested ransom24. Indeed, people rely heavily on their
mobile phones and many other IoT devices for daily tasks. However, the latter are known to be vulnerable systems
to cyberattacks, which increase the impact of cyberattacks on the consumer link .
Another domain where attacks on the vendor and consumer links could be disastrous is electronic health

(e-health). The latter relies heavily on IoT, Wireless Area Body Networks (WBANs) and cloud services, which
provide a large attack surface. Unfortunately, malware attacks often target e-health systems. A recent report
[128] predicts that cyberattacks will cost the health sector $347 billion between 2019 and 2023. According to [129]
healthcare cyberattacks doubled in 2020, with 28% tied to ransomware. In the same context, French hospitals have
been the target by 192 cyberattacks in 2020 (versus 54 in 2019) mainly DDoS and ransomware attacks (mainly
Ryuk and Egregor). Among these cyberattacks, 27 of them have completely paralyzed health services. Attacks
on e-health represent 11% of cyberattacks recorded in France in 2020. A similar trend was noted at the start
of 2021 because according to the minister of digital transition, there is at least one per week since the start of
2021. Another example occurred in 2019 when the U.S. was hit by an unprecedented number of ransomware
attacks. The attacks impacted no less than 966 government agencies, educational establishments and healthcare
providers. The costs of the attacks amount to more than $7.5 billion [130]. The afected organizations included
113 state and municipal governments and agencies, 764 healthcare providers, and 89 universities, colleges, and
school districts. Regarding hospitals and health infrastructures, the problems caused by the attacks were not
limited to the inancial loss but they also caused disruptions that threatened peoples’ health, safety and lives.
Emergency patients had to be redirected to other hospitals. The attacks also caused the inaccessibility to medical
records, and, in some cases, their permanent loss. They also caused the cancellation of surgical procedures, the
postponing of medical tests, the cessation of admissions, and the interruption of 911 services. Dispatch centers
had to rely on printed maps and paper logs to keep track of emergency responders in the ield. Police services lost
the access to background check. Therefore, they were not able to obtain details about criminal histories or active
warrants. The attacks also caused the deactivation of surveillance systems, the deactivation of badge scanners
and building access systems, and the deactivation of remote control of jail doors. Schools could not access data
about students’ medications or allergies. There are many other disruptions and efects that have been observed
which are common to almost all ransomware attacks such as websites going oline. The inaccessibility of online
payment portals. The cessation of email and phone systems. The delay of payments to vendors. The closing of

24https://www.domaintools.com/resources/blog/covidlock-mobile-coronavirus-tracking-app-coughs-up-ransomware
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schools. The stoppage of property transactions. The loss of students’ grades. The incapacity of issuance of utility
bills. The delays by months of grants to nonproits. The non renewal or issuance of driver’s licenses. And the
extension of tax payment deadlines.

2.2.3 Default/hardcoded credentials . Hardcoded credentials represent one of the main security issues in diferent
systems like IIoT, IoT and ICS [36][10][131] which can lead to security issues at the diferent links of the supply
chain. As the CTO of VMware, Ray O’Farrell attested before Congress, "a hardcoded password efectively means

you have no password."25

Hardcoded passwords fall into a vulnerability class known as unintended taint26.Woods et al. [36] consider
the majority of ICS systems as "insecure by design" mainly because of the unintended taint problem. In fact,
organisations often need the remote management of their systems. Manufacturers realize it through hardcoded
credentials which ensure an easy access to the system, without a complex procedure, especially in the case
of an emergency. Unfortunately, what can facilitate the tasks for operators, can be misused to cause harm if
used by attackers or unskilled users. In order to ensure access control, the used credentials must remain secret.
Paradoxically, they must be provided to a large number of legitimate users, and even worse, they are often
published in operating manuals.

If we look at the consumer link or the devices that are used in the other supply chain links, when consumers
buy IoT devices, they are often set up with hardcoded credentials, generally in the form of a username and a
password. These credentials are often available on the vendor’s website and are frequently easily guessable, which
facilitate unauthorized access to them via diferent cyberattacks such as data identity theft, social engineering,
access to IoT cshell service (reverse shell), insecure web services and more [131]. It also allows malware such
as Mirai [132] to compromise IoT devices and exploit them for data exiltration or to execute various attacks
such as bufer overlows, Structured Query Language (SQL) injection, Remote Code Execution (RCE), remote
code injection, Distributed Denial of Service (DDoS), and so on [133]. Indeed, by leveraging IoT devices, hackers
built a large botnet using Mirai malware in 2016. The Mirai botnet has been used in some of the largest and
most disruptive DDoS attacks against numerous actors of the supply chain vendor link. More precisely, the Mirai

botnet targeted the servers of Dyn, a company that controls much of the Internet’s DNS infrastructure. It was hit
on October 21�� , 2016 and was looded by 1.7 Tbps of traic [134][135][136][137], and remained under sustained
attack for most of the day, bringing down sites such as Twitter, the Guardian, The New York Times, Netlix, HBO,

Spotify, Reddit, PlayStation Network, GitHub, CNN and many others in Europe and the US. Mirai employed a
dictionary attack that uses a dictionary of only 62 possible username/password pairs that are common to IoT
devices. The high success of Mirai is due to the default and hard coded passwords which are often easily guessable
ones. For example, the password management company SplashData evaluated more than ive million passwords
leaked on the Internet during the previous years and compiled the top 100 worst passwords for 2018. Surprisingly,
for the ifth straight year, the top spots (#1 and #2) in the annual worst-of-the-worst list remain unchanged:
ł123456ž and łpasswordž respectively [138][139].

2.2.4 Scanning atack. Each cyberattack requires diferent phases. One of the most important phases is the
identiication of the potential victims which is achieved through scanning. Unfortunately, it is easy for the hackers
to ind vulnerable devices and services, especially ICS and IoT devices using existing scanning tools such as Zmap

or Censys, and other online tools such as Thingful which serve for data collection from connected machines and
IoT devices. However, Shodan is considered to be the best because of its intuitive web interface and easy to use
Application Programming Interface (API) [140][141].

25Cybersecurity of the Internet of Things, Subcommittee on Information Technology Hearing, October 3, 2017, (testimony of Ray O’Farrell)
https://oversight.house.gov/legislation/hearings/subcommittee-on-the-information-technology-hearing-cybersecurity-of-the
26Authentic components which have been previously validated but have some software laws or vulnerabilities that are unintentionally
inserted into them (the designer can be aware or unaware of them) [36].
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Shodan [142] is one of the most popular search engines available today, designed to crawl the Internet and
to index discovered services [141]. Thus, it includes information about systems and devices connected to the
Internet. By using diferent types and categories of search queries, users can extract information about those
systems/devices. In many cases, users of those systems may not be aware of the amount of information that
is publicly exposed about their systems. These systems are usually installed according to the manufacturers’
installation manuals, and in many cases, users may keep default settings designed by manufacturers [143][142].
For example, researchers from Bitdefender used Shodan to detect more than 100,000 Internet-connected security
cameras that contain a security vulnerability which allows them to be accessed via the open web and used
for surveillance, roped into a malicious botnet, or even exploited to hijack other devices on the same network
[144][145]. Two cameras manufactured by Shenzhen Neo Electronics, China, were found to permit attacks without
even logging into the system to gain unauthorized access [144]. ICS systems that are increasingly connected to the
Internet are facing the same challenge. For example, Huq et al. [28] conducted searches through Shodan to identify
Human-Machine Interfaces (HMI) used to control ICS systems that are exposed to the Internet and are vulnerable
to compromise. They got access to diferent HMIs such as those which control carbon dioxide (CO2) sensors,
water pumps, milling machines, water treatment facility, conveyor belts and many other. Shodan represents a
publicly available search engine and any user can use it to obtain information about exposed ICS systems and get
access to them. Therefore, a malicious user can without a diiculty misuse the obtained information and access
to attack the vulnerable systems.

2.2.5 Sotware supply chain atacks. Supply chain links rely on diferent systems in order to execute diferent
tasks. These systems contain thousands of software components, supplied by various provisioners, each with a
diferent degree of integrity and safety. The defect rate of a software is quantiied according to the number of
taints per one thousand lines of code [36]. Systems have generally tens of millions of code lines. Therefore, they
represent thousands of possible vulnerabilities.

Software vulnerabilities that are unawarely embedded into products during their design or implementation are
named unintended taints. Such vulnerabilities are continually discovered, made public, and remediated using
patches. However, some systems are not updated/patched quickly or not patched at all. In both cases, they are
highly vulnerable. According to Executive Order 1380027, known but unmitigated vulnerabilities are among the
highest cybersecurity risks. One of the well-known incidents related to such security issues is the Heartbleed
vulnerability [146][147] CVE-2014-0160 which was a security vulnerability in the OpenSSL cryptography library
that allowed attackers to get access to conidential data such as unencrypted exchanges between Transport
Layer Security (TLS) parties, authentication secrets like session credentials, private keys, cookies, and so on,
which would enable attackers to decrypt communications of compromised parties. After an attacker has gained
authentication credentials, the attacker can impersonate the victim, and that even after a security patch of
Heartbleed is applied. In other words, the attacker can impersonate the victim as long as the victim’s credentials
are still valid (e.g., before credentials changing or the revocation of the private key). When the Heartbleed Secure
Socket Layer (SSL)/TLS vulnerability was announced more than 80,000 SSL certiicates were revoked in the week
following the publication [148][149]. The unintended taint was embedded into the OpenSSL library in 2012 and
was publicly revealed in April 2014. However, system administrators are known to be generally slow in patching
their systems. For example, in May 20�ℎ 2014, 1.5% of the 800,000 most popular websites that use TLS were still
vulnerable to Heartbleed28. In January 23�� 2017, according to Shodan29, nearly 199,594 devices connected to
the Internet were still vulnerable. Another vulnerability of the same caliber is Shellshock CVE-2014-6271 which
is a security vulnerability in the Unix Bash shell that enables an attacker to cause Bash to execute arbitrary

27https://www.cisa.gov/executive-order-strengthening-cybersecurity-federal-networks-and-critical-infrastructure
28https://www.theregister.com/2014/05/20/heartbleed_still_prevalent/
29https://www.shodan.io/report/DCPO7BkV
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commands and gain unauthorized access to Internet-facing services (e.g., web servers) that use Bash to process
requests [150]. Following few days of the Shellshock publication, various related vulnerabilities were discovered30

(CVE-2014-6277, CVE-2014-6278, CVE-2014-7169, CVE-2014-7186 and CVE-2014-7187 ). Following few hours of initial
disclosure of Shellshock, adversaries exploited it to create botnets to perform DDoS attacks and vulnerability
scanning3132. Also, in the few days after the initial disclosure, there have been millions of scans and cyberattacks
related to Shellshock 33.
Another type of taint is the malicious taint, which occurs when authentic components which have been

previously validated have some functionality intentionally inserted into them by some adversary which afects
their safety, reliability, and security [36]. The best example to highlight the danger behind malicious taint is
the Solarwinds supply chain attack [151][152][153]. In the Solarwinds attack, hackers gained access through
trojanized updates to SolarWinds’ Orion computer monitoring and management software. Basically, a software
update was exploited to install Sunburst malware in Orion, which was then installed by almost 18,000 customers.
Once installed, the malware provided hackers with a backdoor to SolarWinds customers’ systems and networks.
This attack illustrates a good example of software supply chain vulnerabilities and consequences, because instead
of directly attacking the federal government or a private organization’s network, hackers target a third-party
vendor, which provides them with software. In this case, the target was the computer management software
Orion, supplied by the Texas company SolarWinds. More than 33,000 companies are said to use Orion. SolarWinds

says 18,000 of its customers have been afected, including 425 companies of the Fortune 50034. The very irst
attack would have targeted FireEye systems. FireEye is a company that assists in the security management of
several large private companies and federal government agencies.

2.3 Insider threat

According to the Cybersecurity and Infrastructure Security Agency (CISA) [154] insider threat is the potential
for an insider35 to use his/her authorized access or understanding of an organization to cause harm to that
organization. This harm can be malicious or unintentional acts that negatively afect the integrity, conidentiality,
and availability of the resources (e.g., data, personnel) of the organization [155].

According to a recent report [35], the number of cybersecurity incidents caused by insiders increased by 47%
since 2018. The average annual cost of insider threats has also skyrocketed in only two years, rising 31% to $11.45
million. Also, according to the European Union Agency for Cybersecurity (ENISA) [156], 88% of organizations
admit insider threats to be a source of preoccupation. Therefore, a security problem caused by an insider could
have repercussions on all the supply chain links, especially when insider attacks are considered as a serious
challenge for organizations [157]. For example, a former software engineer for Amazon Web Services (AWS) took
advantage of a misconigured web application irewall and accessed more than 100 million customers’ accounts
and credit card records36 [156]. In this case, it is worth noting that a security threat occurred at the vendor link
which afected both the vendor and the consumer links. Another example is what happened to Tesla37, where an
insider used his insider access to make direct code changes to the Tesla Manufacturing Operating System under
false usernames and exporting large amounts of highly sensitive Tesla data to unknown third parties.

30https://www.itnews.com.au/news/further-laws-render-shellshock-patch-inefective-396256
31https://www.itnews.com.au/news/irst-shellshock-botnet-attacks-akamai-us-dod-networks-396197
32https://www.wired.com/2014/09/hackers-already-using-shellshock-bug-create-botnets-ddos-attacks/
33https://bits.blogs.nytimes.com/2014/09/26/companies-rush-to-ix-shellshock-software-bug-as-hackers-launch-thousands-of-attacks/
34https://fortune.com/fortune500/
35An insider is any person who has or had authorized access to or knowledge of an organization’s resources such as personnel, networks,
systems, and so on.
36https://securityboulevard.com/2019/09/famous-insider-threat-cases-insider-threat-awareness-month/
37https://www.tesla.com/
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2.4 Discussion

It is undeniable that cyberattacks represent a real danger on supply chain and they are a real threat to the latter.
According to [157] in 2020 86% of organizations sufered from a successful cyberattack.

A supply chain can be attacked via its diferent links. The impact of an attack varies depending on the targeted
link. However, because of the strong interconnectedness of all the links in the supply chain, the attacks can have
serious consequences on the continuity of the latter. There is an exception for the consumer link. That is, an
attack against this link will not disturb the continuity of the other supply chain links because it represents the
last link. However, it could have disastrous consequences according to the environment and to the context.
There are numerous reasons behind launching attacks on the supply chain. Some of the supply chain links

such as the mining link or the manufacturing link are both a geopolitical target as well as an economic target.
The motivations for attacking them and the supply chain in general, therefore go beyond any direct inancial
gain alone. We summarize the main motivations as: (1) cyber espionage for competitive advantage through the
acquisition of the latest technical expertise, knowledge and intelligence. (2) Financial gain which includes the
classic data theft like Personally Identiiable Information (PII), credentials, and inancial data. (3) Cyber/economic
war, where cyberattacks are perpetrated with the aim to weaken the economy of a nation. (4) Hacktivism, because
of the perception of mines, transportation companies, and manufacturers as environmental polluters.

Malware and DDoS are the top security threats to the supply chain because of their consequences that severely
disrupt the latter. Moreover, the number of such attacks is continuously increasing. For example, according to
AV-Test38, there is a total of 1,24161 billion of malware types detected in 2021 before its end compared with
1,13924 billion of malware types detected in 2020. In 2019, 93.6% of malware types detected were polymorphic
(having the capacity of changing their code to bypass detection) [158]. In recent years, there is a clear trend of
ransomware attacks because they are the source of direct inancial gain to the attackers. According to [157], in
2021 around 69% of organizations were compromised by ransomware.
As we have mentioned previously, one of the major security issues is the default and hardcoded conigura-

tion/credentials that are not modiied by users after the devices have been deployed or simply cannot be modiied
because they are hardcoded. This can open the door to multiple kinds of attacks. The most virulent one remains
the malware infection. As we have discussed before, numerous malware programs such asMirai, Bashlite,Mukashi

and many others rely on default and hard coded credentials to get access to devices [131].
Many technical infrastructures often rely on the same software (operating systems, libraries, platforms and so

on), hardware (computing chips, sensors and so on), irmware components, and other common components. More
precisely, we can ind lot of common components deployed in diferent oil facilities, mining companies or other
manufacturing industries. This enables unintended taint that impacts one infrastructure (manufacturer/operator)
to afect others.
Alrawi et al. [159] conclude that there are three main attack vectors in relation to IoT devices which are also

similar for ICS systems: vulnerable services, weak authentication, and default conigurations. Unfortunately, it
is fairly easy to ind vulnerable devices and services using tools such as Shodan, Thingful or others which ind
devices and services at all the supply chain links with weak security controls. Shodan can be used for vulnerability
and penetration testing assessments alongside with Google Hacking Database (GHDB)39 [160][141].
As Figure 3 shows, numerous attacks such as message forging, substitution or replay attack, sybil attack,

spooing attack, eavesdropping andmany others, can be launched on the supply chain. However, social engineering
attacks are among the most used ones. Social engineering techniques can provide access when targets are diicult
to breach through technical means. They attempt to gain the trust of a gatekeeper with appropriate access or
other useful information before manipulating him/her in order to get access to it or leave with it [161]. Social

38https://www.av-test.org/en/statistics/malware/
39https://www.exploit-db.com/google-hacking-database
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engineering can be achieved over the phone (vishing), in person (impersonation), over short messages (smishing)
or through a combination of them. However, the most common form is the phishing (and spear phishing) that is
executed electronically through the Internet. Indeed, in 2020 phishing was the top crime type reported to the
Internet Crime Complaint Center (IC3). The number of complaints has increased by more than 100% compared to
2019 [162]. This trend represents a real danger for the supply chain because these phishing attacks are mainly
used for cyber espionage, to disseminate malware and for inancial data theft. According to [163], inancial
institutions are currently the irst targets of phishing attacks. Indeed, according to [164], phishing is ranked irst
out of the top 10 biggest threats to organizations. Furthermore, phishing is the second most common attack
used in data breaches, after denial-of-service following a hack [108]. According to Verizon, in the U.S. 30% of the
victims open the phishing emails received. Among the victims, 12% click on the infected links or attachments,
which demonstrates the danger that such attacks represent[77].

3 SECURITY REQUIREMENTS AND CHALLENGES

NIST SP 800-161 [165] considers integrity, security, resilience and quality as the four goals and challenges to
consider for the cyber supply chain systems. Bryant et al. [166] considers safety, reliability, availability, resilience
and security as the key objectives that a cyber supply chain system must attain, while,Windelberg et al. [166]
focuses on security, safety, reliability, and quality.
We believe that the supply chain ecosystem must fulill several security requirements and it faces multiple

challenges in order to ensure its sustainability and resiliency. These challenges and requirements are diferent
according to the supply chain domain and products related to it. For example, a military product requires
conidentiality of information among other requirements whereas a milk supply chain requires transparency for
all transactions. However, there are some requirements that are common and mandatory to all the use cases (that
we discuss in this section). Figure 5 depicts a detailed taxonomy of the security requirements and challenges of
cyber supply chain systems.
Integrity: Integrity is a crucial requirement that must be ensured at each link and be part of the supply

chain. In the supply chain context we deine three types of integrity: (1) Data integrity: implies maintaining the
consistency and trustworthiness of data (storage data, transactions’ data or network messages) over its entire life
cycle. Therefore, it can be modiied only by authorized users. (2) Software integrity: implies the guarantee to use
consistent and trustworthy software. Indeed, tampering with software code can cause the system’s disruption
and have severe consequences such as system crashes. (3) Physical integrity of devices: ensures that the physical
material (e.g., sensors, machines) was not tampered with. The lack of integrity of materials can lead to disastrous
consequences that can range from adding surveillance/espionage devices to existing material to sabotage that
causes accidents.

Availability:Availability implies that resources and services must be accessible to legitimate users and services
on demand. Hence, a system must be resilient against attacks that target such a service. There are diferent ways
to ensure availability according to the context. These include redundancy, distribution, and decentralization.
Gartner40 deines availability as the assurance that an organization’s IT infrastructure has suitable recoverability
and protection from system failures, natural disasters or malicious attacks. Therefore, recovery is an important
aspect of the availability.
Reliability: System reliability is the combination of hardware and software reliability [167]. Hardware

reliability is deined as the ability of a hardware to correctly execute a required function under certain conditions
in a speciied operational environment for some speciic period of time [168][167] while software reliability is
deined as the ability of a software to produces accurate and consistent results that are repeatable, under low,
normal, and peak loads, in a speciied operational environment [169][167]. Errors and unintended faults that are
internal to a system create reliability problems. This diferentiates reliability from robustness, where for the latter

40https://www.gartner.com/en/information-technology/glossary/availability
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Fig. 5. Taxonomy of security challenges and goals for supply chain links

the causes are external to the system [170]. Generally, reliability means sound continuous performance whereas
integrity is associated with sound condition [170].
Integrity, availability, and reliability are essential features and are often interdependent. Integrity problems

impact negatively the reliability and availability and vice versa [166].
Authentication/mutual authentication: Authentication is the mechanism of proving an identity. Mutual

authentication requires both communicating parties to authenticate each other. This requirement is necessary to
protect the supply chain system at all the links’ levels, against spooing the roles of entities, against the data theft
and many other security attacks and issues.

Identiication: Identiication is a major requirement in the supply chain ecosystem. In contrast to identiication,
anonymity ensures that any entity can make use of the system all while remaining anonymous to all system’s
entities. In the supply chain context, identiication has two components: (1) the identiication inter-link: this
represents the identiication within a supply chain link such as the mining or manufacturing link. Diferent
techniques and technologies can be used according to the use case scenario, e.g., Industrial Internet of Things
(IIoT), cloud computing, and so on. (2) the identiication intra-link: this identiies the transactions, services, and
users between the diferent links of the supply chain. For example, the manufacturer must be able to identify all
transactions from its suppliers.

Authenticity: Ensuring authenticity means relying on genuine and not counterfeit hardware or software. As
we have described earlier, products, processes, and information can be counterfeit. If a non authentic (counterfeit)
component or a component which integrity is compromised (prone to tampering) is used or installed, it may
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cause security and safety failures [166]. Examples of counterfeit products include (1) the presentation of cloned
items as being from the original manufacturer, (2) the selling of used or recycled components as new, or (3) the
production of unauthorized copies of software. Counterfeit processes can comprise diferent steps like design,
production, and testing [166]. Forging documentation is also considered as a production of counterfeit [171].

Interoperability/ traceability and data sharing: Interoperability is considered among the biggest challenges
for supply chain. As for the identiication, we deine two types of interoperability;
(I) interoperability inter-link concerns the diferent technologies, processes, and procedures used within the
diferent links of the supply chain. For example, the mining link (e.g., a mine) relies on a mining communications
system which can be composed of diferent technologies such as autonomous haulage devices, seismic sensors,
and so on. A manufacturer (manufacture link) that uses an IIoT system also relies on a network composed
of heterogeneous technologies and devices. Generally, these systems cannot fully cooperate and understand
each other because of two main reasons: (1) technical non-interoperability of respective protocols. There exist
some solutions to address this issue. For example, there are numerous products that ensure a communication
gateway between the diferent networking protocols41. However, relying on a gateway could add communication
delays, which can have consequences on real-time systems. Moreover, these technical problems do not only
concern networking technologies but many others such as software and services. (2) Industrial/commercial
competition in order to be the leader in some area, leading the products’ developers to intentionally encourage
non-interoperability between their devices and competitive products from other vendors.
(II) interoperability intra-links which concern the diferent processes and procedures that are used between the
diferent links of a supply chain. One of the best examples is the traceability (and data sharing) of products.
Currently, it is very hard for a link’s user (e.g., a manufacturer) to verify the origin of all the products that the
other link user (e.g., supplier) provides. This is not limited to products or data origin, but to everything related to
the supply chain such as transactions, industrial information, and others. This is even more true if we consider
the end consumer who has no choice but to believe the vendor. The main reason lies in the absence of a global
tool/service that allows such traceability and data sharing because of the interoperability of the diferent supply
chain actors. Currently, blockchain technology ofers the means to provide such a service. The traceability can be
coupled with the conidentiality for sensitive data and access to the latter can be provided through authentication
and authorization services.

4 COUNTERMEASURES AND RECOMMENDATIONS

4.1 Governments’ countermeasures

Recent globalization trends along with the strong dependence on ICT systems, according to president Obama, the
cyber infrastructure is gradually treated as a "strategic national asset", and the security issue of this infrastructure
is turning into a łnational security priorityž [172][173]. Indeed, numerous governments are expressing worry
about the threat to the supply chain that relates to a nation’s cyber infrastructure. For example, in 2012, more
than 50 nations deined and published cyber strategies to deine what security means to their future national and
economic security initiatives [174].
Unfortunately, government strategies focus more on the ICT supply chain (especially for governmental

and military agencies) to the detriment of the other areas. The supply chains that ensure the production and
distribution of information and communications services and products encompass a highly dynamic and widely
distributed collections of people, processes, and technologies. The latter comprise various components (software
and hardware). Thus, it is diicult to know if a part of this chain (e.g., process, a hardware or one of its components,
a software or a part of it) was maliciously manipulated or modiied, because the curent veriication methods are
not able to reply satisfactorily to this problem [175].

41https://www.silabs.com/products/development-tools/wireless/mesh-networking/z-wave/z-ip-gateway
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In the US, the Comprehensive National Cybersecurity Initiative (CNCI) #11 [176] focuses on developing a
multi-pronged approach for global supply chain risk management of national security systems. National Institute
of Standards and Technology (NIST) initiated in 2008 a program for Cyber Supply Chain Risk Management
(C-SCRM) to develop key practices and recommendations for non-national security systems. Since then, NIST
kept a steady research and publication efort on industry best practices for C-SCRM e.g., the Draft NISTIR 8276
[4] NIST SP 800-53 [177] NIST SP 800-161 [165] and NISTIR 7622 [178]. Consistent with these best practices, the
National Defense Authorization Act authorizes the Secretary of Defense or the Secretaries of the Army, Navy,
and Air Force to exclude vendors or their products if they pose an unacceptable supply chain risk [179][175].
While the US and Europe focus on excluding products and vendors that represent important threats, other

countries such as China, India and Russia rely upon policies promoting "indigenous innovation" to reduce cyber
supply chain risk, even if they state similar concerns. The indigenous innovation encourages the national and local
development, sourcing42, and manufacturing of ICT, equipments, and services [175][180][181]. For example, China
has launched an aggressive indigenous innovation program. The latter prioritize the investment in local research
and development and includes all sectors of the ICT ield (chips, hardware and software) [175][181]. Furthermore,
the use of an indigenous product catalog is required for its government tender. Finally, China deined a security
scheme called Multi-Level Protection Scheme (MLPS) for most information systems. The MLPS describes a set
of rules such as: the research, development and manufacturing of products, must receive investments or be
controlled by Chinese citizens, legal persons or the state, and have independent legal representation in China.
The designed technology and the product’s key parts must have independent Chinese or indigenous intellectual
property rights [175][181]. Moreover, a certiication authority called China Information Security Certiication
Center (ISCCC) has been set up in order to certify products [181][182]. Russia also implemented a certiication
policy that concentrate on non-disclosed functions and processes [183], but focuses more on addressing concerns
about backdoors and other functions that might not be disclosed to users. Russia also created a National Software
Platform to help reduce dependence on foreign products and, arguably, to support domestic innovation [175].

The indigenous innovation strategy has some beneits especially considering the worldwide various competi-
tions at diferent levels: economically, politically and militarily, where each country tries as much as possible
to rely on goods and services that may not be maliciously manipulated by an adversary. However, it cannot
be adopted by the majority of countries because of various types of resource constraints. Moreover, because of
globalization, most organizations no longer have a full control -and generally do not have full visibility into-
the supply chain ecosystems of the goods or services that it provides and ensures [4]. Finally, the indigenous
innovation strategy is a double edged sword, because it limits trade, compromise foreign investment, and abstain
the local industry from the advantages of foreign technological innovations [175].
4.2 Security solutions

Table 2 summarizes and compares the diferent security solutions for the C-SCRM.
4.2.1 Threat models and frameworks for supply chain security. Yeboah-Ofori et al. [185] modeled and analyzed
cyber supply chain threats and attacks identiied by supply chain actors. They considered concepts such as
goal, actor, attack, and threat actor relevant to the supply chain, threat model, and requirements domain, and
modeled the attack using the Standardizing Cyber Threat Intelligence Information with the Structured Threat
Information eXpression (STIX) threat model [208]. Finally, to determine the propagation of the attack and its
cascading efects, they used a method of discrete probability to calculate the conditional probabilities. However,
they only proposed a threat model and did not provide a detection/protection method that meets the needed
requirements that Table 2 shows. Al Sabbagh et al. [184] proposed a threat-modeling framework speciic to the
software supply chain. This framework appears to provide a holistic approach in identifying software supply
chain security problems. However, it focuses more on the security problems caused by the poor coordination

42Searching for a supplier that would help the company’s objectives in terms of cost, quality and deadlines.
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Approach Year Security goal
Protection of the product
or protection of the SC
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Threat models and
frameworks for sup-
ply chainsecurity

Al Sabbagh et al. [184] 2015 ✓ ✓ ✗ ✗ / ✗ ✗ ✗ ✓

Supply chain and
product

Yeboah-Ofori et al. [185] 2019 ✗ ✗ ✗ ✗ ✗ ✗ ✗ ✗ ✗

Supply chain and
product

Wu et al. [186] 2019 / / / ✓ ✗ ✗ ✓ / / Supply chain

Security solutions
for software supply
chain

SAFECode [187] 2010 ✓ ✓ / ✗ ✗ ✗ / / ✓ Product

Alberts et al. [188] 2011 ✗ ✗ ✗ ✗ ✗ ✗ ✗ ✗ ✓

Supply chain and
Product

Microsoft [189] 2012 ✓ ✓ ✗ / / ✗ ✗ ✗ ✓

Supply chain and
product

Security solutions
for product supply
chain

Bhargava et al. [190] 2013 ✗ ✗ ✗ ✗ ✗ ✗ ✗ / / Supply chain
Huang et al. [191] 2015 ✗ ✓ / ✓ ✗ ✗ ✗ ✗ / Product
Sk Subidh et al. [192] 2016 ✓ ✓ ✗ ✗ ✗ ✗ ✗ ✗ ✓ Product
Skudlarek et al. [193] 2016 ✓ ✓ / ✗ ✗ ✗ ✓ ✗ ✓ Product
Zhang et al. [194] 2018 ✓ / / / ✗ ✗ ✗ ✗ ✓ Product
Esfahani et al. [195] 2019 ✓ ✓ ✗ ✗ ✗ ✗ ✗ ✗ / Supply chain

Blockchain based so-
lutions for supply
chain

Bocek et al. [196] 2017 / / / ✓ / ✓ ✓ ✓ / Product
Wu et al. [197] 2017 ✓ ✓ / / ✓ ✓ ✓ ✓ / Supply chain
Bellavista et al. [198] 2017 ✓ ✓ / ✓ / ✗ ✓ ✓ / Supply chain

Xu et al. [199] 2018 / ✓ ✓ ✓ / / / / /
Supply chain and

products
Mediledger [200] 2018 ✓ / / ✓ ✗ / ✓ ✓ ✓ Product
TradeLens [201] 2018 ✓ / / ✓ ✗ / ✓ ✓ ✓ Product
Figorilli et al. [202] 2018 ✓ / / ✓ ✗ / ✓ ✓ ✓ Product
Toyoda et al. [203] 2018 ✓ / / ✓ ✗ / ✓ ✓ ✓ Product
Caro et al. [204] 2018 ✓ / / ✓ ✗ / ✓ ✓ ✓ Product
Waltonchain [205] 2018 ✓ ✓ ✓ ✓ ✓ / ✓ ✓ ✓ Product
Walmart [206] 2019 ✓ / / ✓ ✗ / ✓ ✓ ✓ Product
Malik et al. [207] 2019 ✓ / / / ✓ ✓ ✓ ✓ / Product

Table 2. Comparison of the major existing works that provide security solutions for supply chain (✓: Yes; ✗: No; /: Unknown)

between suppliers and customers and unaligned security measures taken at diferent levels in diferent systems
than common security concerns of software supply chain systems aspects [184]. Moreover, the authors only
rely on a qualitative study (through interviews) while a more rigorous technical approach (e.g., with technical
data) is very important in such area. Wu et al. [186] proposed the idea of Supply Chain of Things (SCoT) to bind
the diferent components (layers/entities) related to the supply chain, such it is the case for IoT. The approach
proposed by Wu et al. ’s work [186] is supposed to have an important impact on diferent ields like intelligent
decision making, end-to-end traceability, and smart transportation.
4.2.2 Security solutions for sotware supply chain. Microsoft proposes a framework that incorporates best practices
of software integrity risk-management into (1) the process of software product development, and (2) the operations
of online services [189]. The framework is expected to enhance the security and trustworthiness of software
among the diferent involved parties (people, processes, and technologies) that make up a modern ICT supply
chain. It follows six phases: planning, discovery, assessment, development, validation, and implementation.
However, this approach can only be applied to a software supply chain.
Alberts et al. [188][209] describe the Carnegie Mellon Software Engineering Institute (SEI) risk assessment

approach for software supply chain. The approach relies on few factors, called drivers, that has a strong inluence
on the eventual output or result. The experimentations realized on to validate the approach show that the
establishment of a comprehensive proile of systemic risks to mission success requires around 15-25 drivers. Each
driver is represented as a yes-no question, where an answer of yes means that the driver is in its success state. In
other words, it contributes as a minimal risk to the software SC mission. An answer of no means that the driver
is in its failure state. That is, it represents a severe degree of risk to the software SC mission [188].
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In the same context, SAFECode [187] builds sound assurance practices within each phase of the software
development, which can have an important contribution in the reduction of the risks related to the supply chain.
It does not design a framework or an approach like the one proposed earlier in this section. But, it provides a set
of best practices, veriications and controls, mainly integrity controls at (1) the software sourcing phase; (2) the
software development and testing phase; and (3) the software delivery and sustainment phase.

4.2.3 Security solutions for product supply chain. Bhargava et al. [190] proposed an approach for end-to-end
security auditing of business processes that comprise supply chains. The approach enables tracking the information
lows of shared data and detecting compromised business processes of partners and it addresses information
leakage and unauthorized data disclosure in supply chains. However, this work lacks numerous technical details
that explain how these objectives can be fulilled. Huang et al. [191] proposed a clone detecting approach called
Double-Track Detection (DTD). Since reading RFID tags generates events, the proposed approach relies on storing
a veriication sequence value � in a tag memory; after a reader detects the tag, this veriication sequence value �
is updated to � + 1, and a local database stores the related tag event data (updated �). The initial �-value should
be randomized. In cases when an attacker modiies the value of � , the scheme can still detect clones because it
may cause duplicated �-values. However, the approach does not rely on any cryptographic security solution
such as the digital signature. Therefore, if an attacker forges a new � it cannot be detected. Sk Subidh et al. [192]
addressed security in the supply chain of Digital Microluidic Biochips (DMFBs). The main goal of the proposal
was the prevention of attackers from the exploitation of the vulnerabilities related to the supply chain and then
the modiication of DMFBs’ proprietary protocols. Alike tampering can lead to disastrous consequences on
biotechnology innovation, healthcare, and laboratory analysis. However, they did not design a structured security
approach. They only discussed the impact of existing techniques such as digital signature and code obfuscation
on supply chain security. Skudlarek et al. [193] proposed the deployment of unique chip IDs as a mean to ensure
the authentication, tracking, provision, and analysis of all the products during the whole lifecycle of the chip
and for all the supply chain’s related parties. A key feature of the platform is the use of a Physically Unclonable
Function (PUF) to provide each chip with its own unique ID and a unique key to protect data in transit to the
chip. However, the approach mainly relies on PUF which are known to not being always scalable solutions
especially for a supply chain [210][211][212]. Indeed, using PUF requires a registration phase. Before a new entity
is registered, a trusted party gathers the unique Challenge-Response Data (CRD) from the entity’s PUF. Then,
the trusted party stores it in a database along with the ID of the entity itself. Zhang et al. [194][213] proposed
a solution to protect the ownership of both intellectual property and integrated circuit owners’ designers. In
this solution, a dynamically obfuscated wrapper for split test along with a secure split test methodology aim at
preventing intellectual property overusing43 at multiple abstraction levels and enable integrated circuit designers
to fully control the production, test, and authentication processes. Esfahani et al. [195] proposed a Transport Layer
Security (TLS)-based authentication mechanism which is resistant against Man In The Middle (MITM) attacks
in web applications that use the TLS protocol to secure Hypertext Transfer Protocol (HTTP) communications.
Speciically, the proposed mechanism prevents the attacker from impersonating the legitimate server to the user
(i.e., client) thereby comprising user’s sensitive information. The TLS-based authentication mechanism is based
on the Server Invariance with Strong Client Authentication (SISCA) mechanism [214] and relies on channel
ID-based authentication and server invariance. However, this solution is designed for the manufacturer link and
not for the whole supply chain. Moreover, it only is efective against one attack which is MITM.

43The unauthorized integration of intellectual property without the consent of the original intellectual property owner
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4.2.4 Blockchain based solutions for supply chain security44. During the last few years, there has been an increasing
interest in applying blockchain technology to supply chain [22][19][215]. This strong interest stems from the
blockchain data structure and principle which, by default, satisies many of the supply chain requirements such
as traceability, immutability, distribution, data integrity, transparency, and counterfeit prevention.

Gonczol et al. [22] classiied blockchain approaches for supply chain into two categories: (1) blockchain-based
conceptual systems and (2) blockchain-based implemented systems. Indeed, numerous works [216][217][218]
[219][220][221][222][223][224][225][226][227] do not provide any technical details about their proposed systems.
They also do not consider the features and development issues which arise when blockchains are integrated
to other technologies (e.g., IoT conigurations, sensors, RFID tags, and so on) in supply chains. These eforts
consider blockchains as black boxes although it is an important research issue when we consider the problem of
łHow can a supply chain implement a blockchain system?ž [22].

In this paper we are interested in the second category namely, blockchain-based implemented approaches.
According to [22] there is an explicit diference between the implemented applications proposed by academia and
the approaches proposed by industry. Indeed, the academic approaches [228][202][197][203] focus irst on the
clear deinition of the problems from which the supply chain sufers, then on the proposal of a blockchain-based
solution that handle the identiied problems and requirements. However, most of the studies related to industry
applications [201][206][229][200][230] focus on sales, or simply announce the incorporation of blockchain
technology.

Xu et al. [199] proposed a digital identity management scheme that can be integrated with blockchain maritime
supply chainmanagement systems to enforce information accuracy. However, the paper does not provide technical
details on how this goal can be fulilled. In the same shipping/transport context,Wu et al. [197] proposed an online
shipment tracking framework that aims to achieve near real-time visibility during the physical distribution of the
products in the SC. It consists of a set of private distributed ledgers and one public blockchain. The private ledgers
serve for the sharing of the information related to the custody events amid the trading partners in a speciied
shipment. TradeLens [201] is another shipment application. It is the result of a collaboration between IBM (IBM
Cloud and IBM Blockchain) and Maersk. TradeLens is presented as an open solution to the limited collaboration
between the various parties implicated in the shipment travel. It assumes the provision of a foundation of trust
and the tracking of products shipped from the time they are loaded onto a container until they arrive to the inal
customer, all along the registration of diferent shipping events from various stakeholders [22].
The transparency of the supply chain in order to prevent food-borne illness outbreaks, as well as proving

food quality, sustainability and fair trade are major issues in the food supply chain. To address these issues,
Walmart created a food traceability system based on the Hyperledger Fabric [206] that allows it to trace the origin
of over 25 products from 5 diferent suppliers. Provenance45 is a similar application which is used for food and
beauty products traceability. In the same context, Caro et al. [204] proposed AgriBlockIoT, a fully decentralized,
blockchain-based traceability solution for Agri-Food supply chain management, which integrates IoT devices
producing and consuming digital data along the chain.
In the medical area, Mediledger [200] is a product veriication system which complies with the drug supply

chain security Act in the US. The act stipulates that the distributors must verify with the manufacturer, the
unique identiier of the medicine that were returned before they resell them [22]. In the same pharmaceutical
context, Bocek et al. proposed Modum.io [196] which is a system that complies with the Good Distribution
Practice (GDP) regulation46 which requires a proof that shipped medicinal products have not been exposed to
conditions compromising their safety. More precisely, Modum.io combines blockchain and sensors to enforce

44The approaches discussed in this section also fall into the other categories (e.g., threat models, frameworks, security solution for software
SC or product SC). However, we preferred classifying them as blockchain based approaches due to the novelty of the technique.
45https://www.provenance.org/sector/food-drink
46https://www.ema.europa.eu/en/human-regulatory/post-authorisation/compliance/good-distribution-practice
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data immutability and public accessibility of temperature records, all along the reduction of operational costs
in the pharmaceutical supply chain. Indeed, in order to guarantee the compliance with regulations and the
quality control during the transportation of medical products, the medical industry must ensure the application
of various complex and strict environmental control processes (e.g., temperature and humidity). In Modum.io, the
sensors monitor the temperature of each transported package during the shipment in order to satisfy the strict
compliance with GDP regulations. Data is irst stored in a mobile device such as a smart phone. Then, all data is
transferred to the blockchain where a smart contract evaluates this data against the product attributes. However,
no security was implemented for the communication between the sensors and the mobile device which can make
an attacker tamper with data before their storage in the blockchain.
Figorilli et al. [202] proposed a mechanism that relied on blockchain and RFID for wood traceability from its

tree form in the forest to the end product. Other applications such as PeerLedger47, Ambrosus [231], Guardtime

HSX 48 and OriginTrail [229] ofer similar traceability and transparency for other application domains. Everledger
is another application example that was designed for diamonds traceability and then was extended to gemstones,
minerals, insurance, luxury, art, and wines. One of the distinguishing characteristics of Everledger is that it uses
blockchain technology, coupled with the digital twin technique [232][233].

For Industry 4.0, Bellavista et al. [198] proposed a relay scheme based on a trusted execution environment that
provides higher security guarantees. More precisely, the proposed solution relies on a smart contract that invokes
an of-chain secure computation element, to securely communicate with its peer counterpart. However, the
system sufers from increased latency due to cross-blockchain interactions and of-chain computations. Moreover,
this approach is applied only to the manufacturing phase and not the whole supply chain process.
Toyoda et al. [203] proposed a novel Product Ownership Management System (POMS) of RFID-attached

products for anti-counterfeits that can be used in the post supply chain stage. For this purpose, they leveraged
the idea of Bitcoin’s blockchain that anyone can check the proof of possession of balance. With the proposed
POMS, a customer can reject the purchase of counterfeits even with genuine RFID tag information, if the seller
does not possess his/her ownership. In other words, its primary objective is to use the traceability feature in the
blockchain to avoid trading of counterfeit products. Waltonchain [205] is another system that uses IoT devices as
data senders to the blockchain in a supply chain process. Waltonchain uses a secure two-way authentication,
and integrated encryption logic. An IoT device (data sender) can upload by itself to the blockchain, allowing IoT
monitoring (such as temperature measurements, humidity measurements) much safer.

Malik et al. [207] proposed TrustChain, a three-layered trust management framework, which uses a consortium
blockchain to track interactions among supply chain participants and to dynamically assign trust and reputation
scores based on these interactions.
4.3 Recommendations

In this section we provide a set of recommendations and best practices, from both : the organizational and the
technical perspectives, to enhance the security of the supply chain.

4.3.1 Best practices for supply chain security. Regarding best practices on supply chain security, Microsoft [175]
recommends: (1) the development of sound threat models to assist in the identiication and prioritization of supply
chain threats/risks. Indeed, currently, corporations mainly depend on their proprietary threat models. However,
considering such an approach (only considering their own threat models) may solely relect the knowledge of the
threats/risks from the vendor’s perpective and not the actual existing risks; (2) To ensure audits by independent
third parties, which provide an external neutral review. However, this solution can be costly in money and time;
(3) governmental supervision, though it sufers from scalability issues because of the huge number of products
that must be controlled. NIST [4] recommends: (1) the integration of cyber supply chain risk management across

47https://www.peerledger.com/
48https://guardtime.com/
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the organization; (2) the establishment of a formal program that guarantees the organizational responsibility for
the management of the threats/risks related to the cyber supply chain. In fact, mature organizations consider
formal programs with established governance, policies and procedures, processes, and tools; (3) the knowledge
and management of the critical suppliers; (4) the fully understanding of all the parts of the supply chain; (5) the
close collaboration with the key suppliers; (6) the inclusion of the most important suppliers in the resilience and
improvement actions; (7) the assessment and monitoring over the supplier relationship.

4.3.2 Technical implementation approaches for supply chain security. Regarding technical implementation, we
consider the following technologies.

Cryptography approaches for supply chain security:We believe that some technologies and techniques, can
achieve high levels of supply chain security for both the products and the processes, if applied and set up together.
According to the works discussed earlier, blockchain technology can satisfy multiple security and performance
requirements and goals such as traceability, immutability, data integrity, data sharing, data availability, and
scalability. However, blockchain technology alone is not suicient. Blockchain technology must be coupled with
a strong authentication scheme especially for the diferent devices at the diferent supply chain links in order
to ensure the authentication of the data stored and exchanged. Elliptic Curve Cryptography (ECC) is known
to be lightweight and can therefore be adapted to resource-constrained IoT devices [234][235][236]. Even, if
encryption is not possible, the IoT devices must at least use signature to enforce secure authentication as well
as data integrity. For example, the Elliptic Curve Digital Signature Algorithm (ECDSA) has multiple beneits
over traditional signature algorithms such as Rivest Shamir Adleman (RSA) especially in terms of key sizes and
signature times [237]. Moreover, a timestamp veriication can be added to mitigate replay attacks. Furthermore, we
need a certiication mechanism for the keys to ensure the authorization and identiication of devices. For example,
in [237], is a proposal of decentralized blockchain-based mechanism that provides lightweight certiicates to
constrained devices. If such mechanism is not possible, because of the devices constraints (e.g., some RFID tags),
Physically Unclonable Function (PUF) represents an alternative [238]. However, PUF technology is not suitable
for all the scenarios because of its limited scalability.
Artiicial intelligence and big data approaches for supply chain security: We believe that artiicial

intelligence and big data techniques represent a real asset in the supply chain security. Hassija et al. [21] describes
how artiicial intelligence can enhance the management of supply chain risk by securing them against disruptions
through the anticipation of their occurrence and the minimization of their side efects. For example, Baryannis
[239] proposed a supply chain risk prediction framework using data-driven artiicial intelligence. In the same
context, Zage et al. [240] proposed amethod for identifying deceptive practices within the supply chain, speciically
for the e-commerce domain. Moreover, Camossi et al. [241] proposed the Anomalous Container Itinerary Detection
(ACID) framework that analyzes container status messages to discover non conform container shipments.

5 CONCLUSION

It is an undeniable fact that most of the products and services that we use in our daily life today are the result of
some supply chain. The Internet and Information Communication Technologies (ICT) are currently pervasive
in many application domains. These technological advances have revolutionized and transformed the supply
chain to Digital Supply Chain (DSC), which is the result of the application of information, digital, and electronic
technologies to every aspect of the end-to-end supply chain. Moreover, over the last few years, we have witnessed
the explosive growth of the Internet of Things (IoT), and as the costs of IoT devices continue to decline making
them more afordable, they are increasingly being used in the digital supply chain. Unfortunately, the use of
such technologies has considerably increased security risks and increased the attack surface on all the supply
chain links. In this work we have presented an in-depth analysis of the security issues associated with the supply
chain. In contrast to existing surveys on supply chain security, we have considered both the managerial and the
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technical perspectives. Moreover, we discussed all the supply chain’s links and processes rather than considering
the supply chain as a single block which we have shown was made by the previously published surveys and
reviews.
In this work, we have analyzed and discussed various security issues and challenges related to the diferent

supply chain links and related technologies. We have also discussed the diferent security approaches that have
been applied to the supply chain. Based on our analysis, we found that previously proposed supply chain security
solutions have not considered the diferent security challenges and issues considered above. Therefore, we need
a comprehensive and holistic approach that ensures the security of the end-to-end supply chain. Finally, we
provided a set of recommendations and best practices, from both the organizational and the technical perspectives,
to enhance the security of the supply chain. We believe that some cryptography primitives and techniques (e.g.,
digital signature, blockchain) and artiicial intelligence are among the key solutions that can enhance the security
of the supply chain.
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