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Context

BIG DATA :

How to manage an ever increasing amount of 
data ?

A.I. CHALLENGES : 

● Scalability

● Explainability

● Time robustness

A.I.
  ?
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Problem definition

Core network Data

Continuous Data Stream

To help analyst in SOC (security operating center)

● New data have to be processed 

● Data behaviours change with time

= Concept drift

● Ever increasing amount of data

Constraints 
!!!

DAMIAGE 
PROJECT
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Unsupervised attacks 
detection

Principals characteristics : 

● Opposed to supervised approaches

● Do not make use of target label

Why ?

At any time we may not have any prior 
knowledge to attacks we want to detect

A new model is generated for any 
detection which may prove more secure

But important limits :

● Very sensitive to statistical anomalies
● Depending on the approach, it may prove hard to detect different 

types of attacks
● High false positive rate
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Tommaso Zoppi, Andrea Ceccarelli, Tommaso Capecchi, and Andrea Bondavalli. 2021. 
Unsupervised Anomaly Detectors to Detect Intrusions in the Current Threat Landscape

State of Art
Our approach is able to obtain 
0.91 average  MCC for Dos and 
Scan attacks in the UGR16 
dataset with Isolation forest
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UGR’16 Dataset

● Background data gathered from march to august 2016
● Simulated attacks from the last week of july and august in the

background data. ( DoS and Port Scan)
● Re-inserted some attacks detected using anomaly detection . (Spam and Botnet) 
● Some unnoticed attacks may still be labelled as background
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Why Graph community metrics ?

● Features are an important aspect if not 

the most important in anomalies 

detection.

● You need to keep only relevant features

● They need to discriminate positive and 

negative

● They need to be computable in your study 

case
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Why Graph community metrics ?

Unsupervised detection algorithms need to be fed 
the right features and only the right features !!! 

How do you make attacks different from normal data ?

Graph representation is commonly used for network data 
→ Topological informations

Attacks will have an impact on part of the topology of the 
network
→ part of the graph are the community

=> graph community metrics can be used as indicators
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Static graph of a small 
sized sample of UGR’16 
(~ 1000 edges)
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● For a community C1 inside a graph G1 at time T and a community C1' inside a 

graph G2 at time T+1, the following metrics have been considered:

● Density : Number of connexion ( a 

connexion being the existence of at least 

one edges between two nodes) with both 

nodes inside C1 divided on the maximal 

possible connexions inside C1. 

● Externality : Proportion of edges with a 

source belonging to C1 and with a 

destination inside G1 but which doesn't 

belong to C1.
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● A way to define the proportion of change in a community between two times of a 

dynamic graph has been introduced as the local graph stability .

● Local Stability : Proportion of 

similarity between C1 and C1', C1 and 

C1' being the same community at 

following times.

● Global Stability : Mean of all the local 

stabilities of a community .
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METRICS Selected Useful (a priori) Types of graph Intervals

Density IP, (IP,Port) 5,10** & 20 min

Externality (IP,Port) 5 min

Local Stability IP 20 min

Global Stability

Coverage

Modularity

Isolability

Unifiability

Mean size (IP,Port) 5 min

List of community metrics calculated for different types of graph on  
different time intervals for dynamic graph construction
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Only Those Column are used for the 
graph metrics based detection model.
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 F-score MCC Balanced 

Accuracy 

AUPRC Accuracy Precision Recall 

Louvain 0,825496 0,825035 0,936672 0,829467 0,996309 0,875822 0,780659 

LPA 0,75466 0,753257 0,898229 0,758666 0,994788 0,799695 0,714434 

Community extraction algorithms

 F-Score MCC Balanced 

Acc 

AUPRC Acc Precision Recall 

After sampling 0,502533 0,541945 0,906327 0,594621 0,991991 0,81981 0,362313 

Before sampling 0,679035 0,676763 0,858336 0,683339 0,993179 0,720738 0,641914 

Impact of sampling on detection performance
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Scalability evaluation

3 algorithms have been set up for extraction of graph 
community metric in time which scale linearly 
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Attack patterns

● Approach used in real world security operations center
● 1 pattern => 1 type of attack
● 1 type of attack => n patterns
● Pattern deducted from characteristics of attacks in the literature

=> Can be used a baseline for our approach
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Attack patterns

Scan False Positive Rate : 0.00116809518    / DoS FPR : 0.00227426215
Scan True Positive Rate : 0.68578661065    / DoS TPR : 0.2593768905
Scan False Negative Rate : 0.30333205668 /  DoS FNR : 0.7406231095
Scan True Negative Rate : 0.9988912          / DoS TNR : 0.99772573785
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Results

Detection score depending on the method using isolation forest 
algorithm on the same sample of data of the UGR’16 dataset 
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False positive reduction

Precision 87.84 %  before false 
positive reduction and 89.38% 
after reduction.
=> 12.68% of false positives can 
be avoided.



False negative reduction ?

Actually, while 80% of the false negatives are in the Green 
zone, they only represent 0.31% of the negatives in this zone.
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Conclusions

Feature extraction and selection are very important !

Graph community metrics seems relevant to the 
detection of cyber attacks

It is especially true for unsupervised detection !

An approach which fulfill the constraint of scalability 
and time robustness has been set up !

But, there are still a significant amount of
false positive and the approach has only 
shown results on 2 types of attacks.
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Next steps

● Application of the approach to data stream

● Define a pipeline and approach to tackle concept 

drift

● Find more robust and more specific to attacks 

behaviour features.
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